VA
DETE A DETEXI Network Video Management System 5.5

IP VIDEO SECURITY
EXPAND YOUR CONCEPTS OF SECURITY

A SECURITY

DETEXI Basic Configuration

SETUP A FUNCTIONING DETEXI NVR / CLIENT

LOSS PREVENTION

ANIWIDOVYNVIN LOIrodd

HEALTH & SAFETY

It is important to know how to
properly setup the DETEXI
software components and
what functionality could be
achieved.

USER GUIDE June 2009

Canada ON, Toronto, www.detexi.com






VA
D ETE A, DETEXI Network Video Management System

IP VIDEO SECURITY

EXPAND YOUR CONCEPTS OF SECURITY

DETEXI Basic CONfiguratioN........eeeneneneeseississsssssssssssssssssssenns 3
WAL IS DETEXI? ..eeeeeteeteeeeeteetestssssstessesassssessessssssessssssssssessesssssssessessssenes 3
Setup a Functioning DETEXI NVR / ClENT ...cueurrereererrreceeeesennsenssessseessessseesseens 5
DETEXI SOftware COMPONENTS ......cueeveermrrerrrnssesisssesssessessssssssssssssssssssssssssssasssassens 6
DETEXI NVR General SETtINGS......coceeeeeeererreereeestsetsesssssssesssssssssessssasssens 7
Launch DETEXI NVR CONTrOl CENTET ...uuurerrrrreereeeeeineissssssessssssssssssssssssssssssssssssssns 7
SEArt/STOP ThE NVR ...t iseiessssssesissssssssesssesssessssssssesssesssessssssssessssssseses 8
Setup Recording Storage (ArChive) ... csissnssssissssssssssssssssssssssssses 9
Define Camera/CoONNECHION ... reseenrisesssssssssssssssssssssssssssssssssssssssssssssssssssssses 10
Camera SECUINTY SETHINGS ...cvveeerieieiiieserseisessessesssssssesessessessesssssssssssssssssssase 1
Test Camera/CONNECHION ... eeissesesesssesessississssssssssssssssssssssssssssssssssssssssases 12
Define User INfOrMAtioN .......ecneeennsrsssnsssssssssssssssssssssssssssssssssssssssssssssssssses 13

1. User Login Settings 13

2. User Cameras to Interact 14
NVR SEIVICES c.uereeeinenerreisetsesessssisesesessessesssssssssssssssssssssssssssssssssssssssssssssssssasssssssess 15

1. Service Responsibilities 15

2. Service Status 16

3. Runtime Configuration 16

4. Turn off Services not Currently in Use 17
NVR Services Health MONItOriNg......nninsinsisssssssssssssessssssssssssnes 18

1. NVR Services Monitoring 18

2. Setup System Health Monitoring Tasks 19

NVR RECOTAING SETUP ...cucuercirisisisinsseessisenssassissssssssssssssssssssssssssssssssssssanns 20

RECOIrdING MELNOMS ...ttt ssssss s sssssssssssssssassssssassssssases 20
Enable/Disable RECOIING.......ieeieeensrneisssnsiessssisssessssssssssssssssssassssssassssssasses 21
RECOIAING SEIVICES ...ttt issssssssssssssssssssssssssssssssssssssssssssssassssssases 22

1. Start Recording Services 22

2. Synchronize Recording Services 23

3. Quickly Check the Status of Video Streams 23
Setup Schedule-Based Continuous ReCOrding ........c.cccnnrneueneessensssseeneens 24

1. Confirm that Recording is Enabled for the Selected Camera.........ccoecvsvvcrerennenn. 24

2. Setup 24/7 Recording Schedule, Video Quality 24

3. Start or Synchronize Recording Services 25

5.5




Setup Multiple Recording Schedules.........nineicnrnsiinsinssssissesssnsissseneens 26

1. Confirm that Recording is Enabled for the Selected Camera........ccoeerrevererernrenn. 26

2. Setup Multiple Recording Schedules, Video Quality 26

3. Start or Synchronize Recording Services 27
Setup Scheduled Recording with Motion Detection..........eeeenereseenenns 27

1. Confirm that Recording is Enabled for the Selected Camera.........ccoecrrrvererernrenn. 27

2. Setup Recording Schedules, Video Quality 28

3. Setup Motion Detection 29

4. Start or Synchronize Recording Services 29
AdjUSt MOTION SETLINGS....uurvrrrerrrieriseinsissesisssisssisssssssssssssssssssssssssssssssssssssssssssssssssssns 29

1. Select Camera and Schedule for Adjusting 29

2. Motion Indicator Graph 30

3. Create Region of Interest (ROI) 30

4. Set Motion Settings as Default 31

5. Save Motion Settings 32

6. Start or Synchronize Recording Services 32

DETEXI ClIENT ..uvrirrerrereererreirsississtsssssssssssssssssssssssssassssssssssssssssssssssssasssssassassanes 33

Local and Remote DETEXI ClI@NT ......ccceuueuueereenrenneersersseisessensessssesssesssesssessasees 33
LAUNCH DETEXI CHENT...ouneeueeeeeceeecenerenecssssesseesssesssssessseesssssssssesssessssessssessasessasessans 33
Remote Client AUthENTICATION. ... ceeeeereisetssciseiseesesssesisesisessesssesssesassees 34

1. Login Prompt 34

2. Setup Authentication Server 35

2. Configure Central Server 35

3.Login 37
DETEXI ClieNnt STArt PAge .....covcvrieerieiseseissssessssssssssesssssssssssssssssssssssssssssssssssssnss 38

1. Local Client Start Page 38

2. Remote Client Start Page 39

3. Get Users 40

4. Provide Password 41

5. Map 42

6. Tasks 43
Live View (Single, MUIti-CamMEIa) .......cccovrenniseinninsinsissssisssessssssssssssssssssssssssssnes 44

1.Single View 44

1. Multi-Camera View 46
SEQUENCE .ttt ass s sss s s sss s s s tss s s s s sass st ssbessasassessssssassans 52

1. Configure Sequence 53

2. Assign Permissions 56

Video Viewing, Retrieval, EXPOrt......encnnsneresinsissssssessssesssssnens 58

Client Archive Tool vS. ArChiVe VIEWET ........ceeeneereeieeeseeseisesssessssssssesssesssesanes 58
DETEXI Client ArChive TOO ... eeeceeeeseeseeiseeieessesssesssessssssssssesssesssesssessssees 59

DETEXI Basic Configuration ii- 96



1. Search for Video of Interest 60

2. Select Segment of Video 61

3. Playback, Export Video 61

4. Edit Captured Image 62
DETEXI ATCHIVE VIEWET ...ueereeeeeereieeieeiseesesisssssesisssssessssssssssssssssssssssssssssessssssssess 63

1. Search Video 63

2. Playback, Export Video 65

3. Compression 66

DETEXI NVR Events and Alarms........eneeneneesesseesessesssessessesssessens 67

TASKS wcereeeerneeeeiaeeisseisesasesssesssessssssssesssesssessssssssssssesssesssessssssssssssesssesssessssssssssasesssesssssssess 67

Action Types 67

Notification Types 67

Task Triggers — NVR Events and Alarms 68
DEfINE NEW TASK .ottt sisseissesssesssssssssssssssssssssssssssssssssesssesssessssees 70

1. Create New Task 70

2. Add New Action to Task 71

3. Add New Notification to Task 72

4. Composite Tasks 73

5. Information About Task Usage 74
Configure System Health Monitoring Tasks......c..ceeervenseinsensssssesssesssennns 75

1. Assign NVR Status Task 75

2. Assign NVR Storage Errors Tasks 76

3. Assign NVR Services Health Monitoring Tasks 77

4. Assign IP-Device Status Tasks 78

5. Assign Child NVR Status Task in the NVR Network (Domain)........c.ceeeeveueeeereenenn. 82
Configure LOGIN/LOGOUL TASKS ......ccurvnreersreneeseessssssssssssssssssssssssssssssssssssssssssssssns 84

1. Assign General User Login/Logout 84

2. Assign Specific User Login/Logout 85
CoNFIGUIE IP DEVICE TASKS ..cvurerrerrirrersrenersssnssssssssssssssssssssssssssssssssssssssssssssssssessens 86

1. Assign FTP Alarm Task 87

2. Assign Input Alarm Task 88

3. Assign Soft Motion Alarm Task 89
Configure User Triggered TaSKS.........ccmierrnsinsssssssisssssssssssssssssssssssssssssessens 920

1. Assign User Triggered Task 20

2. Trigger Task from Remote Client 91

DETEXI Basic Configuration

iii - 96



DETEXI Basic Configuration 3-96



DETEXI Basic Configuration

EEL R Aebartcation Sere Seh prm———
= il Ordy  eriesl Seree Ak ] =
AlwnPoticktn 0 g %t tren o Ol TG
DS SETTRGS PLLTEROREEN SETTRWGS
[or) Full S
[} Shooest By
1] S e I
S L LAl T — T
E sl MR Laca VA
o Corfinl Sorve ddoan

96‘ FE2TER BRI 100 oD
£ Cortnl Sorver Froay
£ 0
H (o P Cher i e B Local Sotscrk.

-=:-_,> Akl D a St Carveci Sorver

% el 1 SO
7
o q."fvl.{
== I-':"‘-:":‘
B e g Ladk A T Sirv okl (e

What is DETEXI?

The DETEXI Network Video Management system gives
users the ability to monitor and record video and/or audio
over an IP (Internet Protocol based) computer network
such as a local area network (LAN) or the Internet. In a
simple IP-surveillance system, this involves the use of a
network camera (or an analog camera with a video
encoder), a network switch, and PC with DETEXI software
for viewing, managing and storing video.

In between the fully analog and the fully digital systems,
DETEXI software allows solutions which are partly digital.
These solutions include a number of digital components
but do not represent fully digital systems. A video encoders
(also called a video servers) make it possible to move

toward a network video system without having to
discard existing analog equipment.

DETEXI is an advanced client/server-based software
that provides support for multiple, simultaneous users and
thousands of cameras. The hardware requirements of the
DETEXI NVR are not complex — use standard
components found in the IT industry.

DETEXI IP-Surveillance installation can be as simple or as
sophisticated as your needs require. Cameras and licenses
can be added one by one and the system hardware can
be expanded to meet

increased  performance

requirements.
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DETEXI IP-Surveillance System Diagram
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Network Cameras

DETEXI software supports a wide range of network
cameras from the world’s leading manufacturers and
continues to expand the list. Video Motion Detection (VMD)
residing in the DETEXI software provides VMD
functionality to network cameras or video encoders that
do not originally embed this feature. This alleviates the
workload for any recording devices in the system and
makes event-driven surveillance possible.

DETEXI is an open platform system and has another
advantage in that it can be more easily integrated with
access control devices, building management systems,
industrial control systems and audio. This allows users to
manage video and other building controls through a single
program and interface.

NVR |
IP Network

Powerful PC with DETEXI
Video Management System

DETEXI NVR

System Setup
Administration
Background Services

DETEXINVR Recording Database
DETEXI Client
Viewing
Playback
Optional
Network Attached Storage
(NAS)

Wireless Access Point

The DETEXI Network Video Management System has the
ability to complete different kind of actions at many
different stages of video recording and viewing. This allows
for immediate response to things that occur — turn on/off
lights, start recording alarm video, close security gates,
and even inform personnel via phone or other means.
These and other capabilities of the DETEXI system make it
more than just a video recording tool. Software motion
detection, alarm detection, other events, and the actions
that can be taken on these alarms and events make the
DETEXI an Intelligent Network Video Management
System.
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Setup a Functioning DETEXI NVR / Client

After installing the DETEXI software, it must be
configured for your cameras and video encoders. There
are minimum DETEXI NVR and Remote DETEXI Client
configurations necessary to have a functioning DETEXI
NVR with live video. The recording, motion detection, and

alarms also should be setup. It is important to know how to
properly setup the DETEXI software components and what

functionality could be achieved. The Basic Configuration

section will guide you through the necessary steps.

DETEXI Basic Configuration Steps

Local
DETEXI Client

DETEXI NVR

+ Start/Stop the NVR
+ Setup Recording Storage
+ Define Camera/Connection

» Test Camera/Connection

Remote DETEXI
DETEXI Client Archive Viewer

+ Setup NVR for the Client
+ Setup Authentication

(%]

g + Define User Information

g + NVR Services

2 » Services Health Monitoring

g r Test —

= Camera Connection

8 Driver Sel_ect_ion
PTZ functioning

» 24/7 Recording Schedule

3 + Scheduled Recording with

..% Motion Detection

g + Multiple Recording Schedules

8’ + Motion Only recording

"é + Setup Alarm on Motion

S +Adjust Motion Settings

oq:) +» Check Recording Status

+ View/Monitor Cameras,
Alarm Notifications

+ Access/View/Export + Access/View/Export » Access/View/Export

Recorded Video

Recorded Video Recorded Video

0 v Refer to the DETEXI Software Components to learn the difference between
Local and Remote DETEXI Client.

v Although the DETEXI Client Archive Tool and the DETEXI Archive Viewer have
very similar capabilities, they access the archives in very different ways
allowing for both tools to excel in different environments and for different
needs. There are a few unique features in each as well.
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DETEXI Software Components

When the DETEXI software is installed, several applications are placed on the server PC, each with

their own responsibility.

MVR Conirol Center

DETEXI NVR Control Center —

The DETEXI NVR handles all communication with the cameras/video servers
that are included in the system. It also handles recordings, events and user
management in the system. The underlying structure of the DETEXI NVR
consists of individual services, registered as Windows Services which allow
to execute and organize all the tasks it is responsible for. DETEXI NVR Control
Center is the DETEXI NVR GUI (Graphical User Interface) and serves as
a tool for communication between administrator and the DETEXI NVR. Once
the DETEXI NVR has been installed on your computer, the NVR Control
Center allows you to start/stop services as well as modify settings if needed.
Some of the services are configured as automatic by default.
If DETEXI NVR and any camera in the system are separated by a proxy server,
you may need to enter appropriate proxy settings.

e
cl

DETEXI

Local DETEXI Client —

Installed automatically along with the DETEXI NVR is a useful system
administrator tool for testing user configuration and basic functionality. It only
connects to the local DETEXI NVR, does not require the NVR services to be
running, and does not require authentication (authentication features are
disabled).

o
Ccl

Remote DETEXI
Client

Remote DETEXI Client —

Installed stand-alone on any PC, or/and included automatically with the
DETEXI NVR installation enables connection to any authorized DETEXI NVR
available anywhere on the Internet or corporate network for remote viewing and
control. Requires NVR settings configuration and authentication.

DTZ
AD

Archive Viewer

DETEXI Archive Viewer —

Included automatically with the DETEXI NVR and Remote DETEXI Client
installation connects local and/or remote users to the DETEXI NVR recorded
video (NVR archive) for video retrieval and export. For remote users
permission/authentication is required.

DETEXI Basic Configuration
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DETEXI NVR General Settings

Launch DETEXI NVR Control Center

When the DETEXI software is installed, several applications are placed on the server PC, each with their
own responsibility.

m DETEXI NVR Control Center —
Open DETEXI NVR Control Center from the Start — All Programs or click the

NVE Coniral Center program icon on your desktop.

Default Opening Location —

When the NVR Control Center is launched General — Global Settings is the default
opening location (Fig 1). Some settings have default values at first, but before the
NVR is used for recording, these settings will need to be tailored to the specific
application needs based on recording specifications and resources available.

B NVR Control Center Jo/Ed

IGeneraI | Cametras | Lsers | Tasks | Manitar | Repaorts | Synchronize

Global Setting: | MWR L-:u:atiu:unsl Camera Lu:u:ati-:unsl YWoice Setupl FTF Server .ﬁ.dvancedl

—Auchive Storage

Fath |C:1F'r|:|gram FilegiCamServerArchives __-ﬁ_l
k.eep Infarmation for I'1| day(s] [ Use Temporam Space
If free space less than (5000 ME (" Stop saving {+ Overarite

T ask executed when
{ﬂriting err-:ur:i ;‘ Dirirve lirnik reached:l _;‘ i

Fartita ligteq 4000 [~ Connect camera immediately f’
¥ &:aSemice Stop MYH Service
Lo siain i I?_ [~ Besdlve |P addresses
[~ Custamer suppart
Login/Logout task:l ;I MWE status task:l j at I 1 2:00:00 A4 j
Dratabaze Path llﬁi.‘d:'i ogram Filesh\CamServer !‘
SCADA Path | =]
— MNYA Controller Settings for HOST MVEAS2168.10.233
Address: |'I 921681024 Thiz lozation name: |programmers
Port: |EEIEIEI1 [T Encrpted channel Fegizter site on Domain Controller I

Fig 1. NVR Control Center — General — Global Settings
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Start/Stop the NVR

When the NVR Control Center is launched General — Global Settings (Fig 2) is the default opening
location. Some NVR settings, including the Archive Storage — Path, cannot be set or changed while the
NVR is running (fields are grey and not accessible). If the NVR is running, you must first stop the services
with the Start/Stop NVR Service toggle button on the right. When the settings are done start NVR again.

B, NVR Control Center E D_.

IGeneraI | Cameras

| Isers | Tasks | Manitar | Reparts | Synchronize
Global Settings | MHWH Lu:u:atiu:unsl Camera Lu:u:atiu:unsl Yoice Setupl FTF Sercer .-'-‘-.dvanu:edl
—Auchive Storage
Fath |C:1Prngram FilesiCamserenArchives __ﬁ_l
k.eep Information for I'1| dayls) [ Usze Tempaorar Space
If free space less than (5000 MB (" Stop saving {+ Ovenarte
Tazk executed when
{ﬂriting ern:ur:i _;‘ Dirirve lirnit reached: ;‘ Lock
Fortte listen 14001 [T Connect camera immediately f’
[¥ f:aSemwice Stop MYF Service
i sheiiie o I?_ [~ PBesolve |P addresses
[ Customer suppart
Login/Logout task:l ﬂ MWR status task:l ;I at I 12:00:00 A0 j
Databaze Path l‘::.'ﬂ:'i ogram Filez\CamServer !‘
SCADA Path | =]
— MWE Controller Settings for HOST MYRA 52 168.10.233
Addrezs: I'I 921681024 Thiz lozation name: | programmers
Fort: IEDUm [T Encopted channel Reqizter zsite on Domain Controller |

Fig 2. NVR Control Center — General — Global Settings
(Start/Stop NVR Service.)

services, which allow execute and organize all the tasks it is responsible for. The

' 4 The underlying structure of the DETEXI NVR software consists of many individual

services are registered with Windows as Services; some are configured as
automatic by default.

All services are visible and configurable in the NVR Control Center — Monitor.
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Setup Recording Storage (Archive)

Specify where to store the images. Recordings will be deleted when the reserved hard disc space is full, or
when the recording is older than the amount of days specified in Keep Information for [ ] day(s). To
prevent the hard drive from becoming full If free space is less than and Stop Saving/Overwrite
should be set.

1. Inthe NVR Control Center switch to the General — Global Settings (Fig 3).

2. Under the Archive Storage — Path specify local or network location for the NVR recording storage
by clicking on the browse button. The directory must be empty when chosen.

3. Specify Keep Information for [ ] day(s).
4. Setlf free space is less than with a Stop saving or Overwrite option chosen.

5. Check Use Temporary Space checkbox if the archive is stored on a network device for more
effective recording.

B, NVR Control Center S =

IGeneraI | Zameras | Isers | Tasks | Maonitar | Reporks | Synchronize

Global Settings l NYA Locations i Camera Locations | YWoice Setup i FTP Server | Advanced I

—Archive Storage

Path |CaProgram FilesiCamSenverarchives =
K.eep Information fnri1| dayfs] [ Use Temporar Space
If free space lesz than |5000  MEB  © Stop zaving {* DOvenarite

T ask executed when |
{ﬂriting err-:ur:l L‘ Dinvee linit reached:l ;I| e

Part ta listeq 1400 [~ Connect camera immediately f’
[F fzaSemice Stop MVE Service
EoEsieaii g I?_ [~ Resalve |P addreszes
[ Custamer support
LogindLagaut task:l _ﬂ MWR ztatus task:l j at I 120000 Ak :
Dratabaze Path l". \Program Files\CamServer .!‘
SCADA Path | =]
~ NVR Controller Settings for HOST NVR/192.168.10.233
Addresz: 11 921681024 Thiz location name: |programmers
Part: iEEIEID'I [T Encrpted chanine] Register zite on Domain Controller I

Fig 3. NVR Control Center — General — Global Settings (Specify recording storage.)

the drive limit to be reached, and will act only as a safety net. If data is
continuously overwritten based on the drive limit, unnecessary strain is
placed on the processor and hard drive.

' v With proper planning, the configured data retention time should not allow

v The Archive Storage settings cannot be set or changed while the NVR
is running. If the NVR is running, you must first stop the services with the
Start/Stop NVR Service toggle button. Than start NVR again.
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Define Camera/Connection

The DETEXI NVR supports most network cameras as well as analog to IP video servers (encoders).
Before recording can occur or live video can be viewed in the DETEXI Client network camera must be
defined in the NVR Control Center.

1. Inthe NVR Control Center switch to the Cameras — Cameras Settings (Fig 4).

2. Below the Cameras List make sure that Video Server is chosen as add type from the drop-
down list next to Add button, then click Add button to open blank Cameras Settings dialog;
Click Dup button to open a copy of selected camera settings for editing.

Enter a descriptive name for the camera/video server into the Name input field.
From the Type drop-down list, choose camera type.

Type camera |P address and port number into Address input fields.

o 0~ W

If camera is already installed, click Determine camera driver button to allow the NVR auto-
configure the driver to be used for communication.

7. Ifcamerahas Pan/Tilt/Zoom capabilities, With PTZ checkbox must be checked to enable
them in the NVR and Client.

8. Switch to the Security & Alarm to setup security settings.

9. Click Save button to save camera settings.

-
— vl
B, NVR Control Center [g =
General | | Cameras | Users Tasks | Monitor Reparts | Swvnchranize
Cameras Lisk | Cameras Jettings ]Security&.ﬁ.larm ] Description 1 Recording ] Tour ]
" { This Location [l
i vdg | Mame[101] [2400 Shaw Camers
E,E-ﬂ WDGE-emulation Type |.ﬁ.xi5 _vj 2410 rel 4,20 Determnine camera driver
g CMSG DETEXI
= g 2400 — || Driver | s W5 - Quad -l
@Eﬂ i [ Flip Image
it e Address  |192,168.10.146 2081 = withprz
@" 3 || Praay Type |Llse as External Address j v Check alarm v Locally
_ hd Prooxy 68.179,116.162 2051, [ AR
E‘gﬂ Bea [~ Sound
Erg'u 205 [V Stop tauring while active
Eg-ll SOMNY PTZ TEST ¥ Restore for Recorder
@Eﬂ IDYIEW
53” IDYIE W2 Image Size CIF * | Max FPS on \Write |30 Max FPS on Reguest |30
E,E-ﬂ CMSG PANASONIC Images path for FTP Server }2411:
IWiZ
E SARYO Murnber of SI.I|:I-I:-3I'I'IEI’EIS:]4 flarm Inputs:4 Cutputs: (2 ComPorks: ]2
B4 Pixord M. Active PTZ Narne maxFPS  Alive
@Eﬂ AI5 2130
I ELMO 4 71 T T o .
@Eﬂ SOMY DF0r e e
@f vivotek TEST | reset position on close: 1 ig
<l | (3] |  Fil presets ] ‘:_J et jdeal imege I
add I': pup | Save | Delate | Sub-cameras |.ﬁ.larm inputsJ Outputs] ComPorks MU |

Fig 4. NVR Control Center — Cameras — Cameras Settings
(Define camera/connection in the DETEXI NVR.)
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10.
11.

12.

and bandwidth control will not be as efficient.

Auto-configured camera driver gives the NVR more specific information about
the camera enabling better resolution and bandwidth control. If you choose the
driver from Type drop-down list, the resolution information will be more generic

v There must be direct access to the network camera IP Address and Port
from the NVR. Make sure any personal and hardware firewalls between them
allow for bi-directional communications for this IP Address and Port.

Camera Security Settings

With the camera selected switch to the Cameras — Security & Alarm (Fig 5).

Under the Names and Passwords enter usernames and passwords. They should match the users

that are defined within the camera.

In most cases, camera will only have one username and password by default, with administrative

privileges; in this case enter Adm name and Adm pwd accordingly.

13. Click Save button to save settings under the Cameras List.
- - . —
B NVR Control Center M (=
eneral | | Cameras | IUsers | Tasks | Monitor | Reporks | Synchranize

Carneras Lisk

Cameras Settings  Security&alarm IDescriptiDn l Recarding I Tour I

" This Location
5 wig
WDig-emulation
gl S DETERI
= # 2400
@E.u 1
gg.u 2 .MU
gg.u 3
lg
s
205
SOMY PTZ TEST
IDYIEW
IDYIEWS
CINSE PANASONIC

D
C

SAMYO
Fixord

Axls 2130
ELMO

SOMY DF40N

=
=
]
e
1]
-
—
m
LEy]
it

b

3 m

|'_A_] [Mames and Passwords

kck

Lser name iview zer prwd !

Hdekok

CIpEr Narme |r-:u:|t Cper pd I

&dm name irDDt &dm pwd i****

Actionz on alarm

4 Check status task; l :_i
=

FTP alarrn kask: |task_s::nn':.f

=]

Location to plav message Fru:um:!

Mumber of sub-camera

[T Elay &larm

|1| (% lessane; I
| &

fdd

A
2
=

=]

Save | Delete |

Fig 5. NVR Control Center — Cameras — Security & Alarm
(Camera security settings.)
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Test Camera/Connection

When the camera is installed and setup you can quickly test the camera definition/connection directly
from the NVR Control Center.

14. In the NVR Control Center — Cameras (Fig 6) choose camera from the Cameras List.

15. In the Cameras Settings click Show Camera button — a test window pops up. It should show live
video from the camera.

16. Close the test window when finished.

=,

5. NVR Control Center g_ﬂ ﬁ
General ||Camera5 | Isers | Tasks | Manikar | Reporks | Synchronize
Cameras Lisk Cameras Settings ISecurity&.ﬁ.Iarm I Description | Recording I Tour I
.| This Location ||
o || Mame [101] |2400 Show Camers |
YDG-er )

B, AXis 24000 (Video Input 4)

205

SOMY P
IDWIEW
IDWIEW
CMNSG P

SAMYO
Pixord
axls 21
ELMO
SOMY D .

=
=
fur]
=
m
o

b

add (= Dup

Fig 6. NVR Control Center — Cameras — Cameras Settings
(Test camera connection.)

u v Test window doesn’t show a high resolution image; it simply proves a connection
to the camera.
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Define User Information

1. User Login Settings

When users connect to the NVR from Remote DETEXI Clients, they will be required to authenticate with
user settings defined in the NVR. The DETEXI NVR has the ability to provide different lists of cameras to
different users, only allowing users to see and interact with the cameras they have privileges for. In
addition, permissions such as PTZ control, maximum connection time, task control, etc. are configurable

onaper-user basis.
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(User login settings.)

Fig 7. NVR Control Center — Users — User Information

1. To create a user with specific rights — in the NVR Control Center switch to Users — User
Information (Fig 7).

2. Below the Users List click Add button to open blank User Information dialog

Click Dup button to open a copy of selected user settings for editing.

3. Enter a single word, case-sensitive, alphanumeric User Name to use to login to the NVR.

4. Enter a single word, case-sensitive, alphanumeric User Password and re-type it to the User
Password Confirmation to be sure it is typed as desired.

5. Enter the Number of Active Users to define the number of Client instances the user can be signed

into simultaneously.
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Enter Max connection time to define the number of minutes user can be continuously connected to
the NVR before the connection will be terminated. User may login again if desired. A value of 9999
designates no time limit.

Check Master User checkbox to give the user permission to terminate other user sessions from the
Client — Get Users.

Check Can Search Archive checkbox to give the user permission to view/search NVR archive.

Continue to User Cameras to Interact.

0 v Usernames and passwords are case sensitive!

v Unless otherwise configured for security reasons, it is recommended to have
at least two Number of Active Users allowed per user. In the event that a
user’s session is not logged out properly, this ensures that they can log in again
without intervention from a Master User or NVR Administrator.

2. User Cameras to Interact

The next step is to define which of the available cameras the user has access to. And also assign the

level of authentication allowed from this user to the camera defined in the NVR Control Center —

Cameras — Security & Alarm.

In most cases, the camera has only one username and password, with administrative privileges. Be sure
that User Rights (Adm/Oper/User) settings make sense considering the authentication settings in
the Security & Alarm.

10.

11.
12.

13.

14.
15.

Select the camera from the Cameras List (Fig 7) at the left and click ">" button to add the camera
permission to the user — the camera name appears in the selected cameras list at the right.

Select the camera name in the selected cameras list at the right.

Check proper checkbox under the User Rights to pass the previously configured camera
authentication settings — Adm, Oper or User.

Check Can PTZ checkbox below the selected cameras list to give the user PTZ permission on the
selected camera. This setting is enabled by default if the camera has PTZ capabilities when
assigned to the user.

Repeat steps 11-14 to add more camera permissions.

Click Save button below the Users List to save user settings.

0 v Be sure that User Rights (Adm/Oper/User) settings make sense considering the

authentication settings in the Security & Alarm.

v The User Rights chosen for the first camera configured will automatically be
assigned to each camera after that unless manually changed.

v PTZ permission is defined on a per-camera basis, and is enabled by default if
the camera has PTZ capabilities when assigned to the user.
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NVR Services

1. Service Responsibilities

The underlying structure of the DETEXI NVR software consists of many individual services, which allow
execute and organize all the tasks it is responsible for. All services are visible and configurable in the
NVR Control Center — Monitor (Fig 8).

Knowing the responsibility of each service is important. This allows users to make sure the necessary
services for the given application are running and controlled properly, while unnecessary services should
be turned off to preserve system resources.
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Fig 8. NVR Control Center — Monitor
(NVR services.)

Monitor — Also known as the Startbar, is an internal service to start/stop other NVR services. The
Monitor service is also responsible for monitoring the health and status of all NVR Services.

Server — Also known as the CamServer, authenticates remote users connected to the NVR through
the Remote Client. The CamServer is also responsible for tracking statistics about the remote user’s
connections.

Recorder — Records information and images from each video input into the NVR archive, according to the
configured schedules, preferences, alarms and events.

FTP Server — Receives images from cameras via FTP (if configured) and writes them into the NVR
archive. It also raises an alarm when such images are received from a camera, and can also be used for
FTP notification of IP address changes from the camera to the NVR.
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Check Drive — Monitors the condition of the storage path and device to confirm existence and
available space for new video being recorded to the archive.

Check Alive — Monitors if camera is online and video inputs are active.

Check Alarm — Monitors the hard inputs of connected video devices, and raises alarms when
defined changes are seen on such inputs.

Tour — Moves PTZ cameras through a predefined series of locations according to defined schedules
or on alarms or events.

Get Shots — Captures still shots related to alarms from streaming video when configured, and stores them
in a special location in the archive.

Port Mapper — Also known as the Port Mapper. When configured, the Port Mapperroutes network
requests between two network connections on different subnets or networks. This allows for separate
security and corporate networks across which the DETEXI system can communicate.

Port Listener — Also known as the I/O Listener, has the ability to monitor alarms raised by local
alarm devices connected to the NVR computer via COM ports.

Alarm Server — Also known as Alarm Central, is responsible for raising alarms viathe Text-to-
Speech engine, telephone, e-mail and other mediums. This is configured as an Automatic Windows
Service and starts at Windows startup.

Remote Server — An internal service for intercommunications between linked NVR Domain Controller
and child NVRs. This is configured as an automatic Windows Service and will start with Windows.

Socket Server — An internal service to support remote TCP/IP access tothe NVR. This is configured
as an automatic Windows Service and starts at Windows startup.

2. Service Status

All services are visible and configurable in the NVR Control Center — Monitor (Fig 8). The status
of all the cameras that have been installed can be seen there as well.

v" The color of the service name indicates its status — blue while running, red while
stopped.

v' The checkbox next to a service name configures how it is affected by the Monitor service. If a
service is checked, its status will be monitored and displayed.

v' Checked services will also be started/stopped along with the Monitor service. The
Monitor service is started and stopped using the Start/Stop NVR Service toggle button in the
NVR Control Center — General — Global Settings (Fig 2).

3. Runtime Configuration

For most settings, the NVR services support runtime configuration. This means that changes can
be made to cameras, users, etc. without stopping the NVR services. When you are ready for your
changes to take effect, you should synchronize the services with the current configuration.

The Synchronize button is found in the upper right corner of the NVR Control Center, no matter what
page is active.

DETEXI Basic Configuration 16-96



4. Turn off Services not Currently in Use

The unnecessary services can be turned off to preserve system resources. It is recommended that the
Monitor service be active at all times. Checked services (with checked checkbox next to the service

name) will be monitored and started/stopped along with the Monitor service.

To run/monitor just authentication and recording NVR services —

1. Inthe NVR Control Center — Monitor (Fig 9) uncheck all services except Server and Recorder to
enable their monitoring.

2. Click on the service names to turn the Server and Recording names blue and all others — red. This
turns off the unnecessary services while keeps running the authentication and recording services.

3. Click Synchronize button to activate the new configurations.
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Fig 9. NVR Control Center — Monitor
(Turning service on/off.)

If, for some reason, the user stops a service and it is selected to be monitored, it
will be restarted by the Monitor service in approximately 30 seconds.

During the system tuning you may need to disable restarting a service by the
Monitor service. Uncheck the service checkbox to disable monitoring. Than you
can click on the service name to turn it red to stop the service or blue — to run.
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NVR Services Health Monitoring

1. NVR Services Monitoring

In the default setup the DETEXI NVR is working in an unattended
mode, this means it is up to the local administrator to check the
status of the programs and related hardware manually. However, in
most cases a PC Server accommodating the DETEXI
software is in a remote location with no local human interaction,
therefore a designated person or persons should be aware of the
DETEXI NVR status at any given time. You may not need the
recorded video for weeks or even months, but if something
happened (camera failure, power failure, network failure etc.) during
that time it is possible that the NVR does not have some or any
recorded video at all and the required evidence may be lost.

There are several areas that should be checked to insure that you
have a healthy and functioning system —

v"Is the NVR running at all (power is OFF or ON)

Are all selected NVR components running
Are all cameras with an active schedule functioning and being recorded
Is there enough space to make a recording

Are there enough system resources to make a recording

SN N NN

Is the NVR Domain Controller network and all it's child NVRs healthy and running

The DETEXI NVR services could fail due to unforeseen events and therefore must be monitored and
controlled. To monitor the health of the NVR services you need to assign a task (action/notification that
will be executed in a case of failure) to each component you wish to monitor.

Tasks to be executed on check status/health consist of predefined tasks —

v Remote DETEXI Client notification
E-mail notification
Phone notification

Speak notification

SN NN

Execute program action
From our point of view it is most likely user will initiate the E-mail notification task or Execute

program action. The Execute program action allows you to execute any external program to do
whatever you want to do and is limited only by your imagination and the resources required to develop it.

mail (SMTP settings and e-mail account settings) must be setup in the NVR

v Before using the e-mail notification task all necessary settings for sending e-
u Alarm Listener.

v For more information, refer to the DETEXI Reliability System.
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2. Setup System Health Monitoring Tasks

To setup NVR services health monitoring you need to assign a task (action/notification that will be
executed in a case of failure) to each component you wish to monitor.

4. Inthe NVR Control Center — Monitor (Fig 10).

5. Press blue Health Monitor On/Off button in the bottom right corner — the system health
monitor No answer task panel appears.

6. To assign a task to the system component (service) — select previously created task from the
drop-down list next to the component.

7. Assign a task to each system component.
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Fig 10. NVR Control Center — Monitor — No Answer Task
(Setup system health monitoring tasks.)

v Component failure if any will be detected within 3 minutes and the assigned task
u will be executed.

v System will check status only for the components with the checkbox checked.

4 For more information, refer to the NVR Events and Alarms section.
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NVR Recording Setup

Recording Methods

The main purpose of the DETEXI Network Video Recorder is to record
and archive live video for later replay and analysis. Recording in the
DETEXI NVR is either schedule-based or event-based with or without
motion detection, and many recording options are available.

Schedule Based Recording

Schedule based recording can be set up as continuous (24/7 or other)
with or without motion detection or triggered. An alarm-triggered
recording can be activated by, for example, video motion detection or an
external input through a camera’s input port. Scheduled recording can
combine both continuous and triggered recording instructions (within
schedule).

v Recording with no motion detection — video is

archived constantly while on schedule, with no motion analysis
being done.

v Recording with motion detection — video is archived
constantly while on schedule, the video is analyzed and
encoded with markers when motion is detected for faster and
smarter replay.

v" Recording only on motion — video is analyzed constantly while on schedule, but only
archived when motion is detected.

v Recording on camera input alarm — the hard input(s) of the camera are monitored while
on schedule, and when an alarm is detected on the input(s) video is archived. Although this is
event based recording, it still relies on a schedule.

Event Based Recording

v" Recording on NVR event (Recording Task Action) — video is archived for any
defined camera when a chosen event occurs in the NVR.

4 Schedule-based continuous, scheduled and recording only on motion
0 are the most basic recording options.

4 Event-based recording is discussed in the NVR Events and Alarming.
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Enable/Disable Recording

Before setting up any type of recording ensure first that recording is enabled for the selected camera. After
the camera was generally defined in the NVR it has recording enabled by default — the Exclude from
recording checkbox is unchecked.

v" Turning on recording requires at least one schedule to be added and configured for the
selected camera, and motion settings (if appropriate) defined.

v' To optimize performance disable recording for the cameras that are not intended for
recording. Thus the Recorder service will ignore those cameras completely, freeing resources
for other tasks.
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Fig 11. NVR Control Center — Cameras — Cameras Settings
(Enable/disable recording.)

To disable recording for the camera —
1. Inthe NVR Control Center — Cameras (Fig 11) select a camera from the Cameras List.
2. Inthe Cameras Settings check Exclude from recording checkbox to disable recording.

3. Click Save button below the Cameras List to save changes.
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Recording Services

1. Start Recording Services
There are two NVR services that should be running and monitored by the Monitor service in
order to record — Recorder and Check Drive.

1. To start recording services — go to the NVR Control Center — Monitor (Fig 12).

2. Click onthe service name to turn it blue to run the service.

3. Check Recorder and Check Drive checkboxes to enable monitoring and Monitor service will
start them in approximately 30 seconds.
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Fig 12. NVR Control Center — Monitor (Start/stop recording services.)

v In the NVR Control Center — Monitor the color of the service name
u indicates its status — blue while running, red while stopped.

v The checkbox next to a service name configures how it is affected by the Monitor
service. If a service is checked, its status will be monitored and displayed.

v If, for some reason, the user stops a service and it is selected to be monitored, it
will be restarted by the Monitor service in approximately 30 seconds.

v During the system tuning you may need to disable restarting a service by the
Monitor service. Uncheck the service checkbox to disable monitoring. Than you
can click on the service name to turn it red to stop the service or blue — to run.
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2. Synchronize Recording Services

The DETEXI NVR recording services support runtime configurations. This means that changes in
the cameras recording settings can be made without stopping the NVR services. When you are ready for
your changes to take effect, you should synchronize the services with the current configuration. The
Synchronize button is found in the upper right corner of any NVR Control Center page.

3. Quickly Check the Status of Video Streams

When the services are running the icons will show in the System Tool Tray. A flashing red light on the
Check Drive icon indicates that the service is busy. This could mean that it is executing the daily
archive clean-up, constantly overwriting data because the Minimum Free Space Limit was reached,
or attempting to connect to an unavailable directory or drive.
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Fig 13. NVR Recorder Service Interface (Check the status of video streams.)

1. To quickly check the status of the NVR video streams — double-click the Recorder icon in the
System Tool Tray — the NVR Recorder service interface launches.

2. Click Get Recording Cameras button to get the list of cameras showing active to the Recorder.
3. Select a camera from the list — the current camera video stream shows, if there is one:

v' If you see live video, the recorder is either analyzing that video for motion, recording that
video to the archive, or both.

v" Ifyousee no connection image with [Port-alarm] notation, it indicates that although the
camera is being monitored for 1/0O Port Alarms, the video is not currently being
recorded.

v" If youseeno connection image without [Port-alarm] notation, this means the recorder
should be either analyzing the video for motion, recording it to the archive, or both, but has
temporarily lost connection to that camera — the connection to the camera should be
checked.

4. Minimize the window to return it to the System Tool Tray (do not close — it will stop the service).
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Setup Schedule-Based Continuous Recording

A scheduled recording will archive video with the quality settings defined, as long as the defined
schedule is valid — whether there is motion or not. In this configuration no motion detection is turned on at
all, so the Recorder service does not analyze the video stream before archiving it. Turning on
continuous recording requires one 24/7 schedule to be added and configured for the camera.

Do the following steps to configure continuous recording for the camera —

1. Confirm that Recording is Enabled for the Selected Camera

1. Inthe NVR Control Center — Cameras (Fig 11) select camera to configure from the Cameras List.
2. Inthe Cameras Settings ensure the Exclude from recording checkbox is unchecked.

3. Switch to Recording — Schedule tab.

2. Setup 24/7 Recording Schedule, Video Quality
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Fig 14. NVR Control Center — Cameras — Recording — Schedule
(Setup 24/7 recording schedule, video quality.)

4. Inthe Recording — Schedule (Fig 14) click Add button under the Schedule list to add a new
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recording schedule.

5. Leave No Time Restrictions radio button selected, and leave all days of the week checkboxes
checked to configure a 24/7 schedule.

6. Setup video quality under the Image and Position Setup —

v" Select Resolution from the drop-down list the video will be recorded at. Higher resolution
means better image quality, and larger file size.

v" Enter FPS — the number of frames per second that will be archived. Higher FPS means more
fluid motion, and larger file size.

v" Enter Compression % which will be applied to the video before it is archived. Lower
compression percentage means better image quality, and larger file size.

7. Onthe Motion tab Motion detection checkbox should be unchecked (motion detection is set by
default).

8. Click Save button below the schedule list to save the schedule.

9. Switch to the Camera Settings to select another camera to configure.

' v After saving the schedule, it will be named based on the settings defined within it.

v In this configuration no motion detection is turned on at all. Motion detection
and Motion Only checkboxes under the Motion tab unchecked, Motion
Step and Post Motion do not apply and are grayed out.

v Defining a recording schedule at a specific resolution, FPS and compression may
affect live video streams from this camera — depending on whether the
camera supports simultaneous video streams with different parameters such as
this. Check the specifications of the camera in use.

3. Start or Synchronize Recording Services

10. When you are ready for your settings to take effect, start the Recorder and Check Drive services
from the NVR Control Center — Monitor or if the services were running and monitored during the
configuration just click the Synchronize button to activate the new configurations.

-

A
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Setup Multiple Recording Schedules

A scheduled recording that records according to the multiple recording schedules will archive
video with the quality settings defined, as long as the defined schedule is valid — whether there is motion
or not. In this configuration no motion detection is turned on at all, so the Recorder service does not
analyze the video stream before archiving it.

Do the following steps to configure multiple recording schedules for the camera —

1. Confirm that Recording is Enabled for the Selected Camera

1. Inthe NVR Control Center — Cameras (Fig 11) select camera to configure from the Cameras List.
2. Inthe Cameras Settings ensure the Exclude from recording checkbox is unchecked.

3. Switch to Recording — Schedule tab.

2. Setup Multiple Recording Schedules, Video Quality
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Fig 15. NVR Control Center — Cameras — Recording — Schedule
(Setup multiple recording schedules, video quality.)

4. Inthe Recording — Schedule (Fig 15) click Add button under the schedule list to add a new
recording schedule.

5. Select the Restricted Between radio button and define a time range FROM - TO (for example:
FROM 08:00 TO 17:00, which is the equivalent of FROM 8AM TO 5PM ).
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6. Leave proper days of the week checked to have the schedule repeated these days only.
7. Setup video quality under the Image and Position Setup —

v" Select Resolution from the drop-down list the video will be recorded at. Higher resolution
means better image quality, and larger file size (4CIF on the sample).

v" Enter FPS — the number of frames per second that will be archived. Higher FPS means more
fluid motion, and larger file size (3 on the sample).

v" Enter Compression % which will be applied to the video before it is archived. Lower
compression percentage means better image quality, and larger file size (20 on the sample).

8. On the Motion tab Motion detection checkbox should be unchecked (motion detection set by
default).

9. Click Save button below the Schedule list to save the schedule item.

10. Add more schedule items for the camera or switch to the Camera Settings to select another camera
to configure.

In this configuration no motion detection is turned on at all. Motion detection
and Motion Only checkboxes under the Motion tab unchecked, Motion
Step and Post Motion do not apply and are grayed out.

v After saving the schedule, it will be named based on the settings defined within it.
‘ ’ v

v Defining a recording schedule at a specific resolution, FPS and compression may
affect live video streams from this camera — depending on whether the camera
supports simultaneous video streams with different parameters such as this.
Check the specifications of the camera in use.

3. Start or Synchronize Recording Services

11. When you are ready for your settings to take effect, start the Recorder and Check Drive services
from the NVR Control Center — Monitor or if the services were running and monitored during the
configuration just click the Synchronize button to activate the new configurations.

Setup Scheduled Recording with Motion Detection

In the case of schedule-based recording with motion detection — motion detection is turned on, but
the analysis is not used to determine whether or not to archive the video. Motion information is encoded
into the continuous stream of archived video, indicating if motion was detected in each frame — and if so,
how much motion was detected. This information is used during replay allowing the user to see when
motion occurred, as well as skip over all motionless video at the click of a button.
Turning on recording requires at least one schedule to be added and configured for the camera.

Do the following steps to configure recording schedules with motion detection for the camera —

1. Confirm that Recording is Enabled for the Selected Camera

1. Inthe NVR Control Center — Cameras (Fig 11) select camera to configure from the Cameras List.
2. Inthe Cameras Settings ensure the Exclude from recording checkbox is unchecked.

3. Switch to Recording — Schedule tab.
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2. Setup Recording Schedules, Video Quality

-
r i s e —
B NVR Control Center g_ﬂ
Genetal | | Cameras | sers | Tasks | Moritar | Reports | Synchronize

Cameras Lisk Cameras Settings I Securibydalarm I Description Recarding lTu:uur I
.| Ihls Location |'_A_] “BLL Time [MaTuweThErsasa] n
wdg @
WDiz-emulation E
Il CNSG DETEXT i
= g 2400 = =
G
lgH 2.MLx i
3 R | =
EEE-“ 4.04-R & Mo Time Restrictions g | i | o | é
ﬁ EEDSE " Restricted Between .., ko I.ﬁ.larm I Recovery I
FROM (00:00 TS |00:00 v i i i
EE-“ oMY PTZ TEST I I ¥ Motion detection Motion Step 13 Frm
Eg_q IDVIEW " Take Shots between F«::-:bT!'f: [ Maokion only Past Mation I Frm
Eg-ll ET;E'-:‘:ENASONIC W Mon W Tue W wed [ Move camera on maotion
ﬁ]ﬂc M Thu W FRi W sat W sun = Pz ID |III i':'
ﬁ SANYO " Presect I ;I
Pizord — Image and Position Setup
I " Zoom area with motion I:=
la A1 2130 lacr »|Fes s Compr.[20
@23 ELMO Feset camera position in |:= seC
Eg.u SOMY DF40M
P k ition: !
lghl vivotek TEST || =t e !
— e e e m - —— 8 T |
% il | (] PTZ  Preset |

add ,i Ciup Save |Delete [+ Use Locally (without Prosy)

Fig 16. NVR Control Center — Cameras — Recording — Schedule
(Setup recording schedules, video quality. Setup motion detection.)

4. Inthe Recording — Schedule (Fig 16) click Add button under the schedule list to add a new
recording schedule.

5. Leave No Time Restrictions radio button selected, and leave all days of the week checkboxes
checked to configure a 24/7 continuous schedule;
Select the Restricted Between radio button and define a time range FROM - TO and leave proper
days of the week checked to have the schedule repeated these days only.

6. Setup video quality under the Image and Position Setup —

v" Select Resolution from the drop-down list the video will be recorded at. Higher resolution
means better image quality, and larger file size (4CIF on the sample).

v" Enter FPS — the number of frames per second that will be archived. Higher FPS means more
fluid motion, and larger file size (3 on the sample).

v' Enter Compression % which will be applied to the video before it is archived. Lower
compression percentage means better image quality, and larger file size (20 on the sample).

7. Continueto Setup Motion Detection.
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v After saving the schedule, it will be named based on the settings defined within it.
‘ ’ v

Defining a recording schedule at a specific resolution, FPS and compression may
affect live video streams from this camera — depending on whether the camera
supports simultaneous video streams with different parameters such as this.
Check the specifications of the camera in use.

3. Setup Motion Detection

8. Under the Motion tab (Fig 16) Motion detection checkbox should be checked (motion detection is
set by default).

9. Setthe Motion Step — the sample rate for motion analysis. With a motion step of 1, every frame
will be analyzed. With a motion step of 3, every third frame will be analyzed and so on.

10. Click Save button below the Schedule list to save the schedule item settings.

11. Add more schedule items for the camera or switch to the Camera Settings to select another camera
to configure.

become available to the user. These settings are not required, but can be used to

v When a schedule has motion detection enabled, the Motion Settings
u optimize motion detection for each individual camera and its environment.

v The actual time between frames compared for motion detection will depend upon
the FPS defined in the schedule.

4. Start or Synchronize Recording Services

12. When you are ready for your settings to take effect, start the Recorder and Check Drive services
from the NVR Control Center — Monitor or if the services were running and monitored during the
configuration just click the Synchronize button to activate the new configurations.

Adjust Motion Settings

When a schedule has motion detection enabled, the Motion Settings become available to the
user. These settings are not required, but can be used to optimize motion detection for each individual
camera and its environment. Motion settings apply only to the currently selected recording schedule,
allowing different motion settings to be applied to different times of day and levels of light.

A set of motion settings can be defined as the default, which will automatically apply to all new schedules
created for that camera.

1. Select Camera and Schedule for Adjusting

1. Inthe NVR Control Center — Cameras select camera to configure from the Cameras List and
switch to the Recording — Schedule (Fig 17).

2. Select a recording schedule with motion detection and switch to the Motion Settings left side tab.
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2. Motion Indicator Graph

Video motion detection defines activity by analyzing data and differences in a series of images. Software
algorithms continually compare images from a video stream to detect changes in an image.
The motion indicator graph (at the bottom left) indicates the motion detected (Fig 17).
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Fig 17. NVR Control Center — Cameras — Recording — Motion Settings

v" Each vertical line in the graph indicates motion detected; the height of the line shows how much
motion was detected at the moment.

v When a vertical line passes above the green horizontal line it turns red, indicating that motion
detected will trigger the system reaction.

Two parameters are available for fine-tuning the system. These parameters include the Roughness for
how large an object should be for the system to trigger, and Sensitivity for how much an image can
change before the system reacts. Finding the right balance between these settings will directly impact the
number of false alarms the system will give and whether all relevant motion in the scene is detected.

3. Create Region of Interest (ROI)

Region of interest (ROI) defines the region of the camera’s view that should be analyzed for motion.
Regions that will be analyzed show red, while motion in unpainted regions will be ignored. The ROI grid
can be resized and moved, and each box within the grid can be turned on or off individually. If no ROl is

defined, the entire view will be analyzed for motion.
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To create a ROI for the selected recording schedule —
In the Motion Settings (Fig 18) draw a ROI by left-clicking and dragging from the upper left corner to the
bottom right corner of the image — a red grid will be drawn, indicating where the ROl is.

v' To resize ROI select the bottom right corner and drag it.
To move ROI left-click and drag it to a new place.

To deselect/reselect a section of the ROI click on the section holding Ctrl key.

AN

To clear ROI right-click and select Clear ROI.
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Fig 17. NVR Control Center — Cameras — Recording — Motion Settings
(Create region of interest. Set motion settings as default.)

4. Set Motion Settings as Default

A set of motion settings can be defined as the default, which will automatically apply to all new schedules
created for the selected camera. To setup motion settings as default right-click on the camera view and
choose Set as Default.
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5. Save Motion Settings

After defining the motion settings, users must return to the Schedule tab and click Save button below the
schedule list to save the selected schedule or the settings will be lost.
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6. Start or Synchronize Recording Services

Fig 18. NVR Control Center — Cameras — Recording — Schedule

(Save Motion Settings.)

When you are ready for your settings to take effect, start the Recorder and Check Drive services from

the NVR Control Center — Monitor or if the services were running and monitored during the

configuration just click the Synchronize button to activate the new configurations.
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DETEXI Client

Local and Remote DETEXI Client

In the DETEXI network video management system, video can be viewed from any point on the network.
Using the DETEXI Client part of the DETEXI software, multiple authorized users can access live or
recorded video at any time and from any networked location.

There are two different installations of the DETEXI Client: Local Client for the system administrator and
Remote Client for the system users.

e
cl

DETEXI

Local DETEXI Client —

Installed automatically along with the DETEXI NVR is a useful system
administrator tool for testing user configuration and basic functionality. It only
connects to the local DETEXI NVR, does not require the NVR services to be
running, and does not require authentication (authentication features are
disabled).

e
cl

Remote DETEXI
Client

Remote DETEXI Client —

Installed stand-alone on any PC, or/and included automatically with the
DETEXI NVR installation enables connection to any authorized DETEXI NVR
available anywhere on the Internet or corporate network for remote viewing and
control. Requires NVR settings configuration and authentication.

Launch DETEXI Client

The DETEX system user interface — DETEXI Client — is developed with a focus on ease-of-use and
intuitive handling with navigation tools providing quick access to cameras and recording in the system.

e
cl

Launch Local DETEXI Client —
To launch Local DETEXI Client open DETEXI from Start — All Programs or

DETEXI click the program icon on your desktop.
[m Launch Remote DETEXI Client —
To launch Remote DETEXI Client open Remote DETEXI Client from Start
Remote DETEX] — All Programs or click the program icon on your desktop.
Client
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Remote Client Authentication

Before Remote DETEXI Client can connect to a DETEXI NVR, the Authentication Server must be
configured. The Authentication Server defines the TCP/IP settings the Remote Client should use to
connect to one or more NVR Servers.

1. Login Prompt

1. Launch Remote DETEXI Client — the Login Prompt window appears (Fig 19). Since the Client is
not yet aware of any server to authenticate with, authentication attempts at this time would fail.

2. Click Setup button to enter the Client Setting.

DETEZI

IP VIDEO SECURITY

PLEASE AUTHENTICATE

Uszer 1D i
Pazzward Cancel
Setup

Fig 19. Remote DETEXI Client (Login prompt.)

visible and configurable in the NVR Control Center — Monitor.
[Authentication] Server service, also known as the CamServer,
authenticates remote users connected to the NVR through the Remote Client. It is
also responsible for tracking statistics about the remote user’s connections.

' v Authentication Server is one of underlying DETEXI NVR services. All services are
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2. Setup Authentication Server

In the Setting (Fig 20) under the Authentication Server Setup click Servers Settings button to open
the Central Servers List panel to define the connection settings for all DETEXI NVRs the Client will

connect to.
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Fig 20. Remote DETEXI Client — Setting
(Setup authentication server.)

2. Configure Central Server

4. Inthe Central Servers List (Fig 21) —
v" Click Add button to add a new Central Server configuration

v' Enter any descriptive Name for the server definition that will be used to distinguish between

multiple servers.
Enter Central Server Address — IP Address and Port to Listen of the NVR Server being

connected to.
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v" Check This Client is inside the Local Network checkbox if all the cameras and Client belong
to one network (for the optimization purpose).

v" Click Save button to save the settings.
v" Add more servers to the list.

5. Choose a preferred central server address: select a server from the Central Servers List and click Set
as Current Server button — the selected server will be assigned as the default central server. The
panel will close automatically.

6. Inthe Settings click Close button to return to the Login Prompt.

Setting [version=5.5.0.14]

| Central Servers List ; .1
Proganes e ——

27.0.0.1 o

“Set as Current Server

Fig 21. Remote DETEXI Client — Setting — Central Servers List
(Configure central server.)

v If required, in order to reach the NVR the Central Server Proxy could be setup
— Proxy Address and Port to be communicate through. In most configurations,
this information will not be necessary and can be left blank.

4 If only one Authentication Server is setup make sure that Central Servers List
panel was closed by pressing Set as Current Server button, or authentication
will fail.
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3.Login

7. If more than one Authentication Server is setup select one from the Login Prompt drop-down list.
If only one — it will be used automatically (Fig 22).

8. Provide a valid User ID and login Password, and click OK button to open the Start Page.

DETEZI

IP VIDEO SECURITY

PLEASE AUTHENTICATE

Uzer D O
Pazzwiord Zancel
Central e ek
Central
Programmers

Fig 22. DETEXI Client — Login Prompt — NVRs List
(Select authentication server to login.)
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DETEXI Client Start Page

When the DETEXI Client is launched the start page provides the list of cameras configured in the
DETEXI NVR. From the start page all branches of the DETEXI Client can be accessed. Users can
organize and monitor network cameras and video encoders on their network — set up view groups,
record, control the cameras’ video, audio and pan/tilt/zoom and playback archived video.

1. Local Client Start Page

Local DETEXI Client is a useful system administrator tool for testing user configuration and basic
functionality. It only connects to the local DETEXI NVR, does not require the NVR services to be running,
and does not require authentication (authentication features are disabled). In the Local Client all
cameras configured in the local NVR will be available in the start page Cameras List (Fig 23).
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O Local oMY RZ30M
O axi=7omay
D. EDR RECORDER Sekkings
C1& Digior LocaL v

Minirnize: 2

4 video selected GO EXIT

Fig 23. Local DETEXI Client — Start Page

General Navigation

GO — launches live video of all cameras checked in the Cameras List.

ARCHIVE — launches the Archive Retrieval Tool built into the Client.

Map — launches a MAP page allowing for users to browse and select cameras by location on one or
more maps (visible only if at least one map location is configured in the NVR with at least one camera
assigned to it).

Settings — launches the Settings Configuration, where all options/settings of the Client are configured.
Minimize — minimizes the Client application into the System Tool Tray.

EXIT — completely closes the Client application.
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v All cameras in the Cameras List can be checked/unchecked individually.
‘ ’ v

Check/uncheck childnodes with parent node checkbox.

4 Use v Check All and E'K’ Uncheck All buttons to check/uncheck all
cameras in the Cameras List.

2. Remote Client Start Page

Remote DETEXI Client enables connection to any authorized DETEXI NVR available anywhere on the
Internet or corporate network for remote viewing and control. Requires authentication with credentials
defined within the NVR being connected to. Multiple user credentials are defined within the NVR, to allow
for different user permissions and user tracking. In the Remote Client the cameras available in the start
page Cameras List will depend upon the user logged in permissions (Fig 24).
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O cHsG PANASONIC || v
O e W ARCHIVE
= ‘ ‘ et Users
Map
Tasks
4 Video Input 4
O Local oMY RZ300
Ol sisromwi R
O EDR RECORDER _ Settings
1@ Digior LocaL >
Minirnize:
4 video gelected G0 EXIT

Fig 24. Remote DETEXI Client — Start Page

General Navigation

GO — launches live video of all cameras checked in the Cameras List.

ARCHIVE — launches the Archive Retrieval Tool built into the Client.

Get Users — launches a Get Users page, which allows users to see other users currently logged into the
same DETEXI NVR, as well as communicate via text chatting.

Map — launches a MAP page allowing for users to browse and select cameras by location on one or
more maps (visible only if at least one map location is configured in the NVR with at least one camera
assigned to it).
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Tasks — launches a List of Executable Tasks available upon the user logged in permissions (is only
visible if the user logged in has permissions to execute at least one task).

Password — launches Change Password page allowing the currently logged in user to change their
password.

Settings — launches the Settings Configuration, where all options/settings of the Client are configured.
Minimize — minimizes the Client application into the System Tool Tray.

EXIT — completely closes the Client application.

3. Get Users

Get Users button on the Remote Client start page launches a Get Users page (Fig 25), which allows
users to see other users currently logged into the same DETEXI NVR, as well as communicate via text
chatting.

The top-left pane of the page lists all users (including you) currently logged into the DETEXI NVR you are
connected to.

Clicking on a user in the list shows that user’s connection information —
v' IP Address the user is connected from.
v' Cameras the user has permission to view.

v" How much longer the user has permission to connect to the system before being logged out.

] [00067170] wova [EXCLUSIVE <- you 3 minute[z] left
[DDDEFE0F] demo [MASTER) IP:127.0.01
[63] - UMEMNDWM
101] - axish

[287] - UMENDWHN

Refresh

Incoming Messages

FROM: demo[67807]

Connection problem kezzage haz been zent to the SERWER

Clear

[Mezzage to zend:

Hi.

ou reed to logoff in 5 min, Clear

. send Close
1
Fig 25. Remote DETEXI Client — Get Users
(Users connection information. Send/receive messages.)
Navigation

Refresh button refreshes the list of users, to see any users that may have logged in or out since the page
was opened.
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Incoming Messages — Clear button clears all messages in the textbox.

Message to Send — Clear button clears the current message in the textbox.

Send — sends the message from the Message to Send textbox to the selected users.
Close — returns to the Client start page.

To send a message to one or more users —
1. Check the users you want to send the message to.
2. Type the message in the Message to Send textbox.

3. Click Send button.

Master users

There are regular users and master users. Master users can force other users to log off of the DETEXI
NVR. This feature could be useful when the maximum (license allowed) number of clients are logged on.
Master users can kick one user off the system to allow another on.

To log off one or more users —

1. Check the users you want to log off.

2. Click Kill button. The users will be notified, and then their Clients will be closed.
Click Kill ALL button to log off all users.

4. Provide Password

Password button on Remote Client start page launches Provide Password page (Fig 26) allowing the
currently logged in users to change their password.

v" Required password format — any number of alphanumeric characters.

| Provide Password b A B

Idmin D
Mew Password

Confirmation *

Cancel Ik

Fig 26. Remote DETEXI Client — Provide Password
(Change Password.)
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5. Map

MAP button on the DETEXI Client start page launches a MAP page allowing for users to browse and
select cameras by location on one or more maps (Fig 27).
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Fig 27. Remote DETEXI Client — Map (Office Plan / Shot.)
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6. Tasks

Tasks button on the Remote Client start page launches an Execute Task panel with the list of executable
tasks available upon the user logged in permissions.

Trigger Task —

1. Login to the Remote DETEXI Client and select camera on the Client start page.

2. Press the Tasks button to launch Execute Task panel (Fig 28) with the tasks available upon the
user logged in permissions.

3. Select a task of interest and press Start Task button to trigger this task.

DETEZI

IP VIDEO SECURITY

CHSG PARNASOMIC
JiZ

ARCHIVE
axiz214
AMlE M2
- LS et Users
H caml
M 2 Video Input 2 S
H 5 wideo Input 3 Tasks

[ 4. video Input 4 =
Dg Local SOMY RIE0R | Execute Task @
Ol suis7ore - Alarmn2400++ /R 5/

+ [0 ECR RECORDER [9] - tht /RSN

¥ El‘ Digi OP LiZAaL [11] - Login/Logout Taszk A5/

[24] - Scatt ba lagin /5S¢
[28] - ¥lad to login &5/

4 video selected

Stark Task

Fig 28. Remote DETEXI Client — Execute Task
(Trigger task.)
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Live View (Single, Multi-camera)

Cameras live view provides an interface to organize and monitor network cameras and video encoders
on your network. From live view workspace you can set up view groups, record, and control the cameras’
video, audio and pan / tilt / zoom.

1. Single View

If only one camera was selected in the start page cameras list and GO button clicked, the Single
View is launched with live video streaming from the selected camera providing access to the various
camera controls (Fig 29).

[396] SONY R225P LOCAL

Controls Cam List | Start Recording | Stop Recording || Capture || Talk  fiLk [ M |

10 18 | SET Zoom |

_i"&"i' A
el el 1 =
Jels >l

| Auto | Lighter | Darker |
Ao v

FullScreen |

Fig 29. DETEXI Client — Single View
(Live video streaming from the selected camera.)

Full Screen

Click the Full Screen button at the bottom of the screen to view the streaming video in full screen,
Click the arrow toggle button inthe upper-right corner of the single view to open/close full screen
mode.
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v Hide/show the Controls panel by F key on the keyboard.
‘ ’ v

Single view can also be launched from the multi-camera view
for any camera in the group via the GOTO option in the right-
click menu.

Controls

Zoom — if the camera being viewed is a PTZ camera, the Zoom controls will be active
(depending on permissions in the Remote Client).

Controls Cam List v Clicking within the 0-100% scale will adjust the zoom coordinate of the
camera to that percentage of the camera’s full zoom capabilities.

0 0 v' Users may also enter the desired percentage inthe text box and click
SET Zoom to define a specific zoom percentage.

10 18 | SET Zoom

w4l w5 ‘Irf' A Pan/Tilt — if the camera being viewed is a PTZ camera, the Pan/Tilt controls will be
T B active (depending on permissions in the Remote Client).
[l =t
e e v Clicking the arrows will move the camera view in that direction one step.
= o, W
i i i i i v If the camera has a home position defined within it, the H button will send it
to that position.
Lol - Sl 5
&l 7adl-salladl o Resolution Selection — when the live view is launched, the video is streamed in a
default resolution as defined in the NVR.

fuboghlighlengake: v Users can change the resolution of the video to another resolution supported

by the camera using the resolution drop-down list. This will visibly affect the
quality of the image.

Compression Selection — when the live view is launched, the video is streamed with
medium compression by default.

v" Users can change between low, middle and high compression
using the drop-down list. This will visibly affect the quality of the image.

15.24 fps

Center Video on the Spot

If the camera being viewed is a PTZ camera, the user has the ability to click anywhere on the streaming
video image to center video on that spot (depending on permissions in the Remote Client). This only
change pan/tilt coordinates, and does not effect zoom. To Zoom In/Out — click on the video to center
video on that spot and roll mouse wheel up and down

viewed. Axis cameras with an auto-configured driver in the NVR

4 The resolutions available will depend upon the camera type being
u will show the specific resolutions supported by that camera model.

4 In the multi-camera view the user can center video on the
spot for any PTZ camera as well and zoom in/out by clicking
Page Up/Page Down buttons.

DETEXI Basic Configuration 45-96



1. Multi-Camera View

If more than one camera was selected in the start page cameras list and Go button clicked, the Multi-
Camera View is launched with live video streaming from the first selected cameras (up to thirteen). The
multi-camera live view dynamically sizes and tiles the cameras view to fit all selected cameras with the
least wasted space (Fig 30).

(101 A ] axiss

W [402/Video Fput 1) starcct

fg._-
'hxt""-q— s

!E T|\

Fig 30. DETEXI Client — Multi-Camera View
The multi-camera view provides a quick way of viewing multiple cameras.

Live Status Indicator — each camera video stream in the multi-camera view has a colored box icon next
to the camera name, indicating the status of the video.

v' If the indicator is red, the live stream is halted.

v Aflashing yellow/green indicator means that live video is currently streaming.

Standard Tiling — all cameras’ views will be the same size, dynamically sized and tiled with the least
wasted space. The multi-camera view can be changed via Tiling buttons.

4 Single camera view can also be launched from the multi-camera view for any
u camera in the group via the GOTO option in the right-click menu.
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Full Screen Setting

If in the Setting under the DISPLAY SETTINGS the Full Screen checkbox is checked the Tiling buttons
appear in the upper right corner of the multi-camera view.

Setting [version=5.5.0.14]

Servers Sattings

—_—

Monitors

| Show Advanced Settings 4

Reset Regitration Get from Global || Save Globally

Fig 31. DETEXI Client — Setting
(Full screen setting.)
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Tiling Buttons

Press one of the Tiling buttons in the upper right corner of the multi-camera view — S, 6 and 12 — to
change the multi-camera view (Fig 32).

S — all cameras’ views will be the same size, dynamically sized and tiled with the least wasted space.
6 — only the first (5 + 1) selected cameras will be shown, with the first much larger than the rest.
12 — only the first (12 + 1) selected cameras will be shown, with the first much larger than the rest.

To show the camera of choice in the large position — press Shift button, than drag and drop any camera
on top of large view or change the cameras order in Setting — Sort Camera List.

Fig 32. DETEXI Client — Multi-Camera View
(Tiling buttons in the upper right corner.)
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Sort Camera List

To show the camera of choice in the large position —
1. Inthe Setting click Sort Camera List button in the bottom left corner.
2. Inthe Sort the Cameras panel (Fig 33) select the camera and move it on the top of the list.

3. Click the Save button

Setting [version=5.5.0.14]
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Fig 33. DETEXI Client — Setting
(Sort the cameras list to show the camera of choice in the large position.)
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Launch Single View — GO TO Option

GOTO option, available by right-clicking on any camera video stream in the multi-camera view, launches
the single view for the selected camera in front of the multi-camera view providing access to the various

camera controls (Fig 34).

v' To change the video stream being viewed in the single view drag and drop any other camera
from the multi-camera view on top of the current single view.

DETEXL

[403] mobotix

Cam List Start Recording | Stop Recording || Caplwre

Right)| Left | Auwka Both |

Foom IM10 Jzoomout | |58 4 Lalke

P
e
¥

Auto | Lighter | Darker |
1280360  w Middle »

0.43 fps FulScreen

Fig 34. DETEXI Client — Multi-Camera View
(GO TO option. Single View Launched on Top.)

4 To enlarge the selected camera view and display the camera controls while tiling
0 all other cameras around it use Enlarge option (Fig 35).
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Launch Single Camera View — Enlarge Option

Enlarge option is available by right-clicking on any camera video stream in the multi-camera view.

It enlarges the selected camera view and displays the camera controls while tiling all other cameras
around it (Fig 35).

[403] mobatix - &

Controls Camm List Start Recording | Shop Feconding Caphure ) Lk

R -I_-i
i'":' ‘Set Argh (1-320)

Toom IN10 [ Zoom CUT

e L
all=d v d =

:?_4}_‘5:
LEZH 3845
&80 748489410

fuwsbo | Lighter | Darksr
BAl4B) W

FuliScr ean

Fig 35. DETEXI Client — Multi-Camera View
(Enlarge option.)

v The Enlarge option is only active if in the Settings under the DISPLAY
0 SETTINGS the Full Screen checkbox is checked.
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Sequence

Sequence can be considered as a virtual IP-device video input that consists of sequence of multiple
video inputs with configurable order and execution. Any sequence is created by compiling IP-devices’
video inputs configured within the DETEXI NVR into a series of positions. Each position can contain one or
more video inputs, splitting the screen if necessary to show all chosen video streams at once.

Sequence can be used in any way that a normal IP-device can —
v' Sequences will show in the Cameras List for selection like a normal camera/ video server.
v" Sequences can be viewed in the Live View (Single or Multi-Camera).

v' Sequence can be used as a carousel feature with the 1+5 or 1+11 multi-camera view, with the
sequence in the hot spot cycling through the rest of the cameras organized around the large.

Position 1 Position 2

Position 3 Position 4

Fig 36. Sequence Positions Example
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1. Configure Sequence

Add New Sequence (step 1-3)

1. Inthe NVR Control Center switch to the Cameras.

2. Below the Cameras List make sure that Sequence is chosen as add type from the drop-down list
next to Add button.

3. Then click Add button to open blank Cameras Settings dialog (Fig 37).

Continue to the Name Sequence, Add Position steps.

A MVR Control Center [;] &
General ]Cawmras sers Tasks | IO Devices Monitar Reports Swnchronize
Camer as Lisk I Cameras Settings ]Security&.ﬁ.larm ] Drescription ] Recording | Cameras kasks ]

g somy RisoP [
E[}q SONY CS50M | Mame [401] i.ﬁ.XIS ALIDIO Show Camera
@.ﬂ SONY CS50P Type ].ﬁ.xis :_J 24104 rel.4.30 Creterrning camera driver |
5341 SOMY RZI0N-N
(& SNy RZ30P-H Driver | ixis s - Quad ~
I~ Flip Image
[ghl SOMY DF70 Address |65.96.23.181 |6603 ™ \ith PTZ
Eg.d SOMY DE70P
Eg.q SOMY C511 Proxy Tyvpe ]Direct LJ [T Check alarm
Eg.ll SOMY SHC-P1 P | {III [~ Exclude From recording
5341 SOMY SNC-FS ¥ sound
534 SONY DFSON [T Stopite i
@g‘q SOMY DFSOP I Restore For Recorder
Egd SOMY DFSON
Eg_q SONY DFSOP Image Size 2(CIF | Max FPS on Write |30 Max FPS on R.eguest 130
@gﬂ SO RESS0M Images path For FTP Server ]-axisz 100
SOMY RES30P
ﬁ SONY RXSFOP | Mumber of sub-cameras:|4 Alarrm Inputs:il Cukputs: |1 ComPorts; 11
(gl SONY RXSTON N Active PTZ Audio (R/T] Marme maxFPS Alive
SOMY RZESP LOCAL =
ﬁ 39999 1 «| M [ ¥R T|ideo Input 1 o [
Eg.ll Zopy of YDE-emulation _ g
ﬁgﬂ aaaa :V:, = ]
73 I & | - ] = |
8dd |+ Dup | Save | Delete l Sub-cameras | Alarm inputs | Outputs | ComPorts/mu |
T Videa server |

Sequence

Fig 37. NVR Control Center — Cameras — Cameras Settings

(Add new sequence)
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Name Sequence, Add Position (step 4-7)

4. Inthe Cameras Settings enter the sequence Name.

5. Check Repeat checkbox to loop the sequence. Leave time(s) as O for the sequence to loop infinitely.
You may also want to define the FPS for the video streams to be displayed at.

6. Right-click in the white box and choose Add Position to add the first position in the sequence (Fig 37).

7. Define the Dwell time, as how long this position will be displayed before moving on to the next.

Continue to the Define Cameras in the Position steps.

E-ﬁﬁﬁ-{:ﬁntrn‘i‘fe nter g =

General HCemeras | Users | Tasks | 10 Devices | Momitor | Repots ! Swnchronize

Cameras Lisk Cametas Sekkings I Description I
= = N
gm :gggr: *! Name: |s=d v FRepeat !EI_ time(s) with FPS Iﬁ
SOMY 2Z230M-M
SOMY 2Z30P-M
ZONY JFYO
SOMY JFFOP
SOMY 2511
ZOMNY aMC-PL
SOMY SMC-PS Mave Lp
SOMY JFS0KM
ZONY JFS0P
SOMY JFS0KM
SOMY JFS0P
ZONY AnD30MN
SOMY 2R530P
SOMY IR570P

&4d Position

Move Down

+HE R e e R R R E R R EREEEE

ZOMY TREVON
SONY RZ25P LOCAL
==l alaululu =

Copy of YDg-emulation

<344

Mew Them I:'I
£ |__ il | |l|
A&dd |= Dup | Cans | Deleke

Fig 37. NVR Control Center — Cameras — Cameras Settings
(Name new sequence. Add position.)
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Define Cameras in the Position (step 8-9)

8. Right-click on the position item and choose Add Camera to add a video stream to the sequence
position.

9. Choose a desired camera from the list (Fig 38), and define image quality.
v' If the camera is PTZ, you may define PTZ coordinates to move the camera to when it loads.

v/ If you would like to choose a predefined preset, click the Connect button to the right to populate
the preset list. This would also bring live video in from the camera.

Continue to the Add More Cameras, Positions steps.

General Cammeras | Users | Tasks IO Devices Mlonitor Reports Synchronize ]

Cameras Lisk Cametas Sektings l Descripkion ]

ng Egggr T Name: |se1 v Repeat ]D— time(s) with FPS ﬁ
1 SONY RZ30N-K
SONY RZ30P-M
SONY DFFO
SONY DEFOP
SOMNY C511 e
SO SNC-P1 S, P *
SOMNY SHC-PS A

SONY DESON g

SONY DFSOP

1] SONY DFSON
SONY DFSOP
SONY R¥S30M
1] SONY RXS30P

SONY RXS70P Lonnect

SONY RRSTON . -
SOMY RTEER LOCAL Ia:-:ls'l GFD Miden [npuk 1]

=f 09999
Copy of Y DE-emulation =4 Thig Location
aaaa +-<¥a Unspecitied location

-I- Mew Ikem [ne] =i
< | i
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Ell) 1 |
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R R e T E PR E T R EE T EREEY

Fig 38. NVR Control Center — Cameras — Cameras Settings
(Define cameras in the position.)
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Add More Cameras, Positions (steps10-12)

10. Add more cameras to the sequence position if necessary (Fig39).
11. Add more positions to the sequence until all desired positions are created.

12. Click Save button below the Cameras List to save new sequence.

Continue to the Assign Permissions steps.

B 1VR Control Center BEX|

(aeneral |!Cemeras | Users | Tasks | 10 Devices | Monitoe | Repocts | synchronize
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Fig 39. NVR Control Center — Cameras — Cameras Settings
(Add more cameras, positions. Save sequence.)

2. Assign Permissions

When the sequence is created the next step is to define which users will have access to this sequence in the
remote DETEXI Client. Permissions for a sequence are set exactly as they are for camera/video server.

1. Inthe NVR Control Center switch to the Users (Fig 40).

2. Select a user from the Users List.
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3. Inthe User Information select the sequence from the Cameras List at the left and click ">" button to
add the permission to the user — the sequence name appears in the selected cameras list at the right.

4. Selectthe sequence in the selected cameras list at the right.

5. Check proper checkbox under the User Rights to pass the previously configured camera authentication
settings — Adm, Oper or User.

6. Check Can PTZ checkbox below the selected cameras list to give the user PTZ permission on the
selected camera. This setting is enabled by default if the camera has PTZ capabilities when assigned
to the user.

7. Click Save button below the Users List to save user settings.
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Fig 40. NVR Control Center — Users — User Information
(Assign permissions.)

4 Be sure that User Rights (Adm/Oper/User) settings make sense considering
0 the authentication settings in the Security & Alarm.

4 The User Rights chosen for the first camera configured will automatically be
assigned to each camera after that unless manually changed.

v PTZ permission is defined on a per-camera basis, and is enabled by default if
the camera has PTZ capabilities when assigned to the user.
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Video Viewing, Retrieval, Export
Client Archive Tool vs. Archive Viewer

With the DETEXI NVR configured to record video, Local and Remote DETEXI Clients can access the
recorded video. There are two main tools that allow users to access the NVR video archive, search,
view and export video —

v" DETEXI Client Archive Tool
v' DETEXI Archive Viewer

Although the DETEXI Client Archive Tool and DETEXI Archive Viewer have very similar capabilities,
they access and pull the recorded video from the archive in very different ways allowing for both to excel
in different environments and for different needs. That is especially apparent when connecting over a
network. There are a few unique features in each as well.

The DETEXI Client Archive Tool pulls recorded video from the NVR archive transferring all frames
in the time segment selected into local memory. For this reason, the amount of video that can be
viewed at once is limited, and the initial load time is very affected by the network the video is being
pulled across. Once loaded, however, this video can be viewed very quickly and efficiently at very high
frame rates. When users already know the time and date of interest and only need to review a
small amount of video, they might find the DETEXI Client Archive Tool more efficient than the
DETEXI Archive Viewer.

When large amount of video need to be scanned for events the DETEXI Archive Viewer is the tool
of choice. Rather than loading a collection of video into local memory, the Archive Viewer streams
video directly from the NVR archive over the network. For this reason, a full 24 hours of data is at the
user’s fingertips for viewing at all times without requiring a large initial load time. However, this limits
user to slower possible playback speed — completely dependent upon the network connection
between the Archive Viewer and DETEXI NVR archive. It is not uncommon to see pauses in video
playback for buffering of the video stream.

v" When located on the DETEXI NVR computer, the DETEXI Archive Viewer is very efficient —
limited only by the read speed of the hard drive and decoding speed of the video card.
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DETEXI Client Archive Tool

The DETEXI Client Archive Tool pulls recorded video from the NVR archive transferring all frames in the
time segment selected into local memory. For this reason, the amount of video that can be viewed at
once is limited, and the initial load time is very affected by the network the video is being pulled across.
Once loaded, however, this video can be viewed very quickly and efficiently at very high frame rates.
When users already know the time and date of interest and only need to review a small amount
of video, they might find the DETEXI Client Archive Tool more efficient than the DETEXI Archive
Viewer.

v' The ARCHIVE button on the Client start page launches the Archive Tool built into the
DETEXI Client (Fig 41).
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Fig 41. DETEXI Client
(Launch DETEXI Client Archive Tool.)

DETEXI Basic Configuration 59-96



1. Search for Video of Interest

1. Onthe Client start page press ARCHIVE button — the Archive Tool built into the Client launches.
2. Double-click on the camera of interest in the Search — Cameras listto turn it yellow.

3. Tochoose the date of interest click onthe down arrow next to today’s date ant select the date
from the calendar.

4. Click Show button to show all recording activity for the chosen date. The timeline will be filled in with
the video bar graph, indicating the recorded video available for the day.

4 If motion detection is turned on in the recording schedule for the camera, the green bars indicate
the amount of motion detected within each minute of video.

The solid gray around the motion bars indicate continuous recording.

Red bars indicate alarm video (recorded due to an alarm).

The height of each bar indicates how much video (of the given category) was recorded in that
minute.
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Fig 42. DETEXI Client — Archive
(Search for video of interest. Video bar graph.)

u v A combination of solid gray and green bars are seen when a continuous
recording with motion detection schedule is configured.
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2. Select Segment of Video

5. To select the segment of video for viewing, right-click and drag on the time line above the video
bar graph to highlight the time segment of interest. If no segment is selected, all video in the
current view is considered selected.

v" Be careful not to select too large period of time, since loading can take a long time depending on
the network resources. The maximum amount of video that can be loaded at once is 10000
frames.

6. With video selected, click the Get button to begin loading the section of video into memory.

v' Before clicking Get button, the Alarm checkbox can be checked to load only the alarm video
(recorded due to an alarm) for that period of time rather than the continuous and motion video.

v" While the video is loading, the Get button changes to a Break button, showing the current
status of the load. If the load is taking longer than desired, this button can be used to stop the
load, and whatever video was loaded to that point will be viewable.

3. Playback, Export Video
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Fig 43. DETEXI Client — Archive
(Video playback control panel.)

7. Once a segment of video is loaded for viewing, the video playback controls appears, with all
video currently loaded in memory listed at the bottom. Many situations may call for multiple sections
of video listed there.

DETEXI Basic Configuration 61 -96



8. Double-click the portion of video listed to view the first frame.

9. Playback controls includes the following buttons from left to right — Play Forward, Play Backward,
Pause, Frame Forward and Frame Backward.

v" The Frame slider can be used to quickly select a playback position within the video clip, and
Speed slider — to adjust the playback rate in FPS.

10. Video can be exported in the form of a snapshot picture, or AVI format movie. Press
Capture button to save a single frame of the video and follow to the Captured Image panel in order
to enhance and save the snapshot.

11. To export selected recordings as an AVI format movie — when playback is stopped, click the Save
AVI button to begin exporting the video from the current location until playback is stopped again.

v" It may be necessary to apply compression during the export in order to lower the file size. A
compression type can be applied if desired in the Client Setting — Show Advanced Settings
in the Capture section.

4. Edit Captured Image

Once video of importance is found, it is often necessary to be able to export that video to a universal
format for distribution to management, the police, or other authority. This can be done with either the
Capture or Save AVI features.

4 Clicking Capture button will save a single frame of the video and transfer it into the Captured
Image panel for editing. The image can be adjusted as needed and saved as a JPEG file.
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Fig 43. DETEXI Client — Archive — Captured Image
(Edit and save captured image.)
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DETEXI Archive Viewer

When large amount of video need to be scanned for events the DETEXI Archive Viewer is the tool of
choice. Rather than loading a collection of video into local memory, the Archive Viewer streams video
directly from the DETEXI NVR archive over the network. For this reason, a full 24 hours of data is at the
user’s fingertips for viewing at all times without requiring a large initial load time. However, this limits user
to slower possible playback speed — completely dependent upon the network connection between
the Archive Viewer and DETEXI NVR archive. It is not uncommon to see pauses in video playback for
buffering of the video stream.

v" When located on the DETEXI NVR computer, the DETEXI Archive Viewer is very efficient —
limited only by the read speed of the hard drive and decoding speed of the video card.

DTX DETEXI Archive Viewer —
A

Archive Viewer

Included automatically with the DETEXI NVR and Remote DETEXI Client
installation connects local and/or remote users to the DETEXI NVR recorded
video (NVR archive) for video retrieval and export. For remote users
permission/authentication is required.

Launch DETEXI Archive Viewer —

To launch DETEXI Archive Viewer open Archive Viewer from Start — All
Programs or click the program icon on your desktop.

To quickly retrieve the massive amounts of video being recorded from the DETEXI NVR archive — launch
the DETEXI Archive Viewer, connect to the NVR and search for the video of interest. The following steps
explain the process.

1. Search Video

1. Launch Archive Viewer — Choose NVR and Camera (Fig 44).

2. Select the NVR to connect to from the NVR list. Once connected, the Server list will be populated
with the cameras / video encoders that currently have a recorded video.

3. Select the camera of interest from the Server list.

v The Alarm checkbox can be checked before the selection in order to search for alarm video
only.

v'If avideo encoder is specified select a video input of interest from the Video list.

4. When the camera is selected, the Date list will automatically be populated with all dates containing
recorded video for the selected camera. Choose the date of interest.

5. Press Load button — the video bar graph and the Time list will both be populated with data
indicating when video for the date and camera selected was recorded.
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Fig 44. DETEXI Archive Viewer — Choose NVR and Camera
(Search video.)

Video bar graph indicates the existence of archived video based on the time of day. Each bar
equating to one minute in time. The color of the bar at any given time indicates the category of video
recorded: blue — continuous recording, yellow — recording on motion detected.

v" A combination of solid blue and yellow bars is seen when a continuous recording with
motion detection schedule is configured.

v" The height of each bar indicates how much video (of the given category) was recorded in that
minute.

Select a minute of interest from the Time list (the position arrow moves to that time) — the
first frame of that minute video will be loaded; or drag and drop directly the position arrow on
the time line.
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0 v For remote users permission/authentication is required. Use credentials you
would normally use in the DETEXI Client.

2. Playback, Export Video

The playback controls are displayed at the bottom center of the Choose NVR and Camera panel. Use
these controls to play video forward and backward, stepping one frame forward and backward, and
jumping to the beginning and end of the selected video (Fig 45).

“hooge directory with NYR archive  Choose NYR and camera
IR viska ~
Servel dnisl hd [ alarin Dale, March 11, 2000 w
Yideo: | put 1 | Load  Time: 0303 » == - o
o1 s s o M T oy T s f s owoas
o : 1
A K da b mO N e gosmam

Fig 45. DETEXI Archive Viewer— Choose NVR and Camera
(Playback controls.)

Playback controls from left to right —
First frame in the current minute — jumps to the first frame in the currently selected minute.
One frame back — steps one frame backward in time.
Play backward — plays the video backward from the current position.
Play forward — plays the video forward from the current position.
Pause — pauses the video in the current position.
Stop playing — stops the video playback.
One frame forward — steps one frame forward in time.

Last frame in the current minute — jumps to the last frame in the currently selected minute.

© © N o g~ w N PR

Record (export video) — records video in AVI format from the current position until the playback is
stopped, at the selected speed (FPS).

4 Use the speed slider (FPS) at the bottom left corner to adjust the playback/
u recording rate.

v When you click red Record control you will be asked to define filename and path
for the exported video. The video file is available immediately after the recording
was stopped in the directory that you defined. This file can then be viewed in a
media viewer such as Windows Media Player, or distributed to other personnel.

v Users can keep track of video time by watching the clock in the bottom right
corner. This clock follows the time of the video, as stamped by the NVR.
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3. Compression

The primary function of the DETEXI NVR is to record video, for search and replay at a later date. When
video of importance is found, it is often necessary to be able to export that video in a universal format
for distribution to management, the police, or other authority. Before exporting retrieved video, it is
important to consider the size of the resulting file, to be sure that it can be delivered in an acceptable way
(uncompressed video can result in a very large file such as 1GB for only 2 or 3 minutes of video).

v' Be aware that applying compression to video is often considered changing the video from its
original form, and can potentially prevent the video from being used in prosecution.

Cinepak Codec by Radius
Imkel 4:2:0 Yideo W2 .50

Intel IndealR) Yideo R3.2
Intel Indeod® Yideo 4.5

Inkel IYUy codec

Microsoft RLE

Microsoft Yideo 1

Microsaft ¥y

Toshiba YUY Codec
Microsoft H,263 Video Codec
Choose direckory with BYR Microsaft H.261 Yideo Codec

MYR: vista Indeci® video 5. 10
Diw¥E 6.4.0 Codec (2 Logical CPUS)
Jerver, axisl Div¥® 6.4.0 YW12 Decoder wch11,2009
Wideo: wviD MPER-4 Codec 5 - : r, .

»  Full frames (Uncompressed)

JP¥% native Format

- File: a.avi 0.99 fps

P B B | W R VP 9.08:32 &M

Fig 46. DETEXI Archive Viewer (Choose compression type before recording.)

1. To compress video before exporting, right-click on the red Record control and choose the desired
compression type from the right-click menu (Fig 46).

2. Press red Record control to start recording and continue as usual.
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DETEXI NVR Events and Alarms

The DETEXI system has the ability to complete different kind of actions at many different stages of video
recording and viewing. This allows for immediate response to things that occur — turn on/off lights,
start recording alarm video, open/close security gates, and even inform personnel via phone or other
means. These and other capabilities of the DETEXI system make it more than just a video recording tool.
Software motion detection, alarm detection, other events, and the actions that can be taken on these
alarms and events make the DETEXI an Intelligent Network Video Management System.

Tasks

Actions/notifications triggered by alarms or events raised in the system are called tasks. Each task is
a list of preconfigured actions and/or notifications that define what is to happen. Tasks execution is
triggered on events that occur in the system if configured in the DETEXI NVR. Any task can include one or
more actions/notifications, allowing for multiple things to happen when a single alarm or event is
raised.

Action Types

The following types of actions are available for configuration in a task —

1. Record Camera — records alarm video for a user-defined camera or for the camera associated with
the event that triggered it. The length, picture quality, and camera position of the recording can be
defined if desired. An alarm snapshot can also be taken by this task.

2. Move Camera — for PTZ cameras, moves a user-defined camera to a user-defined position or
preset, and can dwell for a user-defined length of time before returning to another defined position if
desired.

3. Video Popup — launches specified camera’s live view video streaming on the defined DETEXI
Client computer. The Client must already be running on the defined computer.

4. Control Relay — controls the output relay of a specified camera — turns on, turns off, or activate for
a user-defined length of time.

5. Control Tour — starts or stops a pre-configured tour on a specified camera for a user-defined period
of time if desired.

6. Execute Program — executes an external program on the NVR Server, with user-defined
parameters if desired.

Notification Types

The following types of notifications are available for configuration in a task —

1. Network Client — launches the camera in alarm (when applicable) live video stream along with
alarm information and alarm video access, to the defined DETEXI Client computer. Alternatively,
sends a user-defined message to be displayed on this computer, disregarding any alarm-specific
information.

2. Phone — calls a user-defined phone or pager and plays alarm-specific or a user-defined WAV file or
text-to-speech message. Has the ability to attempt multiple times on failure.
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3. eMail — sends an alarm-specific or user-defined email to one or more user-defined email addresses.
Has the ability to attempt multiple times on failure.

4. Speak — plays alarm-specific or a user-defined WAV file or text-to-speech message over the NVR
Server soundcard.

Any task can include one or more actions/notifications, allowing for multiple
things to happen when a single alarm or event is raised.

4 Each individual event can only have one task assigned to it.
v

v An event can also have a composite task assigned to it. Any composite task
consists of several predefined tasks of the user’s choice.

Task Triggers — NVR Events and Alarms

A trigger is a set of criteria that, when met, starts the execution of a task. There are many alarms and
events that are monitored by, or can occur within the DETEXI system — from monitoring the health of the
DETEXI software components and the status of a camera’s 1/O, to the authentication of users via the
DETEXI Client. Each of these events can trigger a predefined task. In order to get advantage of getting a
notification/action defined in a task any task should be assigned to a specific alarm/event.

System Health Alarms/Events

General

v" NVR Status Task — (if assigned) is executed once a day at a time you can predefine by
yourself. If this task HAS NOT BEEN executed at that time it means you have to check the
system.

v NVR Service Health Status — when any of the individual NVR Services encounter
problems, this event is raised.

NVR Storage Errors

v" Archive Storage Writing Error — when video cannot be stored to the designated archive path
due to a writing error, such as insufficient permissions to write to the drive or if the path is
invalid, this event is raised.

v" Archive Storage Drive Limit Reached — when the drive limit defined in the If free space
is less than [XX] MB parameter is reached, and the Stop Saving option is set, this event
is raised. This alarm automatically causes the recording service to stop. User intervention is
required to restart the service when appropriate resources are available.

IP-Device Status

v" Check Alive service task — the Check Status Task can be triggered if the IP-device fails to
answer on the Check Alive service request.

v" Recovery Procedure tasks — when NVR loses connection to a camera it is scheduled to
record, it enters into a recovery procedure. Tasks can be executed at different points within the
procedure.

Task on First Error can be triggered when NVR first loses connection;
Task on Recovery Procedure Failure — initiates if all the attempts of recovery have failed;
Task on Restore initiates in case the IP-device comes back online.
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NVR Network (Domain) Alarms

v" When NVR does not respond — the task should be setup for each child NVR in the NVR
network (domain) to be aware weather a child NVRs are alive and properly respond to the NVR
Domain Controller.

Log In/Out Events

General User Login/Logout

v" Login/Logout Task — when any user logs in or logs out, the event is raised with information
indicating the user and the action (login/logout).

Specific User Login/Logout

v" Login Task — indicates that a specific user has logged in. Used instead of or along with the
general login/logout event, allows different tasks to be assigned individually to users of interest.

v Logout Task — indicates that a specific user has logged out. Used instead of or along with the
general login/logout event, allows different tasks to be assigned individually to users of interest.

IP-Device Alarms/Events

IP-Device Status (Part of System Health Monitoring Alarms/Events)

v" Check Alive service task — the Check Status Task can be triggered if the IP-device fails to
answer on the Check Alive service request.

v" Recovery Procedure tasks — when NVR loses connection to a camera it is scheduled to
record, it enters into a recovery procedure. Tasks can be executed at different points within it:
Task on First Error can be triggered when NVR first loses connection;
Task on Recovery Procedure Failure — initiates if all the attempts of recovery have failed,;
Task on Restore initiates in case the IP-device comes back online.

FTP Alarm

v' FTP Alarm— in some wireless configurations and other environments where constant streaming
is not possible, video can be uploaded via FTP based on decision making within the IP-device.
When video is uploaded to the DETEXI NVR FTP Server, the video is merged into the archives
as alarm video, and this event is raised.

Alarm on Motion

v"Input Alarm — if an IP-device supports external /0, the Check Alarm (10 Listener)
service can monitor the status of the camera’s inputs. This event is raised when an IP-device’s
defined input is in an active (non-normal) state. A separate event is raised for each IP-device
input that has this feature enabled.

v" Soft Motion Alarm — when motion detection is enabled in the IP-device recording schedule, an
event is raised each time motion is detected on an IP-device by the DETEXI software. A
separate event is raised for each IP-device recording schedule if Alarm on Motion is
configured.

User Triggered Task

v' User Triggered Task— task execution can be added to a user’s permissions, by assigning
users the specific tasks they are allowed to trigger manually from the Remote DETEXI Client.
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Define New Task

Actions triggered by alarms or events raised in the system are called tasks. Each task is a list of

preconfigured actions and/or notifications that define what is to happen. Tasks execution is triggered on

events that occur in the system if such response is configured in the DETEXI NVR. The following steps

explain how to create new task in the system.

1. Create New Task

1. Inthe NVR Control Center — Tasks click Add button under the tasks list to add a new task.

2. Enter the Task Name and Description.

3. Press Save button to save new task.

v

When defining a task, users have the option to assign an execution schedule to that task.
Schedules are not required, but are another way to trigger tasks. Task schedules can execute task
repeatedly within a time frame, or at a specific time.

Tasks are not limited to being assigned to either a schedule, an alarm or event; in fact a single task
can be assigned to execute based on a schedule as well as several different alarms and/or events
for several different cameras if appropriate.

4. With the new task selected in the task list, right-click and choose New — Action or New —
Notification option to configure action or natification in the task accordingly. Or choose New — Task
option to configure a composite task.

5. NVE Control Center
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Fig 47. NVR Control Center — Tasks (Add new task.)
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2. Add New Action to Task

5. If New — Action option was selected, the actions menu appears.

6. Select the action to configure — Record Camera, Move Camera, Video Popup, Control Relay,
Control Tour or Execute Program — right panel will be populated with configuration settings

specific to this action.

7. Configure the selected action and click Save button under the task list to save the task configuration.

v To add more actions/notifications to the task — with the same task selected in the task list,
right-click and choose New — Action or New — Notification option to add one more action/

notification to that task.
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Fig 48. NVR Control Center — Tasks
(Add new action.)

things to happen when a single alarm or event is raised.

' 4 Any task can include one or more actions/notifications, allowing for multiple
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3. Add New Notification to Task

8. If New — Notification option was selected, the notifications menu appears.

9. Select the notification to configure — Network Client, Phone, eMail or Speak — right panel will be
populated with configuration settings specific to this notification.

10. Configure the selected notification and click Save button under the task list to save the task
configuration.

v To add more actions/notifications to the task — with the same task selected in the task list,
right-click and choose New — Action or New — Notification option to add one more action/
notification to that task.
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Fig 49. NVR Control Center — Tasks
(Add new notification.)

v Any task can include one or more actions/notifications, allowing for multiple
0 things to happen when a single alarm or event is raised.
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4. Composite Tasks

11. If New — Task option was selected, the tasks drop down list activates.
12. Select a task from the list.

v' To add more tasks to the composite task — with the same task selected in the task list,
right-click and choose New — Task option.

-
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Fig 50. NVR Control Center — Tasks
(Composite task.)

4 Composite tasks are red colored in the list.
0 4 Any composite task consists of several predefined tasks of the user’s choice.
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5. Information About Task Usage

To keep track of the events and assigned tasks launch Information About Task Usage page.

1.

If In the NVR Control Center — Tasks (Fig 50) click Where Used button at the top-right —

Information About Task Usage page appears (Fig 51).

Once on the page, select any task from the list on the left — all events that the task is assigned to
will be listed in the right pane.
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Fig 51. NVR Control Center — Tasks —Information About Task Usage

(Select task from the list.)

v The Information About Task Usage panel can also be launched from any page
or pane in the NVR Control Center by pressing CTRL+T keys
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Configure System Health Monitoring Tasks

In most cases a PC server accommodating the DETEXI software is in a remote location with no local
human interaction, therefore a designated person or persons should be aware of the DETEXI system
status at any given time. There are several areas that should be checked to insure that you have a healthy
and functioning system —

Is the NVR running at all (power is OFF or ON)

Are all selected NVR components running

Are all cameras with an active schedule functioning and being recorded
Is there enough space to make a recording

Are there enough system resources to make a recording

DN N NN

Is the NVR Domain Controller network and all it's child NVRs healthy and running

The DETEXI IP-surveillance installations could fail due to unforeseen circumstances and therefore the
following system events must be monitored and controlled. This will minimize the risk of the system failure
and associated down-time.

1. Assign NVR Status Task

DETEXI IP-Surveillance reliability checking is based on the Task Execution Engine. If something
happens to the system, hardware or one of the DETEXI NVR components, certain task assigned to this
event is executed.

But what if something happens to the Task Execution Engine by itself?

The obvious conclusion is — you will never have any task executed at all and you will never know that
something is wrong with the DETEXI NVR. To solve this issue a special NVR Status Task was
developed which (if assigned) is executed once a day at a time you can predefine by yourself. If this task
HAS NOT BEEN executed at that time it means you have to check the system.

v/ The main purpose of the NVR Status task is to send out the current status of the NVR
components at predefined time. It is initiated once a day at a predefined time and provides the
user a list of the NVR components being monitored and their status.

To assign NVR status task —

1. Inthe NVR Control Center switch to the General — Global Settings (Fig 52).
2. Select an appropriate predefined task from the NVR status task drop-down list.

3. Set a desired time.
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B. NVR Control Center
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Fig 52. NVR Control Center — General — Global Settings
(Assign NVR status task.)

a day or once a week or whatever you want) to send out notification that
the NVR is alive, you should create a Scheduled Task and use it for
checking if the Reliability System is functioning properly.

' 4 If you want to setup your own schedule with a different time interval (twice

2. Assign NVR Storage Errors Tasks

There are some problems that should not be tolerated. If the tasks associated with them are initiated you
have to seriously reconsider your NVR settings and/or the hardware you are using.

v' The Writing error task initiates when the Recorder fails to record streaming data on the hard
drive. It could be because of a hard drive error,a Windows error or the Recorder could
not do its job because of lack of resources (usually an underpowered CPU).

v' The Drive limit reached task initiates in case of free space for the system files or free space
necessary for NVR functioning becomes too low. In some circumstances the Recorder service
could even be stopped because the NVR cannot manage the given amount of information due to
a lack of system resources. In this case you should reconsider your IP-devices recording
schedule settings and /or Keep information for parameter and/or your hardware
configuration.
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In order to get advantage of getting a notification/action in case of any of the catastrophic errors occurs you
must setup the Writing error and Drive limit reached tasks —

1. Inthe NVR Control Center switch to the General — Global Settings.

2. Inthe Tasks executed when section select an appropriate predefined task from the Writing error
drop-down list (Fig 53) and the Drive limit reached drop-down list.
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Fig 53. NVR Control Center — General — Global Settings
(Assign NVR storage errors tasks.)

3. Assign NVR Services Health Monitoring Tasks

NVR

Service Health alarm is raised when any of the individual NVR services encounter problems. To

monitor the health of the DETEXI software components (services) you need to assign a predefined task that
will be executed in a case of failure to each component you wish to monitor (Fig 54).

1.
2.

In the NVR Control Center go to the Monitor.

Press blue Health monitor On/Off toggle button in the bottom right corner — the system health
monitor No answer task panel appears.

To assign a task to the component — select previously created task from the drop-down list next to
the component.

Assign a task to each system component you wish to monitor.
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5. NVR Control Center ™=
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Fig 54. NVR Control Center — Monitor
(Assign a predefined task to each service.)

v Component failure if any will be detected within 3 minutes and the assigned task
0 will be executed.

v System will check status only for the components with the checkbox checked.
v To learn more about NVR Services refer to NVR General Settings — NVR
Services.

4. Assign IP-Device Status Tasks

The DETEXI NVR streaming and records video information from the IP-cameras/video servers, which are
complex devices by themselves and can often be the source of problems.

There are two methods to deal with IP-devices errors —

v" Using a Check Alive service — the Check Status task can be triggered if the IP-device fails to
answer on the Check Alive service request.

v" Using a Recovery Procedure in the IP-device recording schedule — when NVR loses
connection to a camera it is scheduled to record, it enters into arecovery procedure. Tasks
can be executed at different points within the procedure. Task on First Error can be triggered
when NVR first loses connection; Task on Recovery Procedure Failure — initiates if all the
attempts of recovery procedure have failed; Task on Restore initiates in case the IP-device
comes back online.
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Assign Check Status Task for the camera using Check Alive service

The Check Alive service is relatively heavy on NVR resources and it should be used only in the case of
recording on /O ports when the recorder is off and starts to record when the signal from 1/O port is
received. First ensure that Check Alive service in the NVR Control Center — Monitor is checked.

5. NVR Control Center g_ﬂ
General | | Cameras | sers | Tasks | 10 Devices | Manitor | Reports | Synchronize
Cameras Lisk Cameras Settings  Security&dilarm IDescriptiDn i Recarding I Tour I ameras tasks i
" This Location ~Mames and Passwords
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Fig 55. NVR Control Center — Cameras — Security & Alarm
(Assign Check status task.)

1. Inthe NVR Control Center select a camera from the Cameras List.
2. Go tothe Cameras — Security & Alarm (Fig 55).

3. Under the Actions on alarm select an appropriate predefined task from the Check status task drop-
down list. Task initiates if the IP-device fails to answer on Check Alive request.

4. Repeat steps 1-3 for any camera from the Cameras List to setup actions on alarm.

there is a physical device failure. It could be a connection (network) error. From the
NVR reliability point of view it is irrelevant as to why there is no video stream but
from the point of view of the technician (who has to fix the problem) there is a big
difference.

' v It must be clear that if a device fails to answer this does not necessarily mean that
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Setup Recovery Procedure in a camera recording schedule

Another method to deal with IP-devices errors is to setup Recovery Procedure inside a camera recording

schedule. The Recovery Procedure fully describes how the Recorder will deal with the faulty camera.

5. Inthe NVR Control Center — Cameras select camera from the Cameras List and go to the

Recording — Schedule (Fig 56).

6. Selectaschedule fromthe schedules list to update existing schedule or press Add button below

the list to create a new schedule.

5. NVR Control Center

A%

Carneras Lisk

' This Location
+ @ Axisz2400
@-ﬂ axisFD

Sonydy
detexi
axis 3
212

2104
Panasonic

EEEEEE

General ||Camera5 | |sers | Tasks | IO Devices | Manitar | Reports |

Synchronize

Cameras Setkings l SecurityBAlarm I Description Recording !Tu:uur I Cameras tasks i

% Mo Tirme Restrickions

" Restricked Between ...

FROM IUUIUU T

IIZIEI:IZIEI

" Take Shots between F{-}T!'?

W Mon W Tue W wed
W Thu W Fri ™ sat

v sun

i Image and Position Setup

|zciFr - = |FRs it

Pan Tilk Zoom
b o

CDmpr.Elfl-

et PTZ |

AALL Time [MoTuWeThFrSasu] (alarm)

Add | Save | Delete |

Motion | Alarm  Recavery |

Akkempts in Recovery Procedure (RF !5

Delay Between Atkernpts (in sec) iﬁ_ﬁ
Delay Between RP (in sec) igﬂ_ﬁ
Task on First Errar:
I =
Task on Recovery Procedure Failure:

| =

Task on Restore;

PTZ l Preset |

Add v! Dup | Save |Delete

= Task for Inputs 3and4 AxisZ410)

Test kask 1

| sBurias uanow | ajnpays

B

Task Far First Recarder Error

Fig 56. NVR Control Center — Cameras — Recording — Schedule — Recovery

(Setup recovery procedure.)

7. Switch to the Recovery tab to setup a recovery procedure parameters —

v' Attempts in Recovery Procedure (RP)

v' Delay Between Attempts (in sec)

v' Delay Between RP (in sec)

8. Select predefined tasks for events you are going to track (in any combination)—

v Task on First Error — (if assigned) the Recorder initiates the corresponding task immediately on

the video stream failure;

v Task on Recovery Procedure Failure — (if assigned) task initiates if all the attempts of

Recovery Procedure have failed

1

v Task on Restore — (if assigned) task initiates in case the IP-device comes back online.
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9. Press Save button below the schedules list.

10. Repeat steps 2 - 5 for the other schedules.

u v Setting up a Recovery Procedure for many cameras with complicated recording
schedules could be time consuming. To make it easier use the recovery settings
template.

The Recovery Procedure Recommended Settings

Attempts in Recovery Procedure (RP) —5
Delay Between Attempts (in sec) — 30
Delay Between RP (in sec) — 600

Task on First Error — assigned

D U N N NN

Task on Restore — assigned

According to the recommended settings the Recorder initiates the Task on First Error when the video
stream failure occurs. Than makes up to 5 attempts with 30s interval to recover the stream. If any
of the attempts succeeds the Task on Restore will be initiated; if not — the next round of attempts to
connect to the faulty camera starts in 10min (600s).

Create Template for Setting a Recovery Procedure

Setting up a Recovery Procedure for many cameras with complicated recording schedules could be time
consuming. To make it easier — a template enforcing particular settings in newly created schedules can be
created (Fig 57).

11. Inthe NVR Control Center go to the General — Advanced.

12. Under the Recorder Recovery Settings Template setup Recovery Procedure settings —
v/ Attempts in Recovery Procedure
v' Delay Between Attempts
v' Delay Between RP (in sec)

13. Select predefined tasks for events you are going to track (in any combination)—

v' Task on First Error — the Recorder initiates the corresponding task immediately on the video
stream failure;

v' Task on Recovery Procedure Failure — task initiates if all the attempts of Recovery Procedure
have failed;

v Task on Restore — task initiates in case the IP-device comes back online.

The Recovery Procedure settings from this template will be forced in to each newly created cameras
recording schedule and could be changed.
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Fig 57. NVR Control Center — General — Advanced
(Create Recorder recovery settings template.)

u 4 If Recovery Procedure template was created a newly created schedule will use the
template parameters as default.

5. Assign Child NVR Status Task in the NVR Network (Domain)

Although every NVR in the NVR Domain Controller configuration should have its own reliability settings
there is a new intercommunication layer between the NVR Domain Controller and a child
NVR, which could also fail and therefore the system administrator must be able to check its status.

To be aware weather a child NVRs are alive and properly respond to the NVR Domain Controller you
should setup the Task when NVR does not respond for each child NVR in the NVR network (domain).

To assign child NVR Status task do the following steps (Fig 58) —
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1. Inthe Domain Controller NVR Control Center go to the General — NVR Locations.

2. Selectachild NVR from the Servers Locations list.

3. Inthe NVR Locations switch to the Monitoring tab and input your setting to define
v" Interval for monitoring
v" Number of Attempts
v' Interval between attempts Each
4. Select an appropriate predefined task from the Task when NVR does not respond list.

5. Check Check alive check box.

S, NVR Control Center g O ﬁ

IGeneraI | Cametras | Lsers | Tasks | 10 Devices | Manitor | Reports | Synchronize

Global Settings  MYR Locations | Camera Lu:u:ati-:unsl YWoice Setupl FTP Serverl Advanced

— Servers Locations

Library e M arne | Likirary Inactive [
Wiater Treatment Plant

i Camera Server connect settings

Address |192.168.10.206 Port | 2080
Frosy Address ! Fart I

Host name I\-"L.-'-‘-.D A82168.10.206
IMTERMET Mame or address I'I 92.168.10.206

Connect | [rpart | Llnregisterl Save

Contralling MDnitDringl

v Check alive

|nterval for monitoring [zec]; I Attempts: l eau:hl TEC

Fig 58. NVR Control Center — General — NVR Locations
(Assign Task when NVR does not respond.)

0 v If you know for a fact that the site is temporary down for maintenance or other
issues, simply uncheck the Check Alive check box. In this case the system will
NOT initiate unnecessary tasks for a known problem and will return to monitoring
only after you check the box again.
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Configure Login/Logout Tasks

1. Assign General User Login/Logout

v' Login/Logout Task — when any user logs in or logs out, the event is raised with information
indicating the user and the action (login/logout).

To assign General User Login/Logout task (Fig 58) —
1. Inthe NVR Control Center go to the General — Global Settings.

2. Select an appropriate predefined task from the Login/Logout Task drop-down list.

B NVR Control Center ED -
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If free space less than (5000 ME (" Stop saving {+ Overarite

T ask executed when
{ﬂriting err-:ur:i ;‘ Dirirve lirnik reached:l _;‘ i
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e I?_ [~ BResolve IP addresses
[~ Custamer suppart

¥ &:aSemice f Stop MYH Service

Login/Logout task:l ;I MWR status task; I

Databaze Path llﬁi.‘x?'e ogram Files\CamServer
SCADA Path |

— MNYA Controller Settings for HOST MVEAS2168.10.233

Address: |'I 921681024 Thiz lozation name: |programmers

Port: IEEIEIEH [T Encrpted channel Fegizter site on Domain Controller I

Fig 58. NVR Control Center — General — NVR Locations
(Assign Login/Logout task.)

v Any task can include one or more actions/notifications, allowing for multiple things
to happen when a single alarm or event is raised.

' v Each individual event can only have one task assigned to it.

v An event can also have a composite task assigned to it. Any composite task
consists of several predefined tasks of the user’s choice.
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2. Assign Specific User Login/Logout

v

To assign Specific User Login/Logout task —

1. Inthe NVR Control Center go to the Users.

2. Choose a specific user from the Users List to upload user’s information.

Login Task — indicates that a specific user has logged in. Used instead of or along with the
general login/logout event, allows different tasks to be assigned individually to users of interest.

Logout Task — indicates that a specific user has logged out. Used instead of or along with the
general login/logout event, allows different tasks to be assigned individually to users of interest.

3. Inthe Users Information select a predefined task from the Login Task drop-down list and/or select a
predefined task from the Logout Task drop-down list.

4. Click Save button below the Users List to save changes.
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Fig 59. NVR Control Center — Users — User Information

(Assign Login task. Assign Logout task.)
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Configure IP Device Tasks

The following tasks if configured in the DETEXI NVR will keep you informed of the status of any IP device in
your IP-surveillance installation, alarms on the device 1/O (if supported), detected motion and more.

IP-Device Status Tasks
(IP-Device Status Tasks as part of the DETEXI health monitoring system are described in details in the
Configure System Health Monitoring Tasks section.)

v" Check Alive service task — the Check Status Task can be triggered if the IP-device fails to
answer on the Check Alive service request.

v" Recovery Procedure tasks — when NVR loses connection to a camera it is scheduled to
record, it enters into a recovery procedure. Tasks can be executed at different points within it:
Task on First Error can be triggered when NVR first loses connection;
Task on Recovery Procedure Failure — initiates if all the attempts of recovery have failed;
Task on Restore initiates in case the IP-device comes back online.

FTP Alarm

v' FTP Alarm— in some wireless configurations and other environments where constant streaming
is not possible, video can be uploaded via FTP based on decision making within the IP-device.
When video is uploaded to the DETEXI NVR FTP Server, the video is merged into the archives
as alarm video, and this event is raised.

Alarm on Motion

v'Input Alarm — if an IP-device supports external I/O, the Check Alarm (IO Listener)
service can monitor the status of the camera’s inputs. This event is raised when an IP-device’s
defined input is in an active (non-normal) state. A separate event is raised for each IP-device
input that has this feature enabled.

v' Soft Motion Alarm — when motion detection is enabled in the IP-device recording schedule, an
event is raised each time motion is detected on an IP-device by the DETEXI software. A separate
event is raised for each IP-device recording schedule if Alarm on Motion is configured.
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1. Assign FTP Alarm Task

v' FTP Alarm Task — in some wireless configurations and other environments where constant
streaming is not possible, video can be uploaded via FTP based on decision making within the IP-
device. When video is uploaded to the DETEXI NVR FTP Server, the video is merged into the
archives as alarm video, and this event is raised.

To assign FTP Alarm task do the following —

1. Inthe NVR Control Center go to the Cameras.
2. Select camera to configure from the Cameras List and switch to the Security & Alarm (Fig 60).
3. Under the Actions on Alarm select an appropriate predefined task from the FTP Alarm Task drop-
down list.
4. Click Save button below the Cameras List to save settings.
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Fig 60. NVR Control Center — Cameras — Security & Alarm
(Assign FTP Alarm task.)
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2. Assign Input Alarm Task

IP-device Input Alarm executes task on hard motion detection, when an external motion detector is
connected to the IP-device input. If a camera supports external 1/0, the Check Alarm (IO Listener)
service can monitor the status of the camera’s inputs. Input Alarm event is raised when an IP-device
defined input is in an active (non-normal) state. A separate event is raised for each IP-device input that has

this feature enabled.

1. Inthe NVR Control Center — Cameras.
2. Select camera to configure from the Cameras List and switch to the Recording — Schedule.
3. Selectaschedule from the schedule list and switch to the Alarm tag (Fig 61) below the list.
4. Select Input Ports from the Alarm on drop down list and specific input port from the Port drop down
list.
5. Check Active checkbox — the Execute task drop down list activates — select a predefined task
from the list.
6. Click Save button below the schedule list to save settings.
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Fig 61. NVR Control Center — Recording — Schedule — Alarm

Y

(Assign Input Alarm task.)

DETEXI Basic Configuration

The Input Alarm applies to hard motion sensing (triggered by an external motion
detector) only. For soft motion sensing (residing in the software) the IP-device
Soft Motion Alarm should be configured.
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3. Assign Soft Motion Alarm Task

When motion detection is enabled in the IP-device recording schedule, the Soft Motion Alarm is raised
each time motion is detected on an IP-device by the DETEXI software. A separate event is raised for each
IP-device recording schedule if Alarm on Motion is configured.
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Fig 63. NVR Control Center — Recording — Schedule — Alarm
(Assign Alarm on Motion task.)

In the NVR Control Center — Cameras.
Select camera to configure from the Cameras List and switch to Recording — Schedule.

Select a schedule from the schedule list and switch to the Alarm tag (Fig 63) below the list.

A w0 N PF

Check Alarm on Motion checkbox — the Execute task drop down list activates — select a
predefined task from the list.

5. Click Save button below the schedule list to save settings.

” v The IP-device Soft Motion Alarm applies to soft motion sensing (residing in the
software) only. For hard motion sensing (triggered by an external motion detector)
the IP-device Input Alarm should be configured.
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Configure User Triggered Tasks

User Triggered Task — task execution can be added to a user’'s permissions, by assigning users the
specific tasks they are allowed to trigger manually from the remote DETEXI Client.

1. Assign User Triggered Task

1. Inthe NVR Control Center go to the Users.
2. Select a user from the Users list and switch to the Tasks (Fig 64).

3. Select a task of interest in the Available list and press the direction button to move the selected
task to the Selected list.

4. Add more tasks to the Selected list if necessary.

5. Press Save button under the Users list to save changes.

-
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Fig 64. NVR Control Center — Users — Tasks
(Assign User Triggered task.)

u 4 Tasks configured with alarm-specific information should not be assigned as no
alarm-specific information will be available.
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2. Trigger Task from Remote Client

1. Login to the Remote DETEXI Client (Fig 65).

2. On the Client start page press the Tasks button to launch Execute Task panel with the tasks
available upon the user logged in permissions.

3. Select a task of interest and press Start Task button.
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Fig 65. Remote DETEXI Client — Execute Task
(Trigger available task.)
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