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DETEXI Network Video Recorder

¥

DETEXI Network Video Management Software

Once the network cameras (or analog cameras and video
encoders) are installed and configured, you can monitor
and record video and/or audio from many cameras
simultaneously on a local or remote PC via the Internet
using the DETEXI software. The DETEXI Network Video
Management System is an advanced client/server-based
software that provides support for multiple, simultaneous
users and thousands of cameras.

The core of the DETEXI system — Network Video
Recorder. The DETEXI NVR supplies the basis for video
management, monitoring, analysis, and recording; allows
users to, among other things, centrally manage and
configure the network video products (network cameras
and video servers) to their viewing, recording and security
preferences.

Intelligent Video Analysis

One of the key functions in the DETEXI NVR is recording
video, as well as audio. Recording functionalities include
setting up the rules of video management and intelligent
ways of video recording, live viewing as well as searching
for recorded video and exporting video to other systems.

Intelligent video or video analysis is the process of
analyzing video data with the goal of transforming it into
actionable information. The NVR software provides the
ability to complete different kind of actions at many
different stages of video recording and viewing. This allows
for immediate response to things that occur.

Network Video Recorder Domain Model

To address scalability and reliability and taking the cue
from existing computer network topologies, a new and
exciting approach to network video management and
control has been developed — the NVR Domain Model.
Digital video recording consumes a large amount of hard
drive storage space. With a large amount of cameras
sending information to the NVR over a long period of time,
the only way to adequately deal with it is to share the load
over a distributed NVR network. The central administration
point of this distributed network or domain is the NVR
Domain Controller.
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Software Platform

The DETEXI network video management system is
Windows Client/Server based software.

For large systems, or if the viewing station is located in a
remote location, viewing DETEXI Client module is installed
on a PC that is separate from the recording server where
the DETEXI NVR is installed. The DETEXI NVR Control
Center module installed automatically on the recording
server is the DETEXI NVR graphic user interface and
serves as a tool for communication between administrator
and the DETEXI NVR.

The Remote DETEXI Client allows a user to perform the
same tasks using the same user interface as on the
computer where the NVR is installed (Local DETEXI
Client). All settings are inherited and downloaded from the
NVR. The Remote DETEXI Client also enables users to
switch between different servers that have NVR installed,
thus making it possible to manage video at many remote
sites or in a large system.

Hardware Platform (Server and Storage)

DETEXI NVR is an open platform solutions that runs on
"off-the-shelf" hardware, with components selected for
maximum performance. Today's PC, with a Pentium
processor and Windows operating system, is able to run a
video management software, and record and store video
from numerous cameras. If the hard disk on the actual
server running the recording application is not enough,
there are solutions (such as network-attached storage —
NAS) that enable you to increase storage space and
achieve increased flexibility and recoverability.

Integration

The DETEXI system can be easily integrated with different
mechanical and electronic security devices. Presently
DETEXI system supports — ISONAS PowerNet IP card
reader-controllers, Digital Acoustics push-to-talk intercoms,
Paradox security panels, RBH Access Technologies
security card readers
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DETEXI NVR General Features

The core of the DETEXI network video management
system — Network Video Recorder. The DETEXI NVR
supplies the basis for video management, monitoring,
analysis, and recording.

General Features Provided by the DETEXI NVR

e The NVR video management enables multiple
users to view several different cameras at the
same time (DETEXI Client) and allows recording
to take place simultaneously.

e The NVR video motion detection defines activity
by analyzing data and differences in a series of
images (areas of interest can be defined)
providing VMD functionality to network cameras
or video encoders that do not originally embed
this feature. This alleviates the workload for any
recording devices in the system and makes
event-driven surveillance possible.

e The NVR provides several recording modes:
manual, scheduled (with or without motion
detection), on alarm, and on motion detection
only.

e The NVR video management allows users to
administer and manage cameras from a single
interface NVR Control Center: managing IP
addresses and setting resolution, compression,
and security levels.

The NVR supports remote access to the system
configuration information  (users, cameras,
schedules, motion settings, tasks) and recorded
video, storing in the NVR Archive via DETEXI
Client software. Provides multiple search
functions for recorded video.

The NVR allows control of PTZ and dome
cameras via mouse that is controlled by an
operator in the DETEXI Client, or it can be done
automatically via guard tours and sequences
controlled by the software.

The NVR supports configuration of 1/0s: enables
video to be sent and recorded, and alarms to be
sent in response to external sensors. This allows
remote monitoring stations (Remote DETEXI
Clients) to become immediately aware of a
change in a monitored environment.

The NVR provides alarm management: the
software can sound an alarm, display pop up
windows with alarm video stream, send e-mails,
or call a phone and play alarm-specific WAV file
or text-to-speech message.

The NVR also provides full duplex real-time audio
support, for either live or recorded audio.
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DETEXI Software Components

When the DETEXI software is installed, several applications are placed on the server PC, each with
their own responsibility.

m DETEXI NVR Control Center —
NVR

The DETEXI NVR handles all communication with the cameras/video servers
that are included in the system. It also handles recordings, events and user

MVR Conirol Center

management in the system. The underlying structure of the DETEXI NVR
consists of individual services, registered as Windows Services which allow
to execute and organize all the tasks it is responsible for.

DETEXI NVR Control Center is the DETEXI NVR GUI (Graphical User
Interface) and serves as a tool for communication between administrator and
the DETEXI NVR. Once the DETEXI NVR has been installed on your
computer, the NVR Control Center allows you to start/stop services as well as
modify settings if needed. Some of the services are configured as automatic by
default.

If the DETEXI NVR and any camera in the system are separated by a proxy
server, you may need to enter appropriate proxy settings.

Local DETEXI Client —
H|

DETEX] Installed automatically along with the DETEXI NVR is a useful system
administrator tool for testing user configuration and basic functionality. It only
connects to the local DETEXI NVR, does not require the NVR services to be
running, and does not require authentication (authentication features are
disabled).

Remote DETEXI Client —
H|

Remote DETEX] Installed stand-alone on any PC, or/and included automatically with the
Client DETEXI NVR installation enables connection to any authorized DETEXI NVR
available anywhere on the Internet or corporate network for remote viewing and

control. Requires NVR settings configuration and authentication.

DTZ DETEXI Archive Viewer —
¥s)

Archive Viewer

Included automatically with the DETEXI NVR and Remote DETEXI Client
installation connects local and/or remote users to the DETEXI NVR recorded
video (NVR archive) for video retrieval and export. For remote users
permission/authentication is required.
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Recorded Video Viewing, Retrieval, Export

DETEXI Software Internal Structure

DETEXI NVR Internal Structure
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The DETEXI NVR installed on a standard Windows PC e Based on a Windows DETEXI Client provides for

server comes with recording and viewing functionalities as

well as functionalities for

devices.

motion detection and other video intelligence as well as

configuring network video
Includes event handling and security; video

live video/audio viewing, cameras control and
search/playback archived video functionality. All
system settings are inherited and downloaded
from the NVR.

integration with other systems such as access control and

building management.

e A background service in Windows, DETEXI NVR
will start automatically upon system start-up and

e All dialogs that allow control and configuration of
all aspects of the DETEXI NVR are found under
the NVR Control Center — the NVR graphic user
interface.

continue running even after the user logs out.
DETEXI is a self-contained package, so there are
no plug-ins, downloads or players to install.
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NVR Underlying Structure

The underlying structure of the DETEXI NVR software
consists of many individual services, which allow execute
and organize all the tasks it is responsible for. The services
are registered with Windows as Services; some are
configured as automatic by default.

Knowing the responsibility of each service is important.
This allows users to make sure the necessary services for
the given application are running and controlled properly,
while unnecessary services are turned off to preserve
system resources.

1. NVR Services

The DETEXI NVR can be considered as an intelligent
storage and authentication server for the Remote DETEXI
Clients with virtually unlimited number of IP video/audio
suppliers (such as IP-cameras and video servers) logically
attached to it.

e Any attached device can be used by the NVR.
Video/audio source or sources of the remote
events (motion events or remote I/O port events)
are examples of attached devices.

Monitor service is an internal service to start/stop other DETEXI NVR services. It is also responsible for

monitoring the health and status of all NVR Services.

Server service authenticates remote users connected to the NVR through the Remote DETEXI Clients. It is

also responsible for tracking statistics about the remote user’s connections.

Recorder service records information and images from each video input into the NVR archive, according to

the configured schedules, preferences, alarms and events.

FTP Server service receives images from cameras via FTP and writes them into the NVR archive. It also

raises an alarm when such images are received from a camera, and can also be used for FTP notification
of IP address changes from the camera to the NVR.

Check Drive service monitors the condition of the storage path and device to confirm existence and

available space for new video being recorded to the archive.

Check Alive service monitors if camera is online and video inputs are active.

Check Alarm service monitors the hard inputs of connected video devices, and raises alarms when defined

changes are seen on such inputs.

Tour service moves PTZ cameras through a predefined series of locations according to defined schedules

or on alarms or events.

Get Shots service captures still shots related to alarms from streaming video, when configured, and stores

them in a special location in the archive.

Port Mapper service, when configured, routes network requests between two network connections on

different subnets or networks. This allows for separate security and corporate networks across which the

DETEXI system can communicate.
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Port Listener service has the ability to monitor alarms raised by local alarm devices connected to the NVR
computer.

Alarm Server service is responsible for raising alarms via the Text-to-Speech engine, telephone, e-mail
and other mediums. This is configured as an Automatic Windows Service and starts at Windows startup.

Remote Server service is an internal service for intercommunications between linked NVR Domain
Controller and child NVRs. This is configured as an automatic Windows Service and will start with
Windows.

Socket Server service is an internal service to support remote TCP/IP access to the NVR. This is
configured as an automatic Windows service and starts at Windows startup.

v All services are visible and configurable in the NVR Control Center — Monitor.
‘ ’ v

The DETEXI Reliability System minimizes the risk of system failure and
associated down-time.

2. System Health Monitoring

In the default setup the DETEXI NVR is working in an unattended mode, this means it is up to the local
administrator to check the status of the programs and related hardware manually. However, in most cases
a PC Server accommodating the DETEXI software is in a remote location with no local human interaction,
therefore a designated person or persons should be aware of the DETEXI NVR status at any given time.
You may not need the recorded video for weeks or even months, but if something happened (camera
failure, power failure, network failure etc.) during that time it is possible that the NVR does not have some
or any recorded video at all and the required evidence may be lost.

There are several areas that should be checked to insure that you have a healthy and functioning system:
e Isthe NVR running at all (power is OFF or ON)
e Are all selected NVR services running
e Are all cameras with an active schedule functioning and being recorded
e Is there enough space to make a recording
e Are there enough system resources to make a recording
e Isthe NVR Domain Controller network and all it's child NVRs healthy and running

To address these issues the Reliability System is embedded into the DETEXI| Network Video
Management software. To monitor the health of the NVR services you need to assign a predefined task
that will be executed in a case of failure to each service you wish to monitor. Predefined tasks to be
executed on check status/ health consist of one or more actions/notifications:

e Network Client notification

e E-mail notification

e Phone notification

e  Speak natification

e  Execute program action
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3. Setup Health Monitoring Services — No Answer Task

To setup NVR health monitoring services you need to assign a task (action/notification that will be
executed in a case of failure) to each component you wish to monitor.

1. Inthe NVR Control Center — Monitor (Fig 1).

2. Press blue Health Monitor On/Off button in the bottom right corner — the system health
monitor No answer task panel appears.

3. To assign a task to the system component (service) — select previously created task from the
drop-down list next to the component.

4. Assign a task to each system component.

= -

B, NVR Control Center =

General | Cameras | sers | Tasks | IO Devices | i ranitor | Reports | Synchronize

10 I amera I Alarm I Touring I Alive I Mo answer task.

1 Bxis2400 ? = rIA [ Monitar

g 22:1555? ; mi v Server | ;i

; gi:I:EI r_:h-dm mi ¥ Recorder I ;l

;2o | = | =]

g Panasanic MiA - A W CheckDrive | |
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IV Check Alarm E:tk'lzz‘;il}rlmuts Jand4 .ﬁ.xiszlﬁ‘
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L i e
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_{_] - | |_E_|I Log viewer

Fig 1. NVR Control Center — Monitor — No Answer Task
(Setup system health monitoring tasks.)

v Component failure if any will be detected within 3 minutes and the assigned task
0 will be executed.

v System will check status only for the components with the checkbox checked.

4 For more information, refer to the NVR Events and Alarms section.
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Setup a Functioning DETEXI NVR / Client

After installing the DETEXI software, it must be
configured for your cameras and video encoders. There
are minimum DETEXI NVR and Remote DETEXI Client
configurations necessary to have a functioning DETEXI
NVR with live video. The recording, motion detection, and
alarms also should be setup.

It is important to know how to properly setup the DETEXI
software components and what functionality could be
achieved. All dialogs that allow control and configuration of
all aspects of the DETEXI NVR are found under the NVR
Control Center — the NVR graphic user interface.

DETEXI Basic Configuration Steps

Local
DETEXI Client

DETEXI NVR

» Start/Stop the NVR
» Setup Recording Storage
+ Define Camera/Connection

» Test Camera/Connection

DETEXI
Archive Viewer

Remote
DETEXI Client

r Setup NVR for the Client
+ Setup Authentication

%)
8’ + Define User Information
%  NVR Services
2 + Services Health Monitoring
©
= r Test —
() .
C Camera Connection
8 Driver Selection
PTZ functioning
+ 24/7 Recording Schedule
a + Scheduled Recording with
=
E Motion Detection
g + Multiple Recording Schedules
g + Motion Only recording
'-é + Setup Alarm on Motion
S +Adjust Motion Settings
(&)
o . Check Recording Status

r Access/View/Export » Access/View/Export
Recorded Video

Y

+ View/Monitor Cameras,
Alarm Notifications

» Access/View/Export

Recorded Video Recorded Video

Refer to the DETEXI Software Components to learn the difference between
Local and Remote DETEXI Client.

v Although the DETEXI Client Archive Tool and the DETEXI Archive Viewer
have very similar capabilities, they access the archives in very different ways
allowing for both tools to excel in different environments and for different
needs. There are a few unique features in each as well.
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Administration and Management

DETEXI NVR Control Center

1. Launch NVR Control Center

DETEXI NVR Control Center is the NVR GUI (Graphical User Interface) and serves as a tool for
communication between administrator and the DETEXI NVR.

program icon on your desktop.

m Open DETEXI NVR Control Center from the Start — All Programs or click the

NVR Control Center

When the NVR Control Center is launched General — Global Settings is the default
opening location (Fig 2). Some settings have default values at first, but before the
NVR is used for recording, these settings will need to be tailored to the specific
application needs based on recording specifications and resources available.

B, NVR Control Center

BB~

IGeneraI | Cametras | Lsers | Tasks | Manitar | Repaorts | Synchronize

Global Setting: | MWR L-:u:atiu:unsl Camera Lu:u:ati-:unsl YWoice Setupl FTF Server .ﬁ.dvancedl

—Auchive Storage

Fath |C:1F'r|:|gram FilegiCamServerArchives __-ﬁ_i
k.eep Infarmation for I"l| day(s] [ Use Temporam Space
If free space less than (5000 ME (" Stop saving {+ Overarite

wfriting err-:ur:i

{ T ask executed when

;‘ Dirivve lirpit reached:l _L‘ Lock

1 [~ Connect carmera immediately
Log size it days I?_ [~ Besolve |P addrezzes I #isaGenvice f Stop MYR Service
[~ Custamer suppart
Login/Logout task:l ;I MWE status task:l j at I ] 2:00:00 &b j
Cratabaze Path llﬁi “sProgram Files\CamServer ﬁl

SCADA Path |

=

— MNYA Controller Settings for HOST MVEAS2168.10.233

Address: |1 592.168.10.24

Port: IEEIEIEH

Thiz lozation name: |programmers

[~ Encrypted channel Reqister zite on Damain Contraller I

Fig 2. NVR Control Center — General — Global Settings
(NVR Control Center default opening location.)
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2. Start/Stop the NVR

When the NVR Control Center is launched General — Global Settings (Fig 3) is the default opening
location. Some NVR settings, including the Archive Storage — Path, cannot be set or changed while the
NVR is running (fields are grey and not accessible). If the NVR is running, you must first stop the services
with the Start/Stop NVR Service toggle button on the right. When the settings are done start NVR again.

B NVR Control Center E D_.

IGeneraI | Carmeras | Users | Tasks | Monitor | Reparts | Swnchranize

Global Settings | MR Lu:u:atiu:unsl Camera Lu:u:atiu:uns' Yoice SEtupI FTP Server .-'-‘-.dvanu:edl

—Archive Storage

Fath |C:1Prngram FilesiCarmSerenArchives __Gl_l
K.zep Infarmation for I'1| dapls] I~ Use Temporary Space
If free space lesz than (5000 ME Stop saving * Owenarite

Tazk executed when

{ﬂriting errn:nr:l

;‘ Drive lirit reached: ;‘ Lock

Fart e listen 400

Eote I?_ [~ Resolve |P addresses

[~ Connect camera immediately

¥ 4zaSemwice f Stop MYE Service

[~ Cusgtomer support

Login/Logout task:l .ll MWE ztatusz task:l ;I at I 12:00:00 A j
Ciatabaze Path llﬁi.“d:'q ogram Files\CamServer !‘
SCADA Path | =]
— MR Controller Settings for HOST MYRA 92 168.10.233
Address; |1 92.168.10.24 Thiz location name: | programmers
Fiort: IEDUm [T Encopted channel Reqizter site on Domain Contraller |

Fig 3. NVR Control Center — General — Global Settings
(Start/Stop NVR Service.)

services, which allow execute and organize all the tasks it is responsible for. The
services are registered with Windows as Services; some are configured as
automatic by default.

' v The underlying structure of the DETEXI NVR software consists of many individual

v All services are visible and configurable in the NVR Control Center — Monitor.
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3. Advanced Settings

To setup NVR advanced settings — in the NVR Control Center go to the General — Advanced (Fig 4).

.
5. NVE Control Center E] O

ﬂGeneraI | Cameras | Users Tasks | IO Devices Manitor Reports ' Synchronize

Global SEttings] WNYF Locations | Camera Locations | Yoice Setup | FTF Server  Advanced ]

Recorder Encoder Settingz 11 Pro=y zettings

Compression level [0-9): i'l Addiess: j Get curmert

Template — i 1— Feset
Gray analvsiz v Part: )

Compression roughness: |5
K.ep-frame every 130

...'_Fi-ecnrdn-ar Fiéu:u:wer_u éét.ti-hgs T.emp.la-t.e
Atternpts in Recovery Procedure [RF] |6
Celay Bebween Attempts [in sec] |35 ﬁ

Delay Between BF [in zec) |533 = ' -
- : ] = | Current Video Codec: | Indeo® viden 5.10 L._J
Tazk on First Erru:ur]

Tazk on Recovery Procedure Failure]

Lelleflel

Tazk on Hestu:ure]

I Dizable Becorder Load Balancing
i~ General zettings - 1 Language:lm ERgid LI

2 b ok A Bt
' Backup | E hestore | 4 About

Fig 4. NVR Control Center — General — Advanced
(Setup NVR advanced settings.)

Proxy Settings

If a company uses Web-Proxy Server that requires authentication to get to the Internet, proxy setting must
be done. Get Current button helps to get the information about current domain, computer and user names.

Recorder Encoder Settings

Configurable Encoder is available in the DETEXI NVR 5.5. When enabled, compression in the NVR
involves finding the difference between two images in the video stream and then applying a compression
algorithm. In the upcoming DETEXI NVR 5.7 release for optimized quality and bandwidth MPEG-4 and
highly efficient H.264 video compression will be supported. Read more in the Administration and
Management — Compression section.

Recorder Recovery Settings Template

One of the methods to deal with IP-devices errors is to setup a Recovery Procedure inside a camera
recording schedule. This procedure fully describes how the Recorder will manage the faulty camera.
To learn more read the Reliability System — Setup Health Monitoring section.
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General Settings Backup/Restore

Click Backup button to backup NVR general settings. Click Restore button to restore previously saved
settings.

Current Video Codec

Codec selected from the Current Video Codec list is used as a default by internal automated conversion
procedure in order to create an alarm video AV file on the client request. Still another codec could be
selected directly in the DETEXI Client.

Language Selection
Select your preferred language. English is recommended. Dutch and Swedish now under construction.

About NVR

To get the DETEXI NVR registration and license information click About button — the DETEXI NVR splash
screen appears (Fig 5). To get more detailed information click the Detailed Info button on the splash
screen. Detailed information includes supported modules, supported devices and supported cameras lists.

>

DETES DETEXI NVR

Metwork Yideo Recorder

Version:5.5.0.5
Reqistration Mumber: WOQE-IBY C-0OHER-E040
Product IC B 2K-5B3A-535F-FTPSK-HPRS-3MSP
Licenses for Cameras unlimited

Licenses for Cnnnectinnséunlimited ; )
Licenzes for Remote Sites |5 g Dretailed info |

CMWER Setup 5.5.0.7

PMAWR Manitor 5,1,0.0

CMWE Camera Serder 5.4,1,0
{MWR Recorder 1.0,0.0
CMWRE FTP server 1,1,0.41
{MWR Check Drive 5.2.5.0
CMWRE HTTP Alive 1,0,0,138
PMWR Alarmlistener 1,0,0,235
CHAWE HTTP Tour 1.0,0.24
{MWE Port Mapping 5.5.0.7
CMWE Port &larm 5.4,2.10
{MWR GetCamShots 1,0,0.5
Palarm Server 5.4.2,14

P Rerote Server S5.4.0.1

P Socket Server 5.4.0.1

Copyright @ 2002-2007 Canadian Metwark Systern Group
all rights reserved, ‘

Fig 5. DETEXI NVR splash screen
(Get the DETEXI NVR registration and license information.)

4, Service Status, Monitor Service

All DETEXI NVR services are visible and configurable in the NVR Control Center — Monitor. The status
of all the cameras that have been installed can be seen there as well (Fig 6).
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v" The color of the service name indicates its status — blue while running, red while stopped.

v" Click on any service name to turn it red to stop the service or blue — to run.

The Monitor service is an internal service to start/stop other DETEXI NVR services. It is also responsible
for monitoring the health and status of all NVR Services.

v" The color of the service name indicates its status — blue while running, red while stopped.

v" The checkbox next to a service name configures how it is affected by the Monitor service. If a
service is checked, its status will be monitored and displayed.

v" Checked services will also be started/stopped along with the Monitor service.

The Monitor service is started and stopped using the Start/Stop NVR Service toggle button in the NVR
Control Center — General — Global Settings (Fig 6).

-
B, NVR Control Center Q =

General | Cameras | Isers | Tasks | | Manitar | Reparks | Synchronize

(] l amera l alarm I Touring l live l Recording |4_\_l

48 wdg MYA - Mia MjA [¥ Monitor

49 WDig-emulation 7 - MIA s=1[M]

287 (CMSi5 DETEXI M - MG NS = || W Server

101 2400 7 2 M s=4[Motion]s=1[M]s=2[N]s=3

72 DCs MYA : M& MiA N | [ Recorder

104 £205 7 " MiA MA e

70 SOMY PTZ TEST M - Ml s=1[Rec]

63 IDYIEW MiA - M MEA V' Check Drive

9z IDYIEW? MIA - Mis s=1[Motion]

93 CMSG PANASONIC MYA - Nfa  s=1[Motion] [~ Check Alive

04 e M - Ml s=1[Rec]

98 SANYO Na - Na N I Check Alarm

100 Pizard MIA - NI MY

111 AR5 2130 MY : NI MA [ Tour

126 ELMO IEs 2 M MiA [T Get shats

265 SONY DF40M MIA 2 M YA

291 Wivokek TEST I - A MIG [~ Mapper

103 EDR REMOTE M - NiA A | = .

{_l m | |3_= Port: Liskener

User ID l Marne l Time l Cura. .. ! Mess..._l Level_! Requ... ! Address
[T alarm Server
[ Remaote Server
[ Socket Server

<| m 2] Log viewer

Fig 6. NVR Control Center — Monitor
(NVR services status, turning service on/off.)

4 It is recommended that the Monitor service be active at all times.
u v System will check status only for the components with the checkbox checked.

v If, for some reason, the user stops a service and it is selected to be monitored, it
will be restarted by the Monitor service in approximately 30 seconds.

v During the system tuning you may need to disable restarting a service by the
Monitor service. Uncheck the service checkbox to disable monitoring. Than you
can click on the service name to turn it red to stop the service or blue — to run.
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5. Runtime Configuration

For most settings, the NVR services support runtime configuration. This means that changes can
be made to cameras, users, etc. without stopping the NVR services.

When you are ready for your changes to take effect, you should synchronize the services with the
current configuration. The Synchronize button is found in the upper right corner of the NVR Control
Center, no matter what page is active.

6. View System Log

To view log messages that the system components write to a common log file in the NVR Control Center
— Monitor click Log viewer at the bottom right corner.

7. Turn off Services not Currently in Use

The unnecessary services can be turned off to preserve system resources. It is recommended that the
Monitor service be active at all times. Checked services (with checked checkbox next to the service
name) will be monitored and started/stopped along with the Monitor service.

To run/monitor, for example, just authentication and recording NVR services —

1. In the NVR Control Center — Monitor uncheck all services except Server and Recorder to
enable their monitoring.

2. Click on the service names to turn the Server and Recording names blue and all others — red.
This turns off the unnecessary services while keeps running the authentication and recording
services.

3. Click Synchronize button to activate the new configurations.

Remote DETEXI Clients. It is also responsible for tracking statistics about the

v Server service authenticates remote users connected to the NVR through the
u remote user’s connections.

v Recorder service records information and images from each video input into the
NVR archive, according to the configured schedules, preferences, alarms and
events.

v Check Drive service monitors the condition of the storage path and device to
confirm existence and available space for new video being recorded to the archive.

8. Assign NVR Status Task

DETEXI IP-Surveillance reliability checking is based on the Task Execution Engine. If something
happens to the system, hardware or one of the DETEXI NVR components, certain task assigned to this
event is executed.

But what if something happens to the Task Execution Engine by itself?

The obvious conclusion is — you will never have any task executed at all and you will never know that
something is wrong with the DETEXI NVR. To solve this issue a special NVR Status Task was
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developed which (if assigned) is executed once a day at a time you can predefine by yourself.
If this task HAS NOT BEEN executed at that time it means you have to check the system.

v" The main purpose of the NVR Status task is to send out the current status of the NVR
components at predefined time. It is initiated once a day at a predefined time and provides the user
a list of the NVR components being monitored and their status.
L e o . e " - ——
B, NVR Control Center M=
I General | Cameras | Lsers | Tasks | Monitar | Reports | Synchronize
Global Settings | MHYwF L-:u:aticunsl Camera Ll:u:ati-:unsl Yoice Setupl FTP Server .i‘-.l:lvanl:edl
—Archive Storage
Fath |C:1F'r|:|gram FilesiCamServerArchives __ﬁ_i
K.eep Information For I"l| dapel [ Usze Temporam Space
If free space less than | 5000 (" Stop saving (" Ovenmrite
Tazk executed when
{ﬂriting err-:ur:i L‘ Dirirve lirnik reached:l ;‘ Lock

Log size in days I?

[T Connect camera immediately
[~ Besalve |P addresses
[~ Customer suppart

a Senice f Stop MWH Service

<l

Login/Logout task:l

;I MYE status task:l j at I 2 00: 00 AR

[ratabasze Path |l:1.‘x§-'1 ogram Filez\CamServer !‘

SCADA Path |

=l

— MWR Controller Settings for HOST NWYRAM92.168.10.233

Part: IEEIEIEI'I

Address: |1 92.168.10.24

IT Encrpted chanmel Reqister site on Damain Contraller I

Thiz location name: |programmers

Fig 7. NVR Control Center — General — Global Settings

(Assign NVR status task.)

To assign NVR status task —
1. Inthe NVR Control Center switch to the General — Global Settings (Fig 7).

2. Select an appropriate predefined task from the NVR status task drop-down list.

3. Set a desired time.

o

If you want to setup your own schedule with a different time interval (twice
a day or once a week or whatever you want) to send out notification that
the NVR is alive, you should create a Scheduled Task and use it for
checking if the Reliability System is functioning properly.
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Recording

1. Recording Rules

One of the key functions in the DETEXI NVR is recording video.
Recording functionalities include setting up the rules of recording as well
as intelligent ways of searching for recorded video and exporting video
to other systems.

e In the DETEXI NVR video can be recorded on schedule
(24/7 or other) with or without motion detection and on
trigger (by motion or alarm). Scheduled recording can
combine both continuous and triggered recording instructions

(within schedule). Continuous recording normally uses more
disk space than an alarm triggered recording. An alarm-
triggered recording can be activated by, for example, video
motion detection or an external input through a camera’s input
port.

e  With scheduled recordings, timetables for both continuous and

alarm or motion recordings can be set.
e  After selecting the type of recording method, the quality of the
recordings can be determined by selecting the video resolution, and level of image compression.

These parameters, as well as frame rate, will affect the amount of bandwidth used as well as the
size of storage space required. The number of frames per second can be set in all recording
modes.

the resolution. Full-motion video is 30 frames per second in NTSC video standard
(in North America and Japan) and 25 frames per second in PAL video standard (in
Europe). Some network cameras have the capability to do even higher frame
rates.

' v Network video products can have varying frame rate capabilities, depending on

2.NVR Storage System

The DETEXI NVR uses the standard Windows file system for storage, so any system drive or network
attached drive can be used for storing video. An index of available video is stored in a separate file.
The advantages of using a database for storing all settings and recording metadata, and using a file
system, include:

e The ability to manage shared access and ensure data integrity

e The possibility to efficiently search for recordings

e The ability to enable direct file access and record directly to disk

The NVR can enable more than one level of storage — that is, recording on a primary hard drive and
archiving on local disks, network-attached drive, or remote hard drive. Users are able to specify how long
images should remain on the primary hard drive before they are automatically deleted or moved to the
archive drive.
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Calculate Recording Storage Needs

Since the recording requires the most processing resources the recording storage needs must be
considered when building the computer system to be used as the NVR Server. Use the DETEXI online
Storage Calculator to estimate the storage needs of the NVR recording requirements in the Online
User Guide — NVR — Administration and Management — Storage Needs.

It is more common to sacrifice recording frame rate to preserve the highest
possible video resolution in recordings. This allows for crisper images of faces,
license plates, etc. even when the fluidity of the video is not perfect.

4 It is common for different cameras to require different quality recordings.
‘ ’ v

v A typical recording quality of IP video is 4CIF (704x480) resolution or similar and
between 3-6 FPS. Megapixel cameras are starting to become more common now
as well, supporting maximum resolutions in the range of 1600x1200.

3. Recording Options

Recording in the DETEXI NVR is either schedule based or event based (triggered), and many
recording options are available.

Schedule Based Recording

Schedule based recording can be set up as continuous (24/7 or other schedule) with or without motion
detection or triggered. An alarm-triggered recording can be activated by, for example, video motion
detection or an external input through a camera’s input port. Scheduled recording can combine both
continuous and triggered recording instructions (within schedule).

e Recording without Motion Detection — video is recorded constantly while on schedule,
without motion analysis being done.

e Recording with Motion Detection — video is recorded constantly while on schedule, the
video is analyzed and encoded with markers when motion is detected for faster and smarter
replay.

e Recording on Motion only — video is analyzed constantly while on schedule, but only
recorded when motion is detected.

e Recording on Motion Alarm — video is analyzed constantly while on schedule; the alarm
raises when motion is detected starting the alarm video recording and execution of assigned
task. An assigned task must not include the Record Camera action because a video stream
is already initiated.

e Recording on Input Alarm — the hard input(s) of the camera are monitored while on
schedule; when an alarm is detected the execution of assigned task starts. Recording of alarm
video occurs if only an assigned task includes the Record Camera action that initiates a
video stream from the camera.

Event Based Recording

e Recording on NVR Event (Record Camera action is included in assigned task) — video
is recorded for any defined camera when a chosen event occurs in the NVR.
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In the NVR trigger is a set of criteria that, when met, starts the execution of
assigned task. When an event is triggered, some of the common responses can
occur, if configured. Recording occurs if assigned task includes the Record
Camera action.

' 4 The NVR response configuration is based on the NVR Task Execution Engine.

v Record Camera action records alarm video for a user-defined camera or for the
camera associated with the event that triggered it. The length, picture quality, and
camera position of the recording can be defined if desired. An alarm snapshot can
also be taken by this task.

v Learning the NVR Event Management should allow a better understanding of how
to configure system settings including recording instructions.

4. Setup Recording Storage (Archive)

Specify where to store the images. Recordings will be deleted when the reserved hard disc space is full, or
when the recording is older than the amount of days specified in Keep Information for [ ] day(s). To
prevent the hard drive from becoming full If free space is less than and Stop Saving/Overwrite
should be set.

B NVR Control Center S =

IGeneraI | Zameras | Isers | Tasks | Maonitar | Reporks | Synchronize

Global Settings l NYA Locations i Camera Locations | YWoice Setup i FTP Server | Advanced I

—Archive Storage

Path |CaProgram FilesiCamSenverarchives =
K.eep Information for I1| dayfs] [ Use Temporar Space

If free space lesz than |5000  MEB  © Stop zaving {* DOvenarite
T azk executed when |
{ﬂriting err-:ur:l L‘ Dinvee linit reached:l ;I| Lack
Part ta listeq 1400 [~ Connect camera immediately f’
[F fzaSemice Stop MVE Service
EoEsieaii g I?_ [~ Resalve |P addreszes
[ Custamer support
LogindLagaut task:l _ﬂ MWR ztatus task:l j at I 120000 Ak :
Dratabaze Path l \Program Files\CamServer 2‘
SCADA Path | =]
~ NVR Controller Settings for HOST NVR/192.168.10.233
Addresz: 11 921681024 Thiz location name: |programmers
Part: iEEIEID'I [T Encrpted chanine] Register zite on Domain Controller I

Fig 8. NVR Control Center — General — Global Settings
(Specify recording storage.)
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1. Inthe NVR Control Center switch to the General — Global Settings (Fig 8).

2. Under the Archive Storage — Path specify local or network location for the NVR recording storage
by clicking on the browse button. The directory must be empty when chosen.

3. Specify Keep Information for [ ] day(s).

4. Setlf free space is less than with a Stop saving or Overwrite option chosen.

5. Check Use Temporary Space checkbox if the archive is stored on a network device for more
effective recording.

v With proper planning, the configured data retention time should not allow the
drive limit to be reached, and will act only as a safety net. If data is continuously
overwritten based on the drive limit, unnecessary strain is placed on the
processor and hard drive.

v The Archive Storage settings cannot be set or changed while the NVR is
running. If the NVR is running, you must first stop the services with the
Start/Stop NVR Service toggle button. Than start NVR again.

5. Prevent Catastrophic Errors

There

are several areas that should be checked constantly to insure the NVR can record —

Is there enough space to make a recording
Are there enough system resources to make a recording

If the tasks associated with these events are initiated you have to seriously reconsider your NVR settings
and/or the hardware you are using.

In order to take advantage of getting a notification/action in case of a catastrophic failure you must setup
the Writing Error and Drive Limit Reached tasks.

v

Writing Error task initiates when the Recorder fails to record streaming data on the hard drive. It

could be because of a hard drive error, a Windows error or the Recorder could not do its job
because of lack of resources (usually an underpowered CPU).

Drive Limit Reached task initiates in case of free space for the system files or free space
necessary for NVR functioning becomes too low. In some circumstances the Recorder service
could even be stopped because the NVR cannot manage the given amount of information due to a
lack of system resources. In this case you should reconsider your IP-devices recording schedule
settings and /or Keep Information for parameter and/or your hardware configuration.

Setup Catastrophic Error Tasks —

1.
2.

In the NVR Control Center switch to the General — Global Settings (Fig 9).
Under the Tasks executed when select an appropriate predefined task from the Writing error
drop-down list and the Drive limit reached drop-down list.
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Fig 9. NVR Control Center — General — Global Settings
(Setup Catastrophic Error Tasks.)

data integrity as well as advanced playback features. The proprietary format can
be encrypted and password protected. Additionally, the proprietary format can be
more difficult to edit and can be used to preserve the chain of evidence.

' v The advantages of using the native recording format are additional security and

6. Export Recorded Video

The DETEXI NVR records video using proprietary file format but enables users to export recorded video:

e To standard AVI (Audio Video Interleave) file format
e The proprietary format can also be exported along with a proprietary "player" — restricted
DETEXI Archive Viewer.

The advantages of using the native recording format are additional security and data integrity as well as
advanced playback features. The proprietary format can be encrypted and password protected.
Additionally, the proprietary format can be more difficult to edit and can be used to preserve the chain of

evidence.
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7.Recording Services

There are two NVR services that should be running and monitored by the Monitor service in order to
record — Recorder and Check Drive.

e Recorder service records information and images from each video input into the NVR archive,
according to the configured schedules, preferences, alarms and events.

e Check Drive service monitors the condition of the storage path and device to confirm existence
and available space for new video being recorded to the archive.

Check Alarm Service
If Recording on Input Alarm method is setup in a cameral/video server schedule, the Check Alarm
service responsible for watching the status of IP device inputs should also be running and monitored.

e Check Alarm service monitors the hard inputs of connected video devices, and raises alarms
when defined changes are seen on such inputs.

8. Synchronize Recording Services

The DETEXI NVR recording services support runtime configurations. This means that changes in
the cameras recording settings can be made without stopping the NVR services. When you are ready for
your changes to take effect, you should synchronize the services with the current configuration. The
Synchronize button is found in the upper right corner of any NVR Control Center page.

9. Bandwidth Consumption

Bandwidth will be consumed between —

e DETEXI NVR and cameras while recording;
e DETEXI Clients and cameras when live video is being viewed.

Recording Bandwidth Consumption

Recording schedules, both continuous and motion-only require a constant stream from the camera while on
schedule. In addition, recording can be configured to occur on an event — either on a camera input status
change, or via a task triggered by some other event in the system. When calculating bandwidth usage,
consider the worst case scenario — the time of day when the maximum number of cameras will have an
active recording schedule, and also assume that many or all of your event recordings are active.

With these things in mind, use the DETEXI online Bandwidth Calculator to estimate how much
bandwidth the NVR will need to operate as you intend in the Online User Guide — NVR —
Administration and Management — Bandwidth Consumption.

Viewing Bandwidth Consumption

In DETEXI Clients, there are many options for viewing any number of cameras at once. Due to the smart-
scaling features of the DETEXI Client’'s multi-camera view, the actual bandwidth usage will depend upon

the computer’s defined resolution, how many cameras are being viewed at once, as well as other factors

that determine the cameras’ display resolutions.
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To include DETEXI Client bandwidth consumption in your calculation, you can use the following bandwidth
estimations for viewing to be added to your recording bandwidth calculations —

e Single camera view — 10 mbit/s

e  Multi-camera view (2-4 cameras) — 10 mbit/s

e  Multi-camera view (> 4 cameras) — 5 mbit/s

v Bandwidth consumption should be considered for each Client license obtained for
0 the DETEXI NVR (simultaneous connections), in the event that the maximum
number of Clients allowed is connected at once.

v The bandwidth consumption estimated for each Client should be based on the type
of viewing that will most likely occur on that workstation.

10. Compression

One of the key functions in the DETEXI NVR is recording video. The most processing resources are
required by recording. To address this, image and video compression techniques can be utilized to reduce
the bit rate. The goal is to reduce the amount of data as much as possible but, at the same time, have as
little an impact on the image and video quality as possible.

The current version (5.5) of the DETEXI NVR streams and records network video in Motion JPEG format.
Motion JPEG is a digital video sequence that is made up of a series of individual JPEG images.

v" One of the advantages of Motion JPEG is that each image in a video sequence can have the same
guaranteed quality that is determined by the compression level chosen for the network camera or
video encoder.

v" Since there is no dependency between the frames in Motion JPEG, a Motion JPEG video is robust,
meaning that if one frame is dropped during transmission, the rest of the video will not be affected.

DETEXI NVR 5.5 Encoder

The main disadvantage of Motion JPEG is that it makes no use of any video compression techniques to
reduce the data since it is a series of still, complete images. The result is that it has a relatively high bit
rate or low compression ratio for the delivered quality.

For this reason, configurable Encoder is available in the DETEXI NVR. When enabled, compression in
the NVR involves finding the difference between two images in the video stream and then applying a
compression algorithm.

v/ By adjusting the Encoder settings, users can balance the recording file sizes and the video quality
necessary for their system and network cameras/video encoders.

v" Since the NVR encoding surely put an extra burden on the NVR'’s processor it is used only in rare
situations. Today’s PC is able to run a video management software, and record and store video
from numerous cameras. If the hard disk on the actual server running the NVR is not enough, there
are solutions (such as network-attached storage — NAS) that enable you to increase storage space

Encoder Settings Template
Setting up encoder settings for many cameras with complicated recording schedules could be time
consuming. To make it easier a template enforcing particular settings in a newly created schedule can also
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be setup (Fig 10) allowing the default settings to be adjusted later in any recording schedule.

1. Inthe NVR Control Center — General — Advanced under the Recorder Encoder Settings setup
a Compression Level (0-9).

v' Level 0 disables all compression capabilities, meaning all video will be saved in raw,
uncompressed form (default).

v" Level 9 defines the highest available compression level, and is very resource intensive.

2. Under the Template check Gray analysis checkbox to enable gray analysis. When enabled,
images are converted to gray-scale before comparing; minimizing the effect of color changes (the
setting is highly recommended for outdoor environments).

3. Enter a Compression roughness (1-7) — the level of changes between two frames considered
important.

4. Define Key-frame every — how often an uncompressed (key) frame is saved (there should be at
least one key-frame per minute of video).
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Fig 10. NVR Control Center — General — Advanced

(Encoder Settings Template).
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v

4 If recording on Motion Only/on Alarm is setup in a recording schedule the
compression settings will be ignored to protect alarm video quality.

4 Compression Level O (default) disables all compression capabilities; compression
settings in the recording schedules will be disabled.

Encoder Settings in Recording Schedule
To adjust a camera encoding settings for an existing recording schedule (Fig 11) :

1. Inthe NVR Control Center — Cameras select camera to configure from the Cameras List and
switch to the Recording.
2. Select a recording schedule and switch to the Encoder tab.
3. Adjust encoder settings — Use Defaults button will be enabled indicating that the encoder settings
differ from those defined in the template. Click the button to return default settings.
4. Click Save button below the schedules list to save the updated recording schedule.
[ — - . -
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Fig 11. NVR Control Center — Cameras — Recording
(Recording Schedule Encoder Settings).
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11. Compression in DETEXI NVR 5.7 and Higher

For optimized quality and bandwidth MPEG-4 and highly efficient H.264 video compression will be
supported in upcoming DETEXI NVR 5.7 release and higher versions.

v' MPEG-4 supports low-bandwidth applications and applications that require high quality images, no
limitations in frame rate and with virtually unlimited bandwidth.

v' H.264 is the latest MPEG standard for video encoding. H.264 is expected to become the video
standard of choice in the coming years. This is because an H.264 encoder can, without
compromising image quality, reduce the size of a digital video file by more than 80% compared with
the Motion JPEG format and as much as 50% more than with the MPEG-4 standard. This means
that much less network bandwidth and storage space are required for a video file. Or seen another
way, much higher video quality can be achieved for a given bit rate.

Viewing

Another key function of the DETEXI NVR is enabling the viewing of live and recorded video in efficient and
user-friendly ways using the DETEXI Client and DETEXI Archive Viewer software. The NVR enables
multiple users to view several different cameras at the same time and allows recordings to take place
simultaneously. Additional features are multi-monitor viewing and mapping, which overlays camera icons
that represent the locations of cameras on a map of a building or area.

Live Viewing

The NVR provides users with the option of viewing images in different ways using the DETEXI Client:
single and multi-camera live view (or video pop-up on motion detection), full screen, or camera sequence
mode.

v Camera sequencing is a predefined "tour" that automatically displays live views, one after
another, from a predefined list of cameras included in the tour. In this mode, users are able to select
in which order the cameras should be viewed and for how long.

NVR allows control of PTZ and dome cameras via mouse that is controlled by an operator in the DETEXI
Client, or it can be done automatically via guard tours and sequences controlled by the NVR.

Multi-Streaming

Viewing or recording at full frame rate on all cameras at all times is more than what is required for most
applications. Frame rates under normal conditions can be set lower — for example, one to four frames per
second — to dramatically decrease storage requirements. In the event of an alarm — for example, if video
motion detection or an external sensor is triggered — the recording frame rate can be increased
automatically. It also is possible to send video with different frame rates, compression, and resolution to
different recipients (if camera supports). This is called multi-streaming.
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1. DETEXI Client

In the DETEXI network video management system, video can be viewed from any point on the network.
Using the DETEXI Client part of the DETEXI software, multiple authorized users can access live or
recorded video at any time and from any networked location.

There are two different installations of the DETEXI Client: Local Client for the system administrator and
Remote Client for the system users.

Local DETEXI Client —
H]|

DETEX] Installed automatically along with the DETEXI NVR is a useful system
administrator tool for testing user configuration and basic functionality. It only
connects to the local DETEXI NVR, does not require the NVR services to be
running, and does not require authentication (authentication features are
disabled).

Remote DETEXI Client —
H]|

Installed stand-alone on any PC, or/and included automatically with the
Remote DETEX]
Client DETEXI NVR installation enables connection to any authorized DETEXI NVR
available anywhere on the Internet or corporate network for remote viewing and
control. Requires NVR settings configuration and authentication.

4 Before live video can be viewed in the DETEXI Client network camera must be

u defined in the NVR Control Center.

v For a high quality video viewing experience, it is crucial that DETEXI Client
computers are equipped with a graphics card that can handle the live video
and rendering required by the DETEXI Client application.

2.View Recorded Video — DETEXI Client Archive Tool vs. Archive Viewer

With the DETEXI NVR configured to record video, Local and Remote DETEXI Clients can access the
recorded video also utilizing build in Client Archive Tool. There are two main tools that allow users to
access the NVR video archive, search, view and export recorded video —

e DETEXI Client Archive Tool

e DETEXI Archive Viewer

Although the DETEXI Client Archive Tool and DETEXI Archive Viewer have very similar capabilities,
they access and pull the recorded video from the archive in very different ways allowing for both to excel
in different environments and for different needs. That is especially apparent when connecting over a
network. There are a few unique features in each as well.
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DETEXI Client Archive Tool vs. DETEXI Archive Viewer

The DETEXI Client Archive Tool pulls recorded video from the NVR archive transferring all frames in
the time segment selected into local memory. For this reason, the amount of video that can be
viewed at once is limited, and the initial load time is very affected by the network the video is being
pulled across. Once loaded, however, this video can be viewed very quickly and efficiently at very high
frame rates. When users already know the time and date of interest and only need to review a small
amount of video, they might find the DETEXI Client Archive Tool more efficient than the DETEXI
Archive Viewer.

When large amount of video need to be scanned for events the DETEXI Archive Viewer is the tool of
choice. Rather than loading a collection of video into local memory, the Archive Viewer streams
video directly from the NVR archive over the network. For this reason, a full 24 hours of data is at the
user’s fingertips for viewing at all times without requiring a large initial load time. However, this limits
user to slower possible playback speed — completely dependent upon the network connection
between the Archive Viewer and DETEXI NVR archive. It is not uncommon to see pauses in video
playback for buffering of the video stream.

efficient — limited only by the read speed of the hard drive and decoding speed of

v When located on the DETEXI NVR computer, the DETEXI Archive Viewer is very
0 the video card.

Security

An important part of network video management is security. The DETEXI NVR enables the Remote
DETEXI Client connection to any authorized DETEXI NVR available anywhere on the Internet or corporate
network for remote viewing and control.

User Login Settings
When users connect to the NVR from the Remote DETEXI Clients, they will be required to authenticate
with user settings defined in the NVR. The DETEXI NVR has the ability to provide different lists of
cameras to different users, only allowing users to see and interact with the cameras they have privileges
for. To allow remote users authentication / connection the following to be defined and setup in the DETEXI
NVR Control Center:
e Authorized users
e Passwords
o Different user-access levels. For example: administrator access to all functionalities, operator
access to all functionalities except for certain configuration pages, viewer — access only to live
video.
e User cameras to interact — which authorized users have access to which cameras
e In addition, permissions such as PTZ control, maximum connection time, task control, etc. are
also configurable on a per-user basis.
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Camera Security Settings

A secure communication with network cameras is created in the same way by providing some kind of
identity through a username and password to the camera and the DETEXI NVR. If authentication
authorized and accepted, that is, verifying whether the device has the authority to operate as requested,
the device is fully connected and operational in the system. This allows protecting the camera from an
attacker who knows camera’s IP address.

1. User Login Settings
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Fig 12. NVR Control Center — Users — User Information
(User login settings, cameras to interact.)

To create a user with specific rights —
1. Inthe NVR Control Center switch to Users — User Information (Fig 12).

2. Below the Users List click Add button to open blank User Information dialog
Click Dup button to open a copy of selected user settings for editing.

3. Enter a single word, case-sensitive, alphanumeric User Name to use to login to the NVR.

4. Enter a single word, case-sensitive, alphanumeric User Password and re-type it to the User
Password Confirmation to be sure it is typed as desired.
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5. Enter the Number of Active Users to define the number of Client instances the user can be signed
into simultaneously.

6. Enter Max connection time to define the number of minutes user can be continuously connected to
the NVR before the connection will be terminated. User may login again if desired. A value of 9999
designates no time limit.

7. Check Master User checkbox to give the user permission to terminate other user sessions from the
Client — Get Users.

8. Check Can Search Archive checkbox to give the user permission to view/search NVR archive.

9. Click Save button below the Users List to save the settings.

4 Remember that User Cameras to Interact also must be setup.
u 4 Usernames and passwords are case sensitive!

4 Unless otherwise configured for security reasons, it is recommended to have at
least two Number of Active Users allowed per user. In the event that a user’s
session is not logged out properly, this ensures that they can log in again without
intervention from a Master User or NVR Administrator.

v The User Rights chosen for the first camera configured will automatically be
assigned to each camera after that unless manually changed.

v PTZ permission is defined on a per-camera basis, and is enabled by default if the
camera has PTZ capabilities when assigned to the user.

2. User Cameras to Interact

It is also necessary to define which of the available cameras the user has access to and also assign the
level of authentication allowed from this user to the camera defined in the NVR Control Center —
Cameras — Security & Alarm.

v" In most cases, the camera has only one username and password, with administrative privileges.

v" Besurethat User Rights (Adm/Oper/User) settings make sense considering the
authentication settings in the Security & Alarm.

Define the cameras user has access to (Fig 11) —

1. In the NVR Control Center switch to Users — User Information select the camera from the
Cameras List at the left and click ">" button to add the camera permission to the user — the
camera name appears in the selected cameras list at the right.

2. Select the camera name in the selected cameras list at the right.

3. Check proper checkbox under the User Rights to pass the previously configured camera
authentication settings — Adm, Oper or User.

4. Check Can PTZ checkbox below the selected cameras list to give the user PTZ permission on
the selected camera. This setting is enabled by default if the camera has PTZ capabilities when
assigned to the user.

Repeat steps 1 — 4 to add more camera permissions.
6. Click Save button below the Users List to save user settings.
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3. Camera Security Settings

Define camera security settings (Fig 14) —

1. Inthe NVR Control Center — Cameras with the camera selected switch to the Security & Alarm.
2. Under the Names and Passwords enter usernames and passwords. They should match the users
that are defined within the camera.
3. In most cases, camera will only have one username and password by default, with administrative
privileges; in this case enter Adm name and Adm pwd accordingly.
4. Click Save button to save settings under the Cameras List.
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Fig 14. NVR Control Center — Cameras — Security & Alarm

(Camera security settings.)

v Usernames and passwords are case sensitive!

v In most cases, the cameras have only one username and password, with

administrative privileges.
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4. Add Task Execution to User Permissions

User Triggered Task — task execution can be added to user permissions, by assigning users the specific
tasks they are allowed to trigger manually from the remote DETEXI Client.

1. Inthe NVR Control Center go to the Users.
2. Select a user from the Users Llist and switch to the Tasks (Fig 15).

3. Select a task of interest in the Available list and press the direction button to move the selected
task to the Selected list.

4. Add more tasks to the Selected list if necessary.

5. Press Save button under the Users list to save changes.

-
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Fig 15. NVR Control Center — Users — Tasks
(Assign User Triggered Task.)

“ 4 Tasks configured with alarm-specific information should not be assigned as no
alarm-specific information will be available.
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Trigger Task from Remote Client

1. Login to the Remote DETEXI Client (Fig 16).

2. On the Client start page press the Tasks button to launch Execute Task panel with the tasks
available upon the user logged in permissions.

3. Select a task of interest and press Start Task button.
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Fig 16. Remote DETEXI Client — Execute Task
(Trigger available task.)
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5. Setup User Billing Information and Restrictions

Setup a user billing information and connection time restrictions (Fig 17) —
Billing Information
1. Inthe NVR Control Center go to Users and select a user from the Users List.
Switch to the Billing Information & Restrictions.
3. Enter Time Block (min) and Fee (per block). The information will be used in the NVR Billing

module.

Restrictions
Up to three restricted time intervals could be setup for a user when the user is banned to reach the NVR.

4. Under the User Restricted Between setup each interval start and end times.
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Fig 17. NVR Control Center — Users — Billing Information and Restrictions
(Setup billing information and connection time restrictions.)
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6. Run Statistic Report

The statistic reports provide user logon information i.e. the date and time when a user has been
authenticated and logged on to the NVR network and logged out as well. Monitoring this information is
crucial for network administrators to track users’ activity (Fig 18).

1. Inthe NVR Control Center — Reports specify the date range.
2. Enter the User Name or Host Address.
3. Click the Run button to view/print the report.
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Fig 18. NVR Control Center — Reports
(Run statistic report.)
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Statistic report
Statistic report is showing user’s activities. (Fig 19).
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Fig 19. Statistic report

Audio

In an analog system, separate audio and video cables must be installed from endpoint to endpoint. In a
network video system, a network camera with audio support processes the audio and sends both the
audio and video over the same network cable for monitoring and recording.

Many network camera manufacturers are recognizing the importance of audio, and audio is becoming a
common feature in network cameras. Some video encoders also have built-in support for audio, which
means that they can provide audio functionality in an analog camera installation.

Having audio as an integrated part of the DETEXI NVR is an invaluable addition to a system’s ability to
detect and interpret events and emergency situations. The NVR supports three basic modes of audio
communication: simplex, half duplex and full duplex — depending on the application, it can be configured
to send audio in only one direction or both directions, which can be done either simultaneously or in one

direction at a time.
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Full duplex mode enables users to send and receive audio (talk and listen similar to

a telephone conversation) at the same time.

Full duplex requires that the client PC has a sound card with support for full-duplex

audio.

Alarm Server service responsible for raising alarms via the text-to-speech engine,
telephone, and e-mail must be running and configured in order to send alert

notifications.

1. Enable Camera Sound

Depending on the application, the NVR can be configured to send audio in either both directions or only
one, which can be done either simultaneously or in one direction at a time — full duplex, simplex and half

duplex modes.

v" Be sure that the NVR audio settings make sense considering the camera audio capabilities and

settings.
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Fig 20. NVR Control Center — Cameras Settings
(Enable camera sound.)
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To enable a camera sound (Fig 20) —

1. Inthe NVR Control Center — Cameras select the camera with audio support from the Cameras
List.

2. Inthe Camera Settings check Sound checkbox.
Under the Audio(R/T) check R checkbox to receive audio from the camera and/or check T
checkbox to transmit audio from the operator to the camera.

2. Configure User Sound Permission

Define which audio communication mode is permitted to the user —

1. Inthe NVR Control Center — Users select a user from the Users List (Fig 21).
2. Inthe User Information select a camera from the User Cameras to Interact list at the right.
3. Under the Sound select an audio communication mode by checking proper checkboxes —
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Fig 21. NVR Control Center — User — Users Information
(Configure user sound permission.)

v" Receive checkbox checked — audio will be sent in one direction only by the camera to the
operator (simplex mode)
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v' Transmit checkbox checked — audio will be sent in one direction only by the operator to the
camera (simplex mode)

v" Both Receive and Transmit checkboxes checked — audio will be sent to and from the operator
simultaneously, similar to a telephone conversation (full duplex mode)

v Receive, Transmit and Half duplex checkboxes checked — audio will be sent in both directions,
but only one party at a time can send, similar to a walkie-talkie (half duplex mode)

0 v If the checkboxes are not visible — sound was not enabled for the camera.

4 If you intend running the audio module in full duplex mode, check that the sound
card on your computer supports this.

3. Camera with Audio — Live View

Camera Live View (Simplex, Full Duplex Audio Mode)

When the camera (with audio) live view is launched on the Remote Client the camera starts to stream live
video and audio over the Internet. Depending on audio settings one or two additional checkboxes will
appear on the image top (except for half duplex mode) Fig22.

Controlz Cam List | Start Recording | Stop Recording || Capture || Sound | | M.
0 100
10 10 3ET Zoom
s B e =
Al I H | =2
o | I
Tl e B e S

3204240 v Middie v

30,49 fps | | Full5creen |

Fig 22. Remote DETEXI Client — Live View
(Simplex, Full Duplex Audio Mode.)
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v" Left checkbox checked enables receiving audio (unchecked disables receiving)
v" Right checkbox checked enables transmitting audio (unchecked disables transmitting)

v" The Sound button on the top allows to show/hide the checkboxes.

Camera Live View (Half Duplex Audio Mode)

When using the half duplex audio mode camera will normally send audio to the operator (Fig 23). To
transmit audio from the operator to the camera press and hold the Talk button (button state switches to
the Talking.)

Controlz Cam List | Stark Recording | Stop Recording || Capture || Talk | T

0 10n

10 10 | SET Zoom

el 0 TR =
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Tl el i e

| Nl | R = | (e g !

,.\\

3206240 s Middie v ————— .
— == = :'

= i

= 1

1

|

e ee——— T

—— - .

i A A

| 30,49 fps | | FullScreen |

Fig 23. Remote DETEXI Client — Live View
(Half Duplex Audio Mode.)

4. Alarm Voice Setup
As a part of alarm management system an audio alert can be activated — all available operators could
be notified of the alarm by playing alarm-specific WAV files ortext-to-speech messages.

v" When the video devices (cameras and/or video servers) are mostly defined in the NVR the default
cameras alarm sound files should be generated.

v" If more video devices than are added to the system new sound files will be generated automatically.
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Generate alarm sound files for the cameras, defined in the system

1. Inthe NVR Control Center — General — Voice Setup click on the Voice Setup button to
launch the Alarm Server to configure voice type, speed and sound file format (Fig 24).

2. Click the Record button to save voice settings and generate the default alarm sound files
according to the settings.

3. By pressing the Speak button, you can hear the greeting message.

2 NVR Control Center g_[!

EGeneral | Zameras | I=ers | Tasks | I Devices | Manitar | Reporks | Synchronize

Global Settingsl MHWA Locations i Camera Locations  Yoice Setup l FTP Server I .ﬁ.dvancedl

Type here new greeting meszage

Thiz iz a meszage from Detexi alarm central,
Prezs one to play the meszage.

Recard |

Woice zetup |

Camera's alarm voice message template: | Zserver alarm on camera Xcamera

Fig 24. NVR Control Center — General — Voice Setup
(Generate alarm sound files for the cameras, defined in the system.)

v" Sound files will be generated according to the Camera’s alarm voice message template; the
template can be changed

The phone greeting message can be changed in the Type here new greeting message textbox

By pressing the Speak button, you can hear the greeting message
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Assign Voice Message to a Camera

The default alarm voice message is assigned to a camera automatically. To assign a specific message —

1. Inthe NVR Control Center — Cameras select a camera from the Cameras List and switch to
the Security & Alarm (Fig 25).
2. Select a sub-camera from Number of Sub-camera list (for video servers).
3. Enter the Location to Play Message From, if provided (for advanced users).
4. Check the Play Alarm checkbox to activate radio buttons below.
5. Select the WAV File radio button to activate the file directory.
6. Choose a sound file you want to play from the directory or select the Message radio button and
enter a message to be played.
= =
B, NVR Control Center ™ [=l
General | | Cameras | IUsers | Tasks | Manikor | Reports | Synchranize
Cameras List Cameras Settings  Securityfdlarm IDescriptiDn i Fecording I Taur I
. Ihis Location |:\_] [ Mames and Passwords
vdg User name l\-‘iew User pwd !****
WDiz-emulation
lghl CNSG DETEXT Oper name fract Oper pwd |****
= & =400 = &dm narme Ir-:u:ll: &dm pread i****
i
E ;:MLIX Actions on alarm
EE-Q 3 4 Check status task; l _v_i
gk 4.C4-R
@g_q DoS FTP alarm task: |task_su:uny ;I
@.u 205
@.u SOMY PTZ TEST
@.u IDWIEW
@.u IDWIE'WZ
EEJJ CMSGE PANASOMNIC
@.u W
@.u SARYD
EEJJ Pixord
EEJJ AxIS 2130 MNurnber of sub-carmera I1 vi
EEJJ ELMe Location ko play message Frn:nm:!
32 o e |
. I@:’ it M e | |
Il
Add vi Dup Save | Delete | U l ‘g"] |

Fig 25. NVR Control Center — Cameras — Security & Alarm

(Assign Voice Message to a Camera.)

5. Configure Voice in Alarm Server Service

The Alarm Server service is responsible for raising alarms via the text-to-speech engine, telephone, and
e-mail alert notifications; it must be and properly configured and running in order to send alert notifications.

v

If the NVR is running the Alarm Server icon appears in the Windows taskbar tool tray. Double-click

the icon to launch the Alarm Server interface. Switch to the Voice, or Phone configuration.
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Voice Configuration

1. Inthe Alarm Server — Voice Configuration select Voice Type and Speed (Fig 26).
By pressing the Test over speakers button, you can hear the test message.
Select a Format for writing Wave files from the list.

Eal S N

If you want to change the default alarm message to your own, enter a new message in the

Information for recording to file textbox and save the file.

5. A specific alarm voice message than can be assigned to a selected camera in the NVR Control
Center — Cameras —Security & Alarm (the default alarm message is assigned automatically).

6. Save changes.

~

Alarm Server Voice Configuration
Waoice type  |Microzoft Sam ;I

Test over speakers |

and speed | I

Format far writing W ave files: I GESMEID BkHz Mono

Information for recarding to file I

|"‘*| | e

Fig 26. Alarm Server — Voice Configuration
(Configure Voice.)

Phone Configuration

1. Append voice modem hardware.
2. Inthe Alarm Server — Phone Configuration select appropriate sound files and Waiting delay
for answer.

Alarm Server Phones Configuration

Active voice devices

| §° Append
g Delete

Greeting sound fiIe:I"E:HF‘mgram FilesiCams erver\h’ledia\greil
b enu sound fiIe:I"E:HF‘mgram FilezhCam5 erver\h’ledia\finiil

Goodbye zound fiIe:I"E:'\F‘mgram FilezhCamServeriediahgo ﬁl

Wiaiting delay for answer:l 7 osec

& OK X Eancell

Fig 26. Alarm Server — Phones Configuration

(Configure Phone.)
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Integration

1. Network Camera Input and Output Ports

A unique feature to network cameras and video encoders, in comparison with
analog cameras, is their integrated input and output (I/O) ports. These ports
enable a network video product to connect to external devices and enable the
devices to be manageable over a network. The range of devices that can connect
to a network video product’s input port is almost infinite. The basic rule is that any
device that can toggle between an open and closed circuit can be connected to a
network camera or a video encoder. The main function of a network video
product’s output port is to trigger external devices, either automatically or by
remote control from an operator or a software application.

The DETEXI NVR can be easily integrated with different mechanical and
electronic security devices. For example, the DETEXI NVR can be instructed to
receive video only when the sensor triggers; or a network camera or video

encoder connected to an external alarm sensor via its input port can be instructed
to FTP video out to the DETEXI NVR FTP Server.

v" Network camera or video encoder inputs/outputs must be defined in the NVR Control Center —
Cameras — Cameras Settings for the NVR to be aware of external devices connected to the IP
device inputs/outputs.

Examples of External Devices That Can Be Connected To the Camera INPUT Port

Device Type Description Usage

Door contact

Simple magnetic switch that detects
the opening of doors or windows

When the circuit is broken (door is opened),
the NVR can take action by sending full-
motion video and notifications

Passive infrared detector (PIR)

A sensor that detects motion based on
heat emission

When motion is detected, the PIR breaks
the circuit and the NVR can take action by
sending full-motion video and notifications

Glass break detector

An active sensor that measures air
pressure in a room and detects sudden
pressure drops (the sensor can be
powered by the camera)

When an air pressure drop is detected, the
detector breaks the circuit and the NVR can
take action by sending full-motion video and
notifications
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Examples of External Devices That Can Be Connected To the Camera OUTPUT Port

Device Type

Description

Usage

Door relay

A relay (solenoid) that controls the
opening and closing of door locks

The locking/unlocking of an entrance door can be
controlled by a remote operator (over a network)
using Remote DETEXI Client

Siren

Alarm siren configured to sound when
alarm is detected

The NVR can activate the siren when motion is
detected either using the built-in VMD or using
information from the digital input

Alarm/Intrusion system

An alarm security system that
continuously monitors a normally
closed or open alarm circuit

The network video product can act as an
integrated part of the alarm system that serves as
a sensor, enhancing the alarm system with event-
triggered video transfers

2. Add-ons for the DETEXI NVR

In order to get the DETEXI NVR modules that integrate different mechanical and electronic security

solutions such as access control devices, building management systems and industrial control systems an

appropriate add-on must be installed on the DETEXI NVR — specific license should be purchased.

o DETEXI NVR-ISONAS Bridge (dtx-isonas base license) — integration of ISONAS IP proximity

card reader-controllers solution

e DETEXI IP Audio (audio-gate base license) — integrated two way audio/gate control module

e DETEXI ICM (access-control base license) — integrated response to access control information

(Paradox panel, I/0 PCI Card, Game Port)

DETEXI NVR — ISONAS Bridge

ISONAS Security Systems manufacture panel-free PowerNet IP card reader-
controllers bundled with Crystal Matrix Software, which puts real-time control of all
door control functions in the hands of authorized security personnel via the con-
venience of a PC and standard network. DETEXI NVR-ISONAS Bridge module

u

allows users to interact with both ISONAS and DETEXI NVR in order to show

events collected from ISONAS system along with correspondent video clips from the

DETEXI NVR.

INTERCOMS

DETEXI integrates Digital Acoustics push-to-talk intercoms to provide parking facility
communications with remote video monitoring capabilities delivering the timely,
accurate information required for effective response. DETEXI software enables
multiple operators to simultaneously manage, monitor and communicate on groups
of intercoms. Incoming calls are automatically managed based on integrated call

queue.

CURITY SYSTEMS

(--) ISONAS

% Tﬁl
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SECURITY PANELS

- e ¥

DETEXI integrates Paradox security panels to provide real-time, automated

| ™ w =

transmission of the detected threat information (video, audio, data) on available 8o

-

networks to a central monitoring station.

SECURITY CARD READERS

RBH Access Technologies markets its products worldwide through an international
network of security dealers and systems integrators. DETEXI integrates RBH security
card reader into a single security management system for modern buildings.

Reliability System

The DETEXI IP-Surveillance is powered by the state-of-the-art software
and the latest technology. There are many user manageable layers that
the system has to rely upon. This makes the DETEXI system very
scalable and easy to adjust for your own purposes, but on the other
hand it exposes many potential network fail points if the system is not
set up correctly. In the default setup the DETEXI NVR is working in an
unattended mode, this means it is up to the local administrator to check
the status of the programs and related hardware manually. However, in
most cases a PC Server accommodating the DETEXI software is in a
remote location with no local human interaction, therefore a designated
person or persons should be aware of the DETEXI NVR status at any
given time. You may not need the recorded video for weeks or even
months, but if something happened (camera failure, power failure,
network failure etc.) during that time it is possible that the NVR does
not have some or any recorded video at all and the required evidence
may be lost.

To address these issues and minimize the risk of system failure and associated down-time we have
embedded the DETEXI Reliability System into our Network Video Management software.

1. Fail Points

There are two major areas where failures can occur — hardware and software failure.

Hardware components used by the DETEXI system include: DETEXI NVR computer by itself or a group of
child NVRs in case of domain controller configuration, IP devices— network cameras/video servers, and
network connections. All network connections can be classified by their functionality: camera network
connections — connections between IP-cameras/video servers and DETEXI NVR; user connections —
connections between user’s software (Remote DETEXI Client or DETEXI Archive Viewer) and DETEXI
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NVR; and Domain Controller connections — connections between the DETEXI NVR Domain Controller and
child NVRs.

The DETEXI software consists of different modules/services — Monitor, Camera Server, Recorder, FTP
Server, Check Drive, Check Alive, Check Alarm, Tour, Get Shots, Port Mapper, Port Listener, Alarm
Server, Remote Server, Socket Server. Any of them could fail due to unforeseen events and therefore must
be monitored and controlled.

Several areas should be checked constantly to insure that you have a healthy and functioning system:
e Isthe NVR running at all (power is OFF or ON)
e Are all selected NVR components running
e Are all cameras with an active schedule functioning and being recorded
e Isthere enough space to make a recording
e Are there enough system resources to make a recording
e Isthe NVR Domain Controller network and all it's child NVRs healthy and running

2. Task Execution Engine

The DETEXI IP-Surveillance reliability checking is based on the Task Execution Engine. If something
happens to the system, hardware or one of the DETEXI NVR components, certain task assigned to this
event is executed.

What if something happens to the Task Execution Engine by itself?

The obvious conclusion is — you will never have any task executed at all and you will never know that
something is wrong with the DETEXI NVR. To solve this issue we have developed a special NVR Status
Task which (if assigned) is executed once a day at a time you can predefine by yourself. If this task HAS
NOT BEEN executed at that time it means you have to check the system.

Tasks to be executed on check status/health consist of predefined tasks — network client notification,
E-mail notification, phone notification, speak notification or Execute Program action. Read more in the
Event Management section.

" v Alarm Server service responsible for raising alarms via the text-to-speech engine,
telephone, and e-mail must be running and configured in order to send alert
notifications.

v From our point of view it is most likely user will initiate the E-mail notification task
or Execute Program action.

v Before using the e-mail notifications task the necessary settings — SMTP and e-
mail account settings must be setup in the Alarm Server.

v The Execute Program action allows user to execute any external program and is
limited only by your imagination and the resources required to develop it.
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Managing Cameras
Network Cameras, Video Servers

The core components of a network video system: the network camera, the
video server (encoder) and video management software.

A network camera, often also called an IP camera, can be described as a
camera and computer combined into one unit. It captures and sends live
images directly over an IP network, enabling authorized users to locally or
remotely view, store, and manage video over a standard IP-based network
infrastructure.

A network camera has its own IP address. It is connected to a network and has
a built-in Web server, FTP server, FTP client, e-mail client, alarm management,
programmability, and much more. A network camera operates as an
independent server on a network and can be placed wherever there is an IP
network connection.

v" In addition to video, a network camera also can support other
functionalities such as audio, alarm activation via digital inputs and
outputs, and serial communications.

1. Supported Network Cameras

DETEXI software supports a wide range of network cameras from the world’s
leading manufacturers and continues to expand the list. *

MANUFACTURER LIST

Dorne

1. AXIS 10. IVAS

2. Convision 11. JvC

3. Detexi 12. LINUDIX

4. D-link 13. MOBOTIX

5. Elmo 14. Panasonic

6. Ernitec (DigiOP) 15. Pixord

7. EverFocus EDR series 16. Sanyo

8. IDView 17. Sony

9. IQinVision 18. Vivotek

* Not all manufacturer models are supported. Contact us directly

for the detalils.
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2.Video Servers (Encoders)

A video server (also called video encoder) makes it possible to integrate an
analog camera into a network video system without having to discard existing
analog equipment. A video server digitizes analog video signals and distributes
digital images directly over an IP-based network, turning analog cameras into
network cameras. It brings new functionalities to analog equipment and
eliminates the need for dedicated equipment such as coaxial cabling, analog
monitors and DVRs — the latter becoming unnecessary as video recording can
be done using standard PC servers. A video server typically has between one
and four analog ports for analog cameras to plug into, as well as an Ethernet
port for connection to a network.

Like network cameras, a video encoder contains a built-in Web server, a

compression chip, and an operating system so that incoming analog feeds can
be converted into digital video, sent, and recorded over a computer network for
easier accessibility and viewing.

v/ In addition to the video input, a video encoder can also support other functionalities such as audio,
alarm activation via digital inputs and outputs, and the control of PTZ (pan, tilt, zoom) mechanisms
through serial ports.

v" Avideo encoder also can be connected to a wide variety of specialized cameras, such as a highly
sensitive thermal camera, a miniature camera, or a microscope camera.

u v Before live video can be viewed in the DETEXI Client a network camera/video
server must be defined in the NVR Control Center — Cameras.

Define Camera / Video Server

The DETEXI NVR supports most network cameras as well as analog to IP video servers (encoders).
Before recording can occur or live video can be viewed in the DETEXI Client network camera must be
defined in the NVR Control Center.

1. Inthe NVR Control Center switch to the Cameras — Cameras Settings (Fig 27).

2. Below the Cameras List make sure that Video Server is chosen as add type from the drop-
down list next to Add button, then click Add button to open blank Cameras Settings dialog;
Click Dup button to open a copy of selected camera settings for editing.

Enter a descriptive name for the camera/video server into the Name input field.
From the Type drop-down list, choose camera type.

Type camera |IP address and port number into Address input fields.

S

If camera is already installed, click Determine camera driver button to allow the NVR auto-
configure the driver to be used for communication.

7. Ifcamerahas Pan/Tilt/Zoom capabilities, With PTZ checkbox must be checked to enable
them in the NVR and Client.
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8. Switch to the Security & Alarm to setup security settings.
9. Click Save button to save camera settings.
B NVR Control Center [;] ml| >
Seneral | ] Cameras | |lsers Tasks 10 Devices | Maonitor | Feporks Synchronize
Cameras List | Cameras Settings l Security@Alarm ] Description | Recording | Cameras tasks ]
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igh sONY Cs0n | Mame[401]  |AXIS AUDIO Shiow Camera
@3‘“ S0ONY CER0R Type ].ﬁ.xis _vJ 24104 rel. 4, 30 Determine camera driver
gg.u SOMY RZ30M-N
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E‘gﬂ Copy of ¥Dis-emulation Il i
EEJJ aaaa V. E - ]
] & | | | Get idealimane |
Add F Dup | Save | Delete l Subecameras | Alarm inputs | Qutputs | ComParts{M |

| @ Yideno server

Sequence

Fig 27. NVR Control Center — Cameras — Cameras Settings
(Define cameralvideo server in the DETEXI NVR.)

v Auto-configured camera driver gives the NVR more specific information about
the camera enabling better resolution and bandwidth control. If you choose the
driver from Type drop-down list, the resolution information will be more generic
and bandwidth control will not be as efficient.

v There must be direct access to the network camera IP Address and Port

from the NVR. Make sure any personal and hardware firewalls between them
allow for bi-directional communications for this IP Address and Port.
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Define Camera Security Settings

1. Inthe NVR Control Center — Cameras with the camera selected switch to the Security & Alarm.
2. Under the Names and Passwords enter usernames and passwords. They should match the users
that are defined within the camera (Fig 28).
3. In most cases, camera will only have one username and password by default, with administrative
privileges; in this case enter Adm name and Adm pwd accordingly.
4. Click Save button to save settings under the Cameras List.
B NVR Control Center M =
General | | Cameras | |sers | Tasks | Manikar | Reporks | Synchronize
Cameras Lisk Cameras Settings  Security&alarm IDescriptiDn I Recording I Tour I
" This Location [ﬁ] Mames and Passwords
vdg User name |'v'iEW User pwd !****
YOuz-ernulation
Ik CsG DETEXT Oper name froct Oper pud [****
=& 2400 = fdrn narne IrDDt Adm pwd i****
1.
% > ML Actions on alarm
@Eﬂ 3 4 Check status task; l _v_i
gk 4.04-R
@g_q DS FTP alarm task: |task_s::nn':.f LI
@.u 205
@.u SOMY PTZ TEST
@.u IDWIEW
@.u IDWIEWZ
@.u CHSGE PAMASONIC
@.u W
@.u SARYD
Eg-ﬂ Pizord
@.u AXIS 2130 Murmber of sub-camera il vl
@.u ELMO .
Location to plav message Fru:um:!
@.u SCOMY DF40M o A
: Blay alarm |
Wirvotek TEST
= @f m—— oo = = Messans; I |
£ T | [l i
= — € Way file: | |
add |+ Dup Save | Delete |

v

Fig 28. NVR Control Center — Cameras — Security & Alarm

(Camera security settings.)

Usernames and passwords are case sensitive!

In most cases, the cameras have only one username and password, with

administrative privileges.
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Camera Description

It is really important to give a camera full and meaningful description. When an alarm event occurs, the
information will be used to provide specifics to a real-time operator.

1. Inthe NVR Control Center — Cameras with the camera selected switch to the Description.

2. Enter the required information (Fig 29).

3. Click Save button to save settings under the Cameras List.

o =
P — - —
S NVR Contral Center g =

zneral | I Cameras | isers | Tasks | I Devices | Manitor Reports i Swnchronize
Carmeras List Cameras Setkings I Secuibvislarm  Description | Pecording l Camzras tasks I
" | This Location
SOy } .
%ﬁ o Cemera Location ;Shuw Fucom :_'J
Eg‘q SOMyZ CLstomer Mame !.ﬁ.spen Ridge Home
EE.G sory_oldset
lgH sory2_okdset Site Address [THornhill woods
gg.u ama03n
G paz Site Sedior |z25
+ aix
19 Cenitract Mumber  |C-1267-ARH
+ B badk1
+ @ badz Special Instrickions | Cal Larry: 1-800-555-3250

Add v! Cup | tave |Deete

Fig 29. NVR Control Center — Cameras — Security & Alarm
(Camera Description.)

Sorting Cameras in the Cameras List

To sort the cameras in the Cameras List in your result set:

1. Inthe NVR Control Center — Cameras with the camera selected double-click on the top bar of the
Cameras List — the bar will accommodate Move Down, Save cameras order, Cancel and Move

Up buttons (Fig 30).
2. Select a camera to move and use Move Down/Move Up buttons to change the order.

3. Click Save Cameras Order button to save the order or Cancel to return to the previous order.
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Fig 30. NVR Control Center — Cameras
(Sorting Cameras in the Cameras List.)

Camera Location Map

Additional NVR feature is camera location mapping, which overlays camera icons that represent the
locations of cameras on a map of a building or area. To easily select a camera, camera icons will be
placed on a map that is imported into the NVR. Using a mapping functionality, finding the right camera
becomes very intuitive.

1. Create New Camera Location

1. Inthe NVR Control Center — General — Camera Locations click Add button under the Cameras
Locations list (Fig 31).

2. Enter anew Location Name and click Load Map Image button to choose a map file.

3.  When the location map file is selected — Set Map Elements button appears. Click the button to
place cameras icons on the map.
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Fig 31. NVR Control Center — General — Camera Locations
(Add Cameras Location.)

4 The map file can be a photo or a drawing in a standard image format such as JPG,
" GIF, or PNG.

2. Set Map Elements
Clicking the Set Map Elements button launches the Map page allowing for users to select a camera from
the NVR Cameras List and place a camera icon anywhere on the selected map (Fig 32).
1. Drag and drop on the map a camera name from the list — a camera icon will appear on the map.
v" The selected camera excludes from the available cameras list.
v" To change camera icon to one of 4 available images select Image from the right-click menu.
v" To change icon size select Image Size from the right-click menu.
v" Click Show Info to show camera name next to the icon.
2. Click Save&Close button to save cameras location map and close the Map page.

3. Click Save button under the Cameras Locations list.
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Fig 32. NVR Control Center — General — Camera Locations

3. Select Camera Using Location Map

(Set Map Elements.)

To easily select a camera, camera icons are placed on a map that is imported into the NVR. Using a

mapping functionality, finding the right camera becomes very intuitive.

Launch Map Page

1. Onthe DETEXI Client Start Page click Map button to launch a MAP page allowing for users to
browse and select cameras by location on one or more maps (Fig 33).

O

The button is only visible if at least one map location is configured in the NVR with
at least one camera assigned to it.

v In the Remote Client cameras available in the cameras list and/or maps will
depend upon the user logged in permissions.
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Fig 33. DETEXI Client — Start page
(Map Button.)

Select Camera(s)
2. Selecta location map from the top right list. The Cameras list is also provided (cameras,
positioned on the selected map) (Fig 34).
3. Tolaunch a single camera live view — click on a camera on the map.
4. To launch multi-cameras live view — holding Ctrl key click on any number of cameras on
the map to select/deselect multiple cameras.
5. Then click Launch selected cameras button below the Cameras list.

v Holding Ctrl key multiple cameras from the list can be selected.
‘ ’ v

Multiple cameras from the map and from the Cameras list can be selected
simultaneously.
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Fig 34. DETEXI Client — Map Page
(Select Cameras.)

Configure Camera Tour

A tour enables PTZ camera to automatically move from one pre-configured position to the next in a
predetermined order. The viewing time between one position and the next is configurable. Different tours
also can be set up and activated during different times of the day.

1. Add Tour to PTZ Camera Configuration Settings

1.

In the NVR Control Center — Cameras select a PTZ camera from the Cameras List and switch
to the Tour — Setup Tour — connection will be established (Fig 35).

v

This connection is temporary and allows the camera’s tour settings to be configured and
tested. If connection failed reconnect by clicking the Reconnect button.

Show Locally checkbox can be check to connect to the camera using local IP address and port

number (during configuration time only).

v

Show Locally checkbox is only visible if camera has both an internal and external

connections configured in the NVR Control Center — Cameras — Cameras Settings.

Press Add button below the tours list and enter Tour Name when asked — the name

appears in the list.
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In order to change the camera position you can —

Click anywhere on the image to pan, tilt camera

v' Enter Zoom value and press Zoom button to zoom camera in/out
v" Press Home button to set camerainahome position
v

Enter Pan, Tilt, and Zoom values or selectapreset position from Pre
list and press Goto Preset/PTZ button (no value equal 0).

set drop-down

To add a new position to the tour — click the Add button below the positions list and enter Stay
in this position for (sec) when asked — the name appears in the list (position will be named

based on the defined settings).

If more than 2 positions were added the Build Loop button activates. Click the B
button to add a backward camera positions to the tour.

Click the Test Tour/Stop Tour toggle button to test new tour (click once more to
Press Save button below the tours list to save the tour.

uild Loop

stop).

2. MVR Control Center

/o
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@Zﬂ sony
@.ﬂ pan
SOMYs
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gl ama030

B

Setup Tour | Setup Schedule |

Home

Preset

Pan  Tilt

[ Show Locally

Reconnect

Goto Preset/PTE

|'-.fla|:| computer * I

] |
Tesk Taur |

Lasks I

Zoam

Zoarm

tourl Position=1 [c=1,p=0,t=0,z=0,5=10]
Position=2 [c=1,p=738,t=A0,z=1444,5=10]

Add Dl .ﬁ.u:lu:l| Del | Move Up | Move Du:uwnlBuiI-:I

Loop |

add |=| Dup Save

Delete

Fig 35. NVR Control Center — Cameras — Tour
(Configure Tour.)
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2. Setup Tour Schedule

After one or more tours were configured for the camera you can also schedule what tours (if any) should be
activated during different days of the week and times of the day.

In the NVR Control Center — Cameras select a PTZ camera from the Cameras List and switch
to the Tour — Setup Schedule (Fig 36).

Press Add button below the schedules list to add a new schedule.

Leave No Time Restrictions radio button selected, and leave all days of the week
checkboxes checked to configure a 24/7 continuous touring;

— OR —

Select the Restricted Between radio button and define a time range FROM - TO and leave
proper days of the week checked to have the tour repeated these days only.
Selectapredefined tour from the Tour drop-down list the schedule will be applied to.

Check Use locally (without Proxy) checkbox to connect to the camera using local IP
address/port number during touring (optional).

v" The checkbox is only visible if the camera has both an internal and external connections
configured in the NVR Control Center — Cameras — Cameras Settings.

Press Save button below the schedules list to save the schedule.
Repeat the steps to add more schedules and save.

Q MVR Control Center

BE=

Carneras Lisk

General ||Cameras | Isers | Tasks | IO Devices | Manitar | Reports |

Synchronize

Cameras Settings I Security@alarm I Description i Recording  Tour Cameras tasks i

' This Location

Setup Tour  Setup Schedule |
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[09:00 - 10:00] [MaTuwWeThFr----]

" Ma Tirme Restrickions

% Restricked Between ...

FROM iDQ:III T ilEI:I:IEI

W Mon W Tue v wed
W Thu W Ei [ sat T sum

Tour itu:uurZ Li

&dd el

[ Use Locally (withaut Prozy)

Add |-

Cup | Save |Delete

Fig 36. NVR Control Center — Cameras — Tour
(Configure Tour.)
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The DETEXI NVR Tour service should be running and monitored by the Monitor
service in order to enable cameras touring. All NVR services are visible and
configurable in the NVR Control Center — Monitor.

v Tour service moves PTZ cameras through a predefined series of locations
according to defined schedules or on alarms or events.
v Saved schedule will be named based on the settings defined within it.

Group of Cameras

1. Setup Group of Cameras

Each user can organize the cameras this user has access to into meaningful groups for more effective

camera selection.

.ﬁ. MVR Control Center

BEX

General | Cameras ||Llsers | Tasks | IO Devices | Manibar | Feporks |
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add | Dup | Save |Delete“
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Fig 37. NVR Control Center — Users — Groups of Cameras
(Setup Group of Cameras.)

1. Inthe NVR Control Center — Users select a user from the Users List and switch to the Groups of
Cameras (Fig 37).
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2. Press Add button below the Group List and enter Group Name — the name appears in the list.

3. Select a camera from the Available cameras list and click "<" button to add the camera to the
Selected cameras list.

4. Press Save button below the Group List to save the group.

2. Select Group of Cameras

In many cases where there is a cameras list the groups list will also be provided, for example, in the
DETEXI Client start page.

DETEZI

IP VIDEO SECURITY

onguard
[ Metshield W
[JCHSG K ARCHIVE
Excalibur
Get sers
=g |_ [ Cameras ”~
------ el ﬁ-ﬂ AxisZ07
l T~ @ Axis24104
: r@-ﬂ Axis1031 = Password
- gl Panasonic e
R feleele T
e I_@Eﬂ CNSG212
...... ﬁ_q Sony Logout
I v @ Excaliburg b .
Jviden selected a0 Py

Fig 38. DETEXI Client — Start Page
(Select Group of Cameras.)

1. Inthe DETEXI Client — Start Page select a group from the top list to see the cameras from this
group only (Fig 38).
2. Select a camera from the cameras list.

v" In the Remote Client the cameras available in the start page cameras list will depend upon the
user logged in permissions.

3. Click GO button to launch the camera live view.
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Configure Sequence of Cameras

Sequence can be considered as a virtual IP-device video input that consists of sequence of multiple video
inputs with configurable order and execution. Any sequence is created by compiling IP-devices’ video
inputs configured within the DETEXI NVR into a series of positions. Each position can contain one or more
video inputs, splitting the screen if necessary to show all chosen video streams at once. Sequence can be
used in any way that a normal IP-device can —

e Sequences will show in the Cameras List for selection like a normal camera/ video server.

e Sequences can be viewed in the Live View (Single or Multi-camera).
e Sequence can be used as a carousel feature with the 1+5 or 1+11 multi-camera view, with
the sequence in the hot spot cycling through the rest of the cameras organized around the

large spot.

1. Add New Sequence

1. Inthe NVR Control Center switch to the Cameras (Fig 39).
2. Below the Cameras List make sure that Sequence is chosen as add type from the drop-down
list next to the Add button, then click Add button to open a blank Cameras Settings dialog.
B NVR Control Center [;] ml X
(3ener al ] Cameras | Users | Tasks | IODevices | Monitor | Reporks | Synchronize
Cameras List | Cameras Settings l Security@larm ] Description | Recording | Cameras tasks 1
I SONY FeiSOP Py
g sONY Cs0M | Mame[401]  |AXIS AUDIO Show Camera
@3.11 S0 C350R Type ].ﬁ.xis LJ 24104 rel. 4, 30 Determine camera driver
@3& SOMY RZ300-
@.ﬂ SONY RRZ30P-M Driver | ixis 5 - Quad |
[~ Flip Image
SN DFZO Address |65.96.23 181 6603 [ \ith pr2
@3.9 SOMY DFFOP
h] SONY CS11 Proxy Type ]Direct _j [~ Check Alarm
SO SHC-F1 By | JD [ Exclade from recording
@3& SOMY SNC-PS v Sound
534 SN CIFSOR I Stopt = ack
@.ﬂ SN DFSOP [ Restore for Recorder
@341 SOMY DFE0N
E‘g_q SO DFSO0P Image Size 2CIF ~ | Max FP5 on Write |30 Max FP5 on Request 130
@3.11 SN RXS30M Images path for FTP Serwver la:xiszl i}
k] SONY RAS30P
E SOMY RYSTOP | Mumber of sul:u-u:ameras:;|4 Alarm Inputs:ll 2oukpuks: | L ComPorks: 11
RO Bty MNi dictive PTZ éudio [FAT] Narme masFPS Alive
R SOMY RZ25P LOCAL
=f qq009 1 v ¥ T ¥ RI¥ T video Input 1 [o I
Eg.ll Copy of ¥Dis-emulation =ul -
3 aaaa [l - st
<] |3 | | = eal |
add I: Dup ' Save Delete |  Sub-cameras |.ﬁ.l-arm inputs J Qukputs J C-:umF‘u:-rts,l'r'-"ILIX]

1 ® Video server

Sequence

Fig 39. NVR Control Center — Cameras — Cameras Settings

(Add a New Sequence.)
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2. Name Sequence, Add Position

1. Inthe Cameras Settings enter the sequence Name (Fig 40).
Check Repeat checkbox to loop the sequence. Leave time(s) as 0 for the sequence to loop
infinitely. You may also want to define with FPS for the video streams to be displayed at.

3. Right-click in the white box and choose Add Position to add the first position in the sequence.
Define a Dwell time, as how long this position will be displayed before moving on to the next.

rﬁ MNVK Control Center g 0 W

e erdl ]Cameras Llsirs Tasks | I Dirvivies | FniLur Repur L Synchronlze

i_ameras List | Cameras Settigs lDesc'iptinn]

SO CSRNM [l -
SCNY CTROP | Name: [seq] v Repeat [0 times) wik FPS |30
SN RZI0M-N
SONY RZ30P-M
SONY DFFO
SONY DFFOR
SONY C511
SOHY SMNC-P1 [
SONY SHC-PS P
SOHY DF20M

SONY DIGOF

SONY DF30MN

SONY DR3OP

SOMY RSN

SONY Ren3S0P

SUNY R¥STOP

SONY Re=70N

SONY RZZSP LOCAL
q9:99

Copy of YDiE-emulation
34asa

et Tkem

Add Positon

Mo Diown

[l
£ il | &) |
.ﬁ.ddi Dup | Zave | Deete |

+H R T R R R R R R

Fig 40. NVR Control Center — Cameras — Cameras Settings
(Name, Add a New Position.)

3. Define Cameras

3. Right-click on the position item and choose Add Camera to add a video stream to the sequence
position (Fig 41).
4. Choose a desired camera from the list, and define image quality.

v' If the camera is PTZ, you may define PTZ coordinates to move the camera to when it
loads.

v"If you would like to choose a predefined preset, click the Connect button to the right to
populate the preset list. This would also bring live video in from the camera. .
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Fig 41. NVR Control Center — Cameras — Cameras Settings
(Define Camera.)

temporary and allows the camera’s sequence settings to be configured and

v Click Connect button to connect to the selected camera. This connection is
‘l’ tested.

4. Add More Cameras / Positions

5. Add more cameras to the sequence position if necessary — repeat steps 6-7 (Fig 42).
6. Add more positions to the sequence — repeat steps 5-8 until all desired positions are created.
7. Click Save button below the Cameras List to save new sequence.
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Fig 42. NVR Control Center — Cameras — Cameras Settings
(Add More Cameras / Positions.)

5. Assign Permissions

When the sequence is created the next step is to define which users will have access to this sequence in

the Remote DETEXI Client. Permissions for a sequence are set exactly as they are for camera/video

server.

1. Inthe NVR Control Center — Users select a user from the Users List (Fig 43).

2. Inthe User Information select a sequence from the Cameras List at the left and click ">" button to
add the permission to the user — the sequence name appears in the selected cameras list at the
right.

3. Select the sequence in the selected cameras list at the right.

4. Check proper checkbox under the User Rights to pass the previously configured camera
authentication settings — Adm, Oper or User.

5. Check Can PTZ checkbox below the selected cameras list to give the user PTZ permission on
the selected camera. This setting is enabled by default if the camera has PTZ capabilities when
assigned to the user.

6. Click Save button below the Users List to save user settings.
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Fig 43. NVR Control Center — Users — User Information

O

(Assign Permissions.)

Enable Recording

Be sure that User Rights (Adm/Oper/User) settings make sense considering
the authentication settings in the Security & Alarm.

The User Rights chosen for the first sequence configured will automatically be
assigned to each camera after that unless manually changed.

PTZ permission is defined on a per-camera basis, and is enabled by default if the
camera has PTZ capabilities when assigned to the user.

Before setting up any type of recording ensure first that recording is enabled for the selected camera. After
the camera was generally defined in the NVR it has recording enabled by default — the Exclude from
recording checkbox is unchecked.

e Turning on recording requires at least one schedule to be added and configured for the

camera,; type of recording, and motion settings (if appropriate) defined.

e To optimize performance disable recording for the cameras that are not intended for recording.
Thus the Recorder will ignore those cameras completely, freeing resources for other tasks.
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1. Disable Recording

In the NVR Control Center — Cameras select a camera from the Cameras List (Fig 44).
In the Cameras Settings check Exclude from recording checkbox to disable recording for the
camera.

3. Click Save button below the Cameras List to save changes.

-
—
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Fig 44. NVR Control Center — Cameras — Cameras Settings
(Enable Recording.)

recording schedules and configurations by using Exclude from recording
checkbox. If recording is enabled again later (the checkbox is unchecked again),
all previous recording schedules and configurations will be restored.

' 4 Recording can be temporarily disabled for a camera without removing

2. Setting Up Camera Recording Instructions

In the DETEXI NVR video can be recorded on schedule (24/7 or other) with or without motion
detection and on trigger.
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e Scheduled recording can combine both continuous and triggered recording instructions
(within schedule).

e An alarm-triggered recording can be activated by, for example, video motion detection or an
external input through a camera’s input port.

e  With scheduled recordings, timetables for both continuous and alarm or motion recordings
can be set.

After setting up the type of recording method, the quality of the recordings can be determined by
selecting the video resolution, and level of image compression. The number of frames per
second can be set in all recording modes.
e These parameters will affect the amount of bandwidth used as well as the size of storage
space required.

Any type of recording can be configured for the selected camera in the NVR Control Center — Cameras
— Recording (Fig 45). Learn the details in the Setup Recording section.

-
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Fig 45. NVR Control Center — Cameras — Recording — Schedule
(Setup Recording Instructions.)
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allow a better understanding of how to configure system settings including

' v Learning the DETEXI NVR motion detection and event management system should
recording rules.

v All NVR services are visible and configurable in the NVR Control Center —
Monitor.

3. Start or Synchronize Recording Services

There are two NVR services that should be running and monitored by the Monitor service in order to
record — Recorder and Check Drive.

e Recorder service records information and images from each video input into the NVR archive,
according to the configured schedules, preferences, alarms and events.

e Check Drive service monitors the condition of the storage path and device to confirm existence
and available space for new video being recorded to the archive.

The DETEXI NVR recording services support runtime configurations. This means that changes in the
cameras recording settings can be made without stopping the NVR services. When you are ready for
your recording settings to take effect, start the Recorder and Check Drive services from the NVR Control
Center — Monitor or if the services were running and monitored during the configuration just click the
Synchronize button to activate the new configurations.

v" The Synchronize button is found in the upper right corner of any NVR Control Center page.

4. Check Alarm Service

If Recording on Input Alarm method is setup in a cameral/video server schedule, the Check Alarm
service responsible for watching the status of IP device inputs should also be running and monitored.

e Check Alarm service monitors the hard inputs of connected video devices, and raises alarms
when defined changes are seen on such inputs.

Video Motion Detection

Video motion detection (VMD) is the original, most basic and prevalent
intelligent video analysis in video surveillance. Video motion detection is a key
function in the DETEXI NVR. It is a way of defining activity in a scene by
analyzing image data and differences in a series of images.

° Using the NVR motion detection functionality alleviates the workload
for any recording devices in the system. It also reduces the use of
bandwidth, in addition to storage space, and makes event-driven
surveillance possible because no video (or only low-frame-rate video)
is sent to the operator or recording system unless activity is detected in
a scene.

e The NVR provides the video motion detection functionality even to the
network cameras that do not have this as a built-in feature. This means
that a network camera will send video to the NVR software for analysis.
Motion can be detected in any area of an image. In addition, users may

be able to set different motion detection sensitivities.

DETEXINVR 71-169



e Using VMD helps in prioritizing recordings, and making searching for events easier. Motion
detected data can be included in a video stream to simplify activity searches in the recorded
material (scheduled with motion detection type of recording).

e Once motion is detected, the NVR can trigger an external device (such as a door to open or
close, a light to turn on or off), initiate recordings from selected cameras, and send e-mail alerts.
Alerts also can be triggered if motion stops.

1. Adjust Motion Settings

Motion can be detected in any area of an image. In addition, users may be able to set different motion
detection sensitivities. When a recording schedule has motion detection enabled, the Motion Settings
become available to the user. These settings are not required, but can be used to optimize motion
detection for each individual camera and its environment.

e  Motion settings apply only to the currently selected recording schedule, allowing
different motion settings to be applied to different times of day and levels of light.

e A set of motion settings can be defined as the default, which will automatically apply to all new
schedules created for that camera.

Motion Indicator Graph / Roughness and Sensitivity
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Fig 46. NVR Control Center — Cameras — Recording — Motion Settings
(Adjust Motion Settings.)
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Video motion detection defines activity by analyzing data and differences in a series of images. Software
algorithms continually compare images from a video stream to detect changes in an image. The motion
indicator graph (at bottom left) indicates the motion detected (Fig 46).

v' Eachvertical line in the graph indicates motion detected; the height of the line shows how
much motion was detected at the moment.

v" When a vertical line passes above the green horizontal line it turns red, indicating that
motion detected will trigger the system reaction.

Two parameters are available for fine-tuning the system. These parameters include the Roughness for
how large an object should be for the system to trigger, and Sensitivity for how much an image can
change before the system reacts. Finding the right balance between these settings will directly impact the
number of false alarms the system will give and whether all relevant motion in the scene is detected.

Region of Interest (ROI)

Region of interest (ROI) defines the region of the camera’s view that should be analyzed for motion.
Regions that will be analyzed show red, while motion in unpainted regions will be ignored. The ROI grid
can be resized and moved, and each box within the grid can be turned on or off individually. If no ROl is
defined, the entire view will be analyzed for motion.
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Fig 47. NVR Control Center — Cameras — Recording — Motion Settings
(Region of Interest.)

To create a Region of Interest (ROI) for an existing recording schedule (Fig 47):
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1. Inthe NVR Control Center — Cameras select camera to configure from the Cameras List and
switch to Recording.
Select a recording schedule with motion detection and switch to Motion Settings right side tab.
3. Draw a ROl by left-clicking and dragging from the upper left corner to the bottom right corner of
the image — a red grid will be drawn, indicating where the ROl is.

v" To resize ROI select the bottom right corner and drag it.

v" To move ROI left-click and drag it to a new place.

v To deselect/select a section of the ROI click on the section holding Ctrl key.
v

To clear ROI right-click and select Clear ROI.

Setup Recording

Recording Options

Recording in the DETEXI NVR is either schedule based or event based (triggered), and many recording
options are available.

1. Schedule Based Recording

Schedule based recording can be set up as continuous (24/7 or other schedule) with or without motion
detection or triggered. An alarm-triggered recording can be activated by, for example, video motion
detection or an external input through a camera’s input port. Scheduled recording can combine both
continuous and triggered recording instructions (within schedule).

e Recording without Motion Detection — video is recorded constantly while on schedule, without
motion analysis being done.

e Recording with Motion Detection — video is recorded constantly while on schedule, the video is
analyzed and encoded with markers when motion is detected for faster and smarter replay.

e Recording on Motion Only — video is analyzed constantly while on schedule, but only recorded
when motion is detected.

e Recording on Motion Alarm — video is analyzed constantly while on schedule; the alarm raises
when motion is detected starting the alarm video recording and execution of assigned task. An
assigned task must NOT include the Record Camera action because a video stream is
already initiated.

e Recording on Input Alarm — the hard input(s) of the camera are monitored while on
schedule; when an alarm is detected the execution of assigned task starts. Recording of alarm
video occurs |IF ONLY the assigned task includes the Record Camera action that initiates
a video stream from the camera.
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2. Event Based Recording

Recording on NVR event — video is recorded for any defined camera when a chosen event occurs in the
NVR. The NVR response configuration is based on the NVR Task Execution Engine. In the NVR trigger is
a set of criteria that, when met, starts the execution of assigned task. When an event is triggered, some of

the common responses can occur, if configured. Recording occurs if assigned task includes the Record

Camera action.

v

v Record Camera action records alarm video for a user-defined camera or for the
camera associated with the event that triggered it. The length, picture quality, and
camera position of the recording can be defined if desired. An alarm snapshot can
also be taken by this task.

v Learning the NVR event management system should allow a better understanding
of how to configure system settings including recording instructions.

3. What is Important to Remember

A O NP

Before any recording can occur an IP device (network camera or video encoder) must be
defined in the NVR Control Center.

Before setting up any type of recording ensure first that recording is enabled for the IP device.

Turning on continuous recording requires at least one schedule to be added and configured for
the IP device.

Scheduled recording can combine both continuous and alarm-triggered recording instructions
(within schedule).

Recording can be triggered by any event in the NVR by including Record Camera action in the
assigned task.

If recording on Input Alarm method is setup, the IP device inputs must be defined in the
cameras settings for the NVR to be aware of external devices connected to the inputs and the
Check Alarm service responsible for watching the status of IP device inputs should be running
and monitored.

When you are ready for your recording settings to take effect, start the Recorder and Check
Drive services from the NVR Control Center — Monitor or if the services were running during
the configuration just click the Synchronize button to activate the new configurations.

Setup Schedule, Video Quality

In the NVR Control Center — Cameras select a camera from the Cameras List (Fig 48).
Ensure that recording is enabled and switch to the Recording.
Click Add button under the blank Schedule list to add a new recording schedule.

Leave No Time Restrictions radio button selected, and leave all days of the week checkboxes
checked to configure a 24/7 continuous schedule;

Select the Restricted Between radio button and define a time range FROM - TO and leave
proper days of the week checked to have the schedule repeated these days only.

To setup video quality under the Image and Position Setup —
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v" Select Resolution from the drop-down list the video will be recorded at. Higher resolution
means better image quality, and larger file size (4CIF on the sample).

v" Enter FPS — the number of frames per second that will be archived. Higher FPS means
more fluid motion, and larger file size (3 on the sample).

v' Enter Compression % which will be applied to the video before it is archived. Lower
compression percentage means better image quality, and larger file size (20 on the
sample).

6. For a PTZ camera setup initial position on starting scheduled recording.

7. Forrecording without motion detection on the Motion tab Motion Detection checkbox should
be unchecked (motion detection is set by default).

8. Click Save button below the Schedule list to save the schedule.
— OR —
For setting up recording with motion detection continue to Setup Motion Detection.
— OR —

For setting up alarm-triggered recording continue to Setup Alarm-triggered Recording.
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Fig 48. NVR Control Center — Cameras — Recording — Schedule
(Setup Recording Schedule, Video Quality.)
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4 Recording is enabled for the selected camera if the Exclude from recording
u checkbox is unchecked in the Camera Settings.

4 After saving the schedule, it will be named based on the settings defined within it.

v Video quality settings apply only to the currently selected recording
schedule, allowing different video quality to be applied to different situations.

v Defining a recording schedule at a specific resolution, FPS and compression may
affect live video streams from this camera — depending on whether the
camera supports simultaneous video streams with different parameters such as
this. Check the specifications of the camera in use.

Setup PTZ Camera Initial Position
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Fig 49. NVR Control Center — Cameras — Recording — Schedule

(Setup PTZ camera Initial Position.)

To setup a PTZ camera initial position on starting scheduled recording (Fig 49) —

1. When camera is selected, click on the Connect/Stop toggle-button in order to connect to the
selected camera (click again to disconnect). On successful connection live video from the camera
will appear.
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If Connect camera immediately checkbox in the NVR Control Center — General is
checked the connection will be established immediately and the Connect/Stop toggle-
button will not be available.

This connection is temporary and allows the camera’s settings to be configured and
checked.

A PTZ camera preset positions are only available if the connection is established.

Show Locally checkbox can be checked to connect to the camera using local IP address
and port number (during configuration time only). The checkbox is only activated if camera
has both an internal and external connections configured in the NVR Control Center —
Cameras — Cameras Settings.

Under the Image and Position Setup enter Pan, Tilt, Zoom parameters or select a preset

position from Preset drop-down list.

v

Getting PTZ values of the current camera position click on the Get PTZ button.

Setup Recording with Motion Detection

Recording with Motion Detection — video is recorded constantly while on schedule. The video is

analyzed and encoded with markers when motion is detected for faster and smarter replay.
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Fig 50. NVR Control Center — Cameras — Recording — Schedule
(Recording with Motion Detection.)
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v

With a selected camera schedule, on the Motion tab check Motion detection checkbox.

Set the Motion Step — the sample rate for motion analysis (Fig 50).

v/ With a motion step of 1, every frame will be analyzed. With a motion step of 3, every third
frame will be analyzed and so on.

If necessary, switch to the Motion Settings right side tab to adjust motion settings —

roughness, sensitivity, region of interest (ROI) and return to the Schedule.

Click Save button below the Schedule list to save the schedule settings

— OR —

For setting up alarm-triggered recording continue to Setup Alarm-triggered Recording.

Add more schedules for the camera or switch to the Camera Settings to save new settings, than
you can select another camera to configure.

v The actual time between frames compared for motion detection will depend upon
the FPS defined in the schedule.

Setup Recording on Motion Only

Recording on motion only — video is analyzed constantly while on schedule, but only archived when

motion is detected.

LN PR

With a selected camera schedule, on the Motion tab check the Motion Only checkbox.
Set the Motion Step — the sample rate for motion analysis.

If necessary, switch to the Motion Settings right side tab to adjust the motion settings.
Click Save button below the Schedule list to save the schedule settings

— OR —
For setting up alarm-triggered recording continue to Setup Alarm-triggered Recording.

Add more schedules for the camera or switch to the Camera Settings to save new settings, than
you can select another camera to configure.

Setup Alarm-triggered Recording

1. Recording on Motion Alarm

Recording on Motion Alarm — video is analyzed constantly while on schedule; the alarm raises when
motion is detected starting the alarm video recording and execution of assigned task. An assigned task
must not include the Record Camera action because a video stream is already initiated.

With a selected camera schedule switch to the Alarm tab below the schedule list (Fig 51).

Check the Alarm on Motion checkbox.

Select an appropriate predefined task from the Execute task drop-down list below the checkbox.
The assigned task must not include the Record Camera action because a video stream is
already initiated.
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Enter a quantity of Pre Alarm and Post Alarm recording frames.

5. Enter a Dwell time to prevent for this time an alarm recording from being interrupted by a new
soft-alarm.

6. Click Save button below the schedule list to save settings.
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Fig 51. NVR Control Center — Cameras — Recording — Schedule — Alarm
(Recording on Motion Alarm.)

executed hasn’t been assigned (Pre-Alarm + Post-Alarm number of frames

' v When motion is detected the alarm video recording starts even if the task to be
specified).

2. Recording on Input Alarm

Recording on Input Alarm — the hard input(s) of the camera are monitored while on schedule; when an
alarm is detected the execution of assigned task starts. Recording of alarm video occurs if only an
assigned task includes the Record Camera action that initiates a video stream from the
camera.
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Fig 52. NVR Control Center — Cameras — Recording — Schedule — Alarm
(Setup Recording on Input Alarm.)

1. With a selected camera schedule switch to the Alarm tab below the schedule list (Fig 52).
Select Input Ports from the Alarm on drop-down list.

v' The on Events selection is for intelligent IVAS cameras only.
3. Select an appropriate predefined task from the Execute task drop-down list below.

v" Recording of alarm video occurs if only an assigned task includes the Record
Camera action that initiates a video stream from the camera.

Enter a quantity of Post Alarm recording frames.
5. Click Save button below the Schedule list to save settings.

in the cameras settings for the NVR to be aware of external devices connected to
the inputs and the Check Alarm service responsible for watching the status of IP
device inputs should be running and monitored. (Pre-Alarm + Post-Alarm
number of frames specified).

' 4 If Recording on Input Alarm method is setup, the IP device inputs must be defined
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Configure Camera Inputs/Outputs

The range of external devices that can connect to a network video product’s input / output ports is almost
infinite. The basic rule is that any device that can toggle between an open and closed circuit can be
connected to a network camera or a video encoder. The main function of a network video product’s output
port is to trigger external devices, either automatically or by remote control from an operator or a software
application.

v" Network camera or video encoder inputs/outputs must be defined in the NVR Control Center —

Cameras — Cameras Settings for the NVR to be aware of external devices connected to the IP
device inputs/outputs.

1. Configure Camera Inputs
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Fig 53. NVR Control Center — Cameras Settings — Alarm Inputs
(Configure Camera Inputs.)

To configure camera inputs connected to external devices (Fig 53):

1. Inthe NVR Control Center — Cameras select camera to configure from the Cameras List.
In the Cameras Settings enter the number of connected inputs inthe Alarm Inputs field.
Switch to the Alarm Inputs bottom tab — the Input Number drop-down list will automatically be
populated with the number of inputs defined.

4. Select the Input Number from the list to configure the device connected to this input.
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Enter a descriptive Name.
Select a Normal Status radio button — Open or Closed — indicating whether the input is connected
as normally open or normally closed.
If you are not sure, click the Check Current Status to query the status of the input port.
v'If, for instance, the status returns as Open, and the device is not in the alarm state, then the
normal status should be set to Open.

Repeat steps 4-7 to configure all external devices connected to the camera or video server input ports.

ports on the terminal block are associated with which inputs.

' v Check the documentation of the camera or video server for information on which

4 Be sure that the NVR input settings make sense considering the IP device
specification.

2. Configure Camera Outputs

IP-device outputs can be configured with toggle and/or momentary behavior.

e With toggle behavior, the state is simply switched indefinitely (i.e. unlock door strike, lock door
strike).

e With momentary behavior, the output is set to the non-normal state for a period of time before
being returned to the normal state (i.e. unlock door strike for 3 seconds; then return to locked).

e If both options are configured, either action can be taken by the operator or task — each will have
their own action button inthe DETEXI Client.

To configure camera outputs connected to external devices (relays) (Fig 54):

1.

In the NVR Control Center — Cameras select a camera to configure from the Cameras List.

In the Cameras Settings enter the number of connected outputs in the Outputs field.
Switch to the Outputs bottom tab — the Output Number drop-down list will automatically be
populated with the number of outputs defined.

Select Output Number from the list to configure the device connected to this output.

Enter a descriptive Name.

Select a Normal Status radio button — OFF or ON indicating whether the output is connected as
normally OFF or normally ON.

To select a relay type under the Behavior check the Toggle and/or Momentary checkbox. The
selected relay type Action button activates.

v'If, for instance, similar relay Action buttons will be available on the DETEXI Client's camera
live view allowing for external devices (relays) to be triggered.

v" To customize a relay Action button click on it to launch the Relay Types dialog.

v' The default off-delay for momentary behavior is 3 seconds.

Repeat steps 4-7 to configure all external devices connected to the camera or video server input ports.
Under the State on Close check proper checkbox — Unchanged , ON or OFF.

v' For instance, if the device is a door strike that should always stay locked, the state on close
OFF may be desired to prevent from accidentally leaving the door open.

Repeat steps 4-8 to configure all external devices connected to the camera or video server output
ports.
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Fig 54. NVR Control Center — Cameras Settings — Outputs
(Configure Camera Outputs.)

v Check the documentation of the camera or video server for information on which
" ports on the terminal block are associated with which outputs.

v Be sure that the NVR output settings make sense considering the IP device
specification.

3. Customize Relay Action Button

IP-device outputs can Customized relay action buttons are important for systems using many different
types of external devices connected to cameras and/or video servers outputs: door strikes may work best
with 8 second activation, where alarm sounding devices (horns or bells for instance) should be activated for
only 3 seconds perhaps.

e Customized relay action buttons allow also for intuitive control for users.

How to configure a customized relay action button —

1. Inthe Relay Types click the Add button to add a new relay action button (Fig 55).
2. Enter a descriptive Nam.
3. Click Load buttons to download images for the normal and down positions of the button.
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v" Images must be either 24 x 24 px BITMAP files (24-bit) or 16 x 16 px ICO files.

v
directory.

4. Check the Transparent checkbox to convert BITMAP image to have a transparent background.

A few icons of this type are available on the installation CD in the Utilities/NVR Output Icons

v' Top-left pixel color is considered as a background.

5. For momentary relay types, define a custom momentary delay before the output is turned back off.

Click Save button to save a new relay action button.
7. Select a relay action button for use from the list and click Select button.

v' Click Cancel button to return without changes.

v" Click Default button to return to default settings.

& Gelect |

&, Relay's types g@
:. Gate Narne [3]
IGate
Image -,. Load

Transparent v

Down L Load
image: L

Trarsparent v

Momentary delay 3000 ms

’ Default |

Fig 55. NVR Control Center — Cameras Settings — Outputs

(To customize a relay Action button click on it to launch Relay Types dialog.)

4. Control Relay

After an IP device outputs were defined in the NVR Control Center — Cameras — Cameras
Settings they are ready for use in tasks triggered by alarms/events, or manually by operators in the

DETEXI Client.

v

O

Relay Action buttons will be available on the DETEXI Client's camera live view allowing for external
devices (relays) to be triggered (Fig 56).

The momentary relay only has been enabled for the output — only one relay
action button is visible.

If multiple outputs are connected to and configured on the camera, a drop-down
list to choose the output number from will be available. When an output number is
chosen, the configured control buttons will be displayed for use.
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Controls Carm List | Start Recording | Stop Recording || Capture |1 Talk Lk (M |

10 18 | SET Zoom |

| 15.24 fps. | | Fullscreen |

Fig 56. DETEXI Client — Camera Live View
(Control Reley Using Action Button.)

Setup FTP Pushed Video

A network camera has its own IP address. It is connected to a network and has a
built-in Web server, FTP server, FTP client, e-mail client, alarm management,
programmability, and much more. A network camera operates as an independent
server on a network and can be placed wherever there is an IP network connection.

The File Transfer Protocol (FTP) is a network protocol for data transmission via
TCP/IP. It primarily is used to transmit files from a server to a client (download) or
from a client to a server (upload).

1. FTP Client — FTP Server Event-based Connection

Network cameras or video encoders (video servers) can use FTP to transmit JPEG a4 =
images or MPEG-4 video sequences to an FTP server for archiving purposes. In such a case, the network
camera acts as an FTP client and establishes an event-based connection to the FTP server. It then transmits
multiple JPEG images to the server and stores them to a specific directory using different file names. The
DETEXI NVR has its own FTP server and can receive these images and incorporate them into the Archive
just like any streamed recording.
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Allowing the alarm processing to be done on the camera, removes the need to constantly
stream video to the NVR.

With such "bursts" of high quality video triggered by alarms low bandwidth networks such as
wireless radios can be successfully used.

A secure communication with network cameras is created by providing some kind of identity —
through a username and password to the camera and the DETEXI NVR. If authentication
authorized and accepted, that is, verifying whether the device has the authority to operate as
requested, the device is fully connected and operational in the system. This allows protecting the
camera from an attacker who knows camera’s IP address.

To configure a network camera on detecting an alarm or event to deliver images sequentially to
an FTP server the set-up wizard in the product should be used.

The NVR FTP Server service should run and be monitored. FTP Server service receives
images from cameras via FTP and writes them into the NVR archive. It also raises an alarm
when such images are received from a camera, and can also be used for FTP notification of IP
address changes from the camera to the NVR.

2.Setup NVR FTP Server

[QCi

5. NVR Control Center

E General | Cameras | Users

Global Settings ] NYA Locations 1 Camera Locations 1 Yoice Setup  FTF Server ] Advanced

Tasks ronitor Reports Synchronize

Part ta ligten 121

Foot Directory ]e:'xar-:"-.ftp

Dizgconnect when idle iE‘-EI TEC.

chzg [cheg)
deteni []

Add Save

|Jzer Name1Test

Uzer Real Name iTest

Uzer pazsward ]

I1zer Pazzawaord u:u:unfirmatiu:un]

Ilzer Home Directary in:::"-.

[~ Dot Filker Files ' Enable " Dizable

Drelete

Fig 57. NVR Control Center — Genera — FTP Server
(Setup DETEXI NVR FTP Server.)

1. Inthe NVR Control Center go to the General — FTP Server (Fig 57).
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Define the Root Directory on the NVR FTP Server.

Enter Port to listen number and specify Disconnect when idle time.

Click the Add button below the users list to create a new user.

Enter User Name and Password — for the camera’s FTP connection authentication.

v" Even though a specific username/password can be used for each network camera, the same
username/password can also be used for all of them.

v" Proper authentication information must be provided to the cameras.

Leave the User Home Directory (standard FTP Server setting) blank — images from each camera
will be saved in a subfolder, named based on the Images path for the FTP Server camera’s setting.
During normal operation the Do not Filter Files checkbox must be unchecked.

Any user from the users list could be temporarily disabled by selecting Disable radio button.

Camera FTP Setting in the NVR

To define where the images FTP’ed from an IP device will be stored when uploaded —

1. Inthe NVR Control Center — Cameras select a camera from the Cameras List and switch to the
Recording (Fig 58).
2. Enter the Images path for FTP Server; the images FTP’ed from the camera will be saved in this folder
in the FTP Server Root Directory, specified inthe NVR Control Center — General — FTP
Server.
v" The same path must be setup in the IP device built-in FTP Client for the FTP’ed files upload
path.
# =
B, NVR Control Center [g i:i
General | | Cameras | Users Tasks tMonitor Reports Swvnchranize
Cameras Lisk | Cameras Settings lﬁecurity&.ﬁ.larm ] Description 1 Recording ] Tour ]
" | This Location [l
1 vig | Mame[101] |2400 Show Camera
WDGE-emulation Type |.ﬁ.xi5 _vj 2410 rel 4,20 Determing camera driver
gl CMSG DETEXI
= @ 2900 = || Driver |fixis W5 - Quad | _
@Eﬂ i [~ Flip Image
2 Address  |192,168.10.146 2081 = withprz
Eg.u £ || Proxy Type |Llse as External Address j v Checkalarm v Locally
_ g | Proxy l68.179.116.162 [os: [ Excludefrom recording
@Eﬂ DCs [~ &ound
@Sﬂ 205 [ Stop bouring while ackive
E,E-ﬂ SOMNY PTZ TEST ¥ Restore for Recorder
@Eﬂ IDYIEW
53” ICVIE W= Image Size CIF | Max FP5 on Write (30 Max FPS on Request (30
E,E-ﬂ CM3G PAMASONIC Images path for FTP Server ] BxisS
IWiZ
E SANYO Mumber of sub-cameras:l# alarm Inputs:|4 Cukputs; |2 ComPorks: ]2
lg3 Pixord Mi_ Active PTZ Name masFPS  Alive
@Eﬂ AIS 2130
I ELMO 4 v] T T |o B
@Eﬂ SOMNY DF40M e e
lGki Yivotek TEST o reset position on close: 1 ig
= L gy =} . I
<] 1l | (2] Fill presets ] _:_J set dealimane I
fdd {v [up Save | Delete l Sub-cameras | Alatm inputs J Cukpuks ] ComPorts MU J

Fig 58. NVR Control Center — Camera Settings
(Define Images Path for NVR FTP Server.)
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File Filtering

1. In the NVR Control Center go to the General — FTP Server during normal operation the Do not
Filter Files checkbox must be unchecked (Fig 58).

v

In this case, when the images are uploaded and saved in the Root Directory subfolders the
NVR immediately filters those files to determine weather they belong in the NVR Archive based
on their file names. If any file name does not make sense to the NVR, the file will be thrown out
rather than integrated into the archive.

The IP device FTP Client should be setup for proper file naming. The file names must be of the
correct format, which the NVR understands.

File filtering can be temporarily disabled, allowing you to ensure that files are being uploaded to
the NVR FTP Server properly.

2. Totemporarily disable file filtering check the Do not Filter Files checkbox.

v' Be sure to turn the file filtering back on, or images will not be recorded to the NVR Archive.
= —
5. NVR Control Center g_ﬂ
i General | Zameras | Isers | Tasks | Maonitar | Reporks Synchronize
Global Settings I NYA Locations i Camera Locations | Yoice Setup  FTF Server ; Advanced
Foot Directory !e:'xar-:"-.ftp
Part Lo lizten 121 Dizconnect when idle iE‘-EI TEC.
Test[Test] !
chzg [cheg)
deteni []
|Jzer NameiTest
Uzer Real Name!Test
Uzer passwardi
Ileer Pazzword u:u:unfirmatiu:unl
Ilzer Home Directary in:::"-.
[~ Do nat Filker Files % Enable " Dizable
Add Save | Delete |

Fig 58. NVR Control Center — Genera — FTP Server
(File Filtering.)
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4. Setup Action on FTP Alarm

In some wireless configurations, and other environments where constant streaming is not possible, video
can be uploaded via FTP based on decision making within the IP-device. When video is uploaded to the
DETEXI NVR FTP Server, the video is merged into the archive as alarm video, and the FTP Alarm event
is raised. To setup an action to be executed on the FTP Alarm a previously created task should be
assigned to the event.

1. Inthe NVR Control Center — Cameras select a camera to configure from the Cameras List and
switch to the Security & Alarm (Fig 59).

2. Under the Actions on Alarm select an appropriate predefined task from the FTP Alarm Task drop-
down list.

3. Click Save button below the Cameras List to save settings.

—
5. NVR Control Center E_ﬂ
General | | Cameras | |=grs | Tasks | Maonitar | Reports | Synchronize

Cameras List Cameras Settings  Security&dlarm IDescriptiDn i Recording I Tour I
" This Location |__A:] [ Mames and Passwords
@'q vdg Lser name iview User pwd !****
YOnz-emnulation —
lgH CNSG DETEXD Oper name [root Oper pud |

&dm name iru:u:ut &dm pwd i****

1 |
2. Actions on alarm
3

. 4 Check status kask; I :_j
4.C4-R
=l

S FTP alarm task: |task_s::|n';.f

205

SONY PTZ TEST
IDNIE W

IDNVIEWZ

CNSG PANMASONIC

= 2400
i

"B

SANYD

Pizord

Axls 2130 Mumber of sub-camera i1 vi

Eg\:ﬁ BE4BH Location to plav message Fru:-m:!

Wivotek TEST ™ | [ Play Alarm |
=T T ) (¥ [Message! I |

<] i | [

Add ad Dup Save !Delete | |

Fig 59. NVR Control Center — Cameras— Security & Alarm
(Setup Action on FTP Alarm.)

v Any task can include one or more actions/notifications, allowing for multiple

' 4 Each individual event can only have one task assigned to it.
things to happen when a single alarm or event is raised.

4 An event can also have a composite task assigned to it. Any composite task
consists of several predefined tasks of the user’s choice.
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5. Setup Camera Built-in FTP Client

Network cameras or video encoders can use FTP to transmit images to the FTP server. In such a case, the

network camera acts as an FTP Client and establishes an event-based connection to the NVR FTP Server.

To setup camera built-in FTP Client follow the instructions in the manual specific to the type of camera.

e Proper authentication information must be provided to the cameras as it was setup in the
NVR Control Center — General — FTP Server.

e The same path must be setup for the FTP’ed files upload path in the IP device built-in FTP Client

that was specified in the Images path for FTP Server camera setting in the NVR Control Center

— Cameras — Recording.

e Even though some cameras can have up to 4 1/O ports, only one particular port can be
associated with the FTP.

Since the network cameras do not have a standard format for the FTP sequence file names, different

names for the different camera types must be setup as provided in the following table to make sense to the

DETEXI NVR.

CAMERA TYPE FTP SEQUENCE FILE NAME (BASE)
AXIS 2120 alarm_caml
AXIS 2130 alarm
AXIS 2400 alarm
alarm_cam[X] for firmware older than 2.20
AXIS 2401 alarm_caml

AXIS firmware release from 4.00

alarm_cam[X]_%y%m%d_%H%M%S_#s . jpg

and higher ([X] — port number for the device)
SONY asony
JvC alarm_jvc

Panasonic KX-HCM280

alarm_panl_
(with date/time suffix and path: /Panason/alarm_panl_ in prefix)

1Qeye

alarm_1Q_$SD.$ST.$FN (under the Trigger Settings)

Lumenera

alarm_caml_%Y_%m%d_%H%M%S_%%041i . jpg
(under the Alarms — Path Settings )

Panasonic and AXIS cameras must be set for 24H in the Time Settings.

Instead of alarm, it could be raise stringin Base File Name settings. In
this case FTP server acts like 10Listener letting Recorder know that alarm is
raised on the camera.

v If the NVR FTP Server receives two or more ftp sequences from the same camera
within one minute, the alarm will be raised only once, nevertheless all ftp
sequences will be saved properly.
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6. Enable FTP Server Log Files

To provide assistance for testing and troubleshooting the NVR FTP Server log files should be enabled.
e Error.log file will only be created if there are errors to report.
e Debug.log file will contain basic alarm information for each upload.

e Trace.log file will contain verbose logging information for the FTP Server, including user activity
as well as every file uploaded.

By default, the DETEXI NVR components and files are installed in the C:/Program Files/CamServer
folder. All configuration databases, media, programs and log files are stored here.

Enable FTP Server Log Files

The FTP Server service should be running and monitored in order to upload the files FTP-ed from the
network cameras. When the service is running the NVR FTP Server icon will appear in the System Tool
Tray.

1. Double-click the NVR FTP Server icon — the NVR FTP Server interface will launch (Fig 60).

2. Switch to the Tools — Active Logs and select log files to be written.

£ NVR FTP Server

Ackions | Tools  Help

|Jzer Manage users |
Active logs F W Trace log
v Errors log
v Debug log

Fig 60. NVR FTP Server — Tools — Active Logs

(Enable FTP Server Log Files.)

View User Info

To view the information about users in the NVR network (Fig 61):

1. Double-click the NVR FTP Server icon in the System Tool Tray — the NVR FTP Server interface
will launch.
Switch to the Tools — Manage Users to view users list.

3. Click Close button to close the window.
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Fig 61. NVR FTP Server — Tools — Manage Users

(View User Info.)

NVR Input / Output Devices

In order to get the DETEXI NVR modules that integrate different mechanical and electronic security
solutions such as access control devices, building management systems and industrial control systems
specific licenses should be purchased and appropriate add-ons must be installed on the DETEXI NVR.

DETEXI NVR ADD-ONs Integrating I/O devices

License

Module Description

dtx-isonas base

DETEXI NVR-ISONAS Bridge Integration of ISONAS IP proximity card reader-

controllers solution

audio-gate base

DETEXI IP Audio Integrated two way audio/gate control module

access-control base

Integrated response to access control information
(Paradox panel, 1/0 PCI Card, Game Port)

DETEXI ICM

If you have an appropriate licenses acquired and proper add-ons installed you will see 10 Devices tab In
the NVR Control Center and will be able to setup and work with (Fig 62):

1. Gameport
2. IOBoard ET-PCI16l0
3. Paradox Spectra device

Task can be assigned to any event the device could create. On receiving signal from the device an
appropriate task will be executed.
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Fig 62. NVR Control Center — I/O Devices

(Add IO Device to the DETEXI NVR.)

v Any task can include one or more actions/notifications, allowing for multiple
things to happen when a single alarm or event is raised.

' v Each individual event can only have one task assigned to it.

v An event can also have a composite task assigned to it. Any composite task
consists of several predefined tasks of the user’s choice.
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Event Management

The DETEXI NVR has the ability to receive, process, and associate events
from different systems. Events can be received from access control, the
software, and the network video products themselves. Once an event is
triggered, the NVR register the event, associate it with a video clip from a
nearby camera, and alert an operator, or investigator by sending a
notification or by having a window with streaming video pop up on a viewing
terminal, or respond any other configured way. This allows remote
monitoring stations (Remote DETEXI Clients) to become immediately aware
of a change in a monitored environment and response to things that occur.

e Having event management functions in the NVR provides
tremendous benefits. It enables more efficient use of bandwidth
and storage space because there is no need for a network camera

or video encoder to send any video for viewing or recording unless
an event takes place.

e In addition, live monitoring of cameras is not required all the time. When an event takes place,
alerts and notifications can be sent, and all configured responses (actions) can be activated
automatically.

e Event management, which includes alarm handling, involves defining an event that activates a
network video product to perform certain actions. An event can be scheduled or triggered

Events can be triggered by, for example:

Input port(s) — the input ports on a network camera or video encoder can be connected to external
devices such as a motion sensor or a door switch.

Manual trigger — an operator can make use of buttons to manually trigger an event.

Video motion detection — when the NVR detects certain movement in a camera’s video, an event
can be triggered.

Responses

The DETEXI NVR can be configured to respond to events all the time or at
certain set times. The system response configuration is based on the NVR
Task Execution Engine. When an event is triggered, some of the common
responses can be configured include the following:

e Upload images for recording at specified locations and at a certain
frame rate using a specified compression type and level during the
course of an event.

e Activate output port: the output ports on a network camera or video
encoder can be connected to external devices such as alarms or a

door switch.
e Execute an external program on the DETEXI NVR, with user-defined parameters if desired.

e Send e-mail notification: this notifies users that an event has occurred. An image of the first frame
of the alarm video also can be attached in the e-mail.
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e Call a user-defined phone or pager and play alarm-specific or a user-defined WAV file or text-to-
speech message. Has the ability to attempt multiple times on failure.

e GotoaPTZ preset: this feature may be available with PTZ or dome cameras and enables the
camera to point to a specified position, such as a window, when an event takes place.

e Activate an audio alert — plays alarm-specific or a user-defined WAV file or text-to-speech
message over the NVR Server soundcard.

e Enable on-screen pop-up in the DETEXI Client, showing alive video from a camera where an
event has been activated.

e  Show procedures that the operator should follow — send a user-defined message to be displayed
on the operator’s computer.

alarms or motion detection) image buffers can be set in the DETEXI NVR, enabling
a network video product to send a set length and frame rate of video captured
before and after an event is triggered. This can be beneficial in helping provide a
more complete picture of an event.

' 4 In addition, pre-alarm (for soft motion detection) and post-alarm (for 1/0

Configure Alarm Server Service

The Alarm Server service is responsible for raising alarms via the text-to-speech engine, telephone, e-
mail and should be running in order to send the following alert notifications —

e Phone notification calls a user-defined phone or pager and plays alarm-specific or a user-defined
WAV file or text-to-speech message. Has the ability to attempt multiple times on failure.

¢ Email notification sends an alarm-specific or user-defined email to one or more user-defined email
addresses. Has the ability to attempt multiple times on failure.

e Speak natification plays alarm-specific or a user-defined WAV file or text-to-speech message over
the NVR Server soundcard.

1. Launch Alarm Server Interface

If the NVR is running the Alarm Server icon appears in the Windows taskbar tool tray. Double-click the
icon to launch the Alarm Server interface (Fig 63). Switch to the Voice, Phone or Mail configuration.

o~

A Alarm Server

Fort to lister: |E5235 @) Stop

Autostart zerver when task is started v

Log alarm information into databasze:;

=]

Configurations
Yoice | Phone |

Fig 63. Alarm Server Start Page
(Configure Voice, Phone or Email.)
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2. Voice Configuration

In the Alarm Server — Voice Configuration select Voice Type and Speed (Fig 64).
By pressing the Test over speakers button, you can hear the test message.
Select a Format for writing Wave files from the list.

PN PRE

If you want to change the default alarm message to your own, enter a new message in the

Information for recording to file textbox and save the file.

5. A specific alarm voice message than can be assigned to a selected camera in the NVR Control
Center — Cameras —Security & Alarm (the default alarm message is assigned automatically).

6. Save changes.

~

Alarm Server Voice Configuration

X

Waoice type  |Microzoft Sam ;I
Test over speakers |

and speed | I

Format far writing W ave files: I GESMEID BkHz Mono

Information for recarding to file I

|"‘*| | e

Fig 64. Alarm Server — Voice Configuration
(Configure Voice.)

3. Phone Configuration

1. Append voice modem hardware.
2. Inthe Alarm Server — Phone Configuration select appropriate sound files and Waiting delay for
answer (Fig 65).

Alarm Server Phones Configuration

Active voice devices

| §° Append
g Delete

Greeting sound fiIe:I"E:HF‘mgram FilesiCams erver\h’ledia\greil
b enu sound fiIe:I"E:HF‘mgram FilezhCam5 erver\h’ledia\finiil

Goodbye zound fiIe:I"E:'\F‘mgram FilezhCamServeriediahgo ﬁl

Wiaiting delay for answer:l 7 osec

& OK X Eancell

Fig 65. Alarm Server — Phones Configuration

(Configure Phone.)
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4. Email Configuration

You must correctly configure the Internet e-mail information service to send messages in the NVR.
To do this, you must configure specific information about your e-mail account in the Alarm Server .

1. Inthe Alarm Server — Outgoing mail configuration select appropriate sound files and Waiting
delay for answer (Fig 66).

o~

Cutgoing mail configuration
Server [SMTPY.|
Poit; 25 7]

E-mail address; |

I Server requires authentication

Aooount: |

FPaszwaord: |

Default values
Sender name: |DEI MOT AMSWER

Subject: larmll

J Ok, x Cancel

Fig 66. Alarm Server — Phones Configuration

(Configure Phone.)

Tasks

The DETEXI system has the ability to complete different kind of actions at many different stages of video
recording and viewing. This allows for immediate response to things that occur — turn on/off lights,
start recording alarm video, open/close security gates, and even inform personnel via phone or other
means. These and other capabilities of the DETEXI system make it more than just a video recording tool.
Software motion detection, alarm detection, other events, and the actions that can be taken on these
alarms and events make the DETEXI an Intelligent Network Video Management System.

Actions/notifications triggered by alarms or events raised in the system are called tasks. Each task is
a list of preconfigured actions and/or notifications that define what is to happen. Tasks execution is
triggered on events that occur in the system if configured in the DETEXI NVR. Any task can include one or
more actions/notifications, allowing for multiple things to happen when a single alarm or event is
raised.

1. Action Types

The following types of actions are available for configuration in a task —

e Record Camera — records alarm video for a user-defined camera or for the camera associated with
the event that triggered it. The length, picture quality, and camera position of the recording can be
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defined if desired. An alarm snapshot can also be taken by this task.

Move Camera — for PTZ cameras, moves a user-defined camera to a user-defined position or
preset, and can dwell for a user-defined length of time before returning to another defined position if
desired.

Video Popup — launches specified camera'’s live view video streaming on the defined DETEXI
Client computer. The Client must already be running on the defined computer.

Control Relay — controls the output relay of a specified camera — turns on, turns off, or activate for
a user-defined length of time.

Control Tour — starts or stops a pre-configured tour on a specified camera for a user-defined period
of time if desired.

Execute Program — executes an external program on the NVR Server, with user-defined
parameters if desired.

2. Notification Types

The following types of notifications are available for configuration in a task —

Network Client — launches the camera in alarm (when applicable) live video stream along with

alarm information and alarm video access, to the defined DETEXI Client computer. Alternatively,
sends a user-defined message to be displayed on this computer, disregarding any alarm-specific
information.

Phone — calls a user-defined phone or pager and plays alarm-specific or a user-defined WAV file or
text-to-speech message. Has the ability to attempt multiple times on failure.

eMail — sends an alarm-specific or user-defined email to one or more user-defined email addresses.
Has the ability to attempt multiple times on failure.

Speak — plays alarm-specific or a user-defined WAV file or text-to-speech message over the NVR
Server soundcard.

3. Define New Task

Before any task could be assigned to a specific alarm/event it should be defined in the NVR. Each task is
a list of preconfigured actions and/or notifications that define what is to happen.

Add New Task

In the NVR Control Center — Tasks click Add button under the Task list to add a new task.
Enter the Task Name and Description (Fig 67).
Press Save button to save new task.

v" When defining a task, users have the option to assign an execution schedule to that task.
Schedules are not required, but are another way to trigger tasks.

v' Task schedules can execute task repeatedly within a time frame, or at a specific time.

v' Tasks are not limited to being assigned to a schedule, an alarm or event; in fact, a single
task can be assigned to execute based on a schedule as well as several different alarms
and/or events for several different cameras if appropriate.

4. With the new task selected in the Task list, right-click and choose New — Action or New —

Notification option to configure action or notification in the task accordingly.
— OR —
Choose New — Task option to configure a composite task.
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Fig 67. NVR Control Center — Tasks
(Add New Task.)

Each individual event can only have one task assigned to it.

Any task can include one or more actions/notifications, allowing for multiple
things to happen when a single alarm or event is raised.

An event can also have a composite task assigned to it. Any composite task
consists of several predefined tasks of the user’s choice.

Add New Action to the Selected Task

1. Inthe NVR Control Center — Tasks select a task in the Tasks list, right-click and select New —

Action the action’s menu appears (Fig 68).

2. Select the action to configure — Record Camera, Move Camera, Video Popup, Control Relay,
Control Tour or Execute Program — right panel will be populated with configuration settings
specific to this action.

3. Configure the selected action and click Save button under the Task list to save the task configuration.
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Fig 68. NVR Control Center — Tasks
(Add Action to the Selected Task.)

To add more actions/notifications to the task — with the same task selected, right-
click and choose New — Action or New — Notification option to add one more
action/ notification to that task.

Add New Notification to the Selected Task

1. Inthe NVR Control Center — Tasks select a task in the Tasks list, right-click and select New —

Notification the notification’s menu appears (Fig 69).

2. Select a notification to configure — Network Client, Phone, eMail or Speak — right panel will be

populated with configuration settings specific to this notification.

3. Configure the selected action and click Save button under the Task list to save the task configuration.
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Fig 69. NVR Control Center — Tasks
(Add Notification to the Selected Task.)

4. Composite Task

An event can have a composite task assigned to it. Any composite task consists of several predefined
tasks of the user’s choice. And what is more, a composite task has embedded schedule for each task

included.

1. If New — Task option was selected, the Task drop down list activates.

2. Select a task from the list and configure a schedule for this task (Fig 70).

v

v

To add more tasks to the composite task — with the same task selected in the Task list,

right-click and choose New — Task option.

Composite tasks are red colored in the list.
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Fig 70. NVR Control Center — Tasks
(Composite Task.)

5. Task Usage Info

To keep track of the events and assigned tasks launch Information About Task Usage page.

1.

In the NVR Control Center — Tasks click on Where Used button at the top-right — Information
About Task Usage page appears (Fig 71).

Once on the page, select any Task from the list on the left — all events that the task is assigned
to will be listed in the right pane.

v" The Information About Task Usage page can also be launched from any page or pane in
the NVR Control Center by pressing CTRL+T keys
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Fig 71. NVR Control Center
(Information About Task Usage.)

Configure Action

a list of preconfigured actions and/or notifications that define what is to happen.

1. Record Camera

Record Camera action records alarm video for a user-defined camera or for the camera associated
with the event that triggered it. The length, picture quality, and camera position of the recording can be

defined if desired. An alarm snapshot can also be taken by this task.

When New — Action — Record Camera is selected the right panel will be populated with configuration

settings specific to the action. To configure the action:

1) Define Camera

1. Choose camera to configure from the Camera drop-down list (Fig 72).

2. When camera is selected, click on the Connect/Stop toggle-button in order to connect to the
selected camera (click again to disconnect). On successful connection live video from the camera

will appear.

v' This connection is temporary and allows the camera’s settings to be configured and

checked.

v' PTZ camera preset positions are only available if the connection is established.
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3. Show Locally checkbox can be check to connect to the camera using local IP address and port
number (during configuration time only).

v" Show Locally checkbox is only visible if camera has both an internal and external
connections configured in the NVR Control Center — Cameras — Cameras Settings.
E. NVR Control Center [;] i
izeneral | Cameras | Users 1 Tasks [0 Devices | Monitor | Reporks | Synchranize
= Alarm2400 ihi

]
Camera output action [sor|
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Fig 72. NVR Control Center — Tasks

(Configure Action — Record Camera — Define Camera.)

There are two NVR services that should be running and monitored by the Monitor
service in order to record video — Recorder and Check Drive. All NVR services
are visible and configurable in the NVR Control Center — Monitor

Recorder service records information and images from each video input into the
NVR storage, according to the configured schedules, preferences, alarms and

Check Drive service monitors the condition of the storage path and device to
confirm existence and available space for new video being recorded to the archive.
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2) Setup PTZ Camera Recording Position

When alarm condition is detected a PTZ camera can move in a predefined position to record alarm video
and than return to any other position if necessary. Both positions should be configured.

1. To setup camera recording position under the Set camera in position enter Pan, Tilt, Zoom
parameters or select a preset position from Preset drop-down list (Fig 73).

2. If required to move camera to another position after the alarm video is recorded — check Reset
camera in position checkbox and enter Pan, Tilt, Zoom parameters or select a preset position from
Preset drop-down list below.

B, MVR Control Center g =

General | Cameras | Isets ||Tasks | I Devices | Manitar | Reparts | Synchronize
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Fig 73. NVR Control Center — Tasks
(Configure Action — Record Camera — Setup PTZ Camera Recording Position.)

3) Check Camera Position with PTZ Control

1. To bring up a PTZ control — roll over the image and click on the button in the bottom right corner.
Getting PTZ values of the current position of the camera click on Get PTZ (Fig 74).
3. Change camera PTZ values —

v" Orenter Pan, Tilt, Zoom values.
v" Use Zoom in/Zoom out buttons on the right of Zoom field.

v' Click on Set PTZ to set camera in a configured position.

4. Use direction buttons and Home button on the left.
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5.

Or select a preset position from drop-down list and click Go to Preset to set camera in the selected
position.

5. NVR Control Center
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Fig 74. NVR Control Center — Tasks
(Configure Action — Record Camera — Check Camera Position.)

4) Setup Recording

configured FPS)

In the Record section setup alarm video quality and duration (Fig 75) —
Select Image size from the drop-down list; enter FPS and Compression %

Enter video duration in Frames or Sec (other parameter will be recalculated based on

Check Take alarm shot checkbox to take an alarm shot (optional).

If necessary, set a Delay (ms) time between alarm detection and camera alarm shot to allow a

PTZ camera to move in the alarm recording position.

alarm (optional).

during Record Camera action.

Check Uninterruptible alarm checkbox to prevent an alarm recording from the interruption by a new

Check Use local connection checkbox to connect to the camera using local IP address/port number

The checkbox is only visible if the camera has both an internal and external connections

configured in the NVR Control Center — Cameras — Cameras Settings.

1.

v

v
2.

v
3.
4.

v
5.

Check Append to log checkbox to append action specific information to the existing log file each
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time when the Record Camera action is initiated.

6. If necessary, enter a Start action in time(ms) — a delay between alarm detection and action

initialization.
-
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Fig 75. NVR Control Center — Tasks

(Configure Action — Record Camera — Setup Recording.)

2. Move Camera

Move Camera action moves a user-defined PTZ camera to a user-defined position or preset, and can
dwell for a user-defined length of time before returning to another defined position if desired.
When New — Action — Move Camera is selected the right panel will be populated with configuration

settings specific to the action. To configure the action:

1) Define Camera

1. Choose camera to configure from the Camera drop-down list (Fig 76).

2. When camera is selected, click on the Connect/Stop toggle-button in order to connect to the
selected camera (click again to disconnect). On successful connection live video from the camera
will appear.

v

v

This connection is temporary and allows the camera’s settings to be configured and

checked.

PTZ camera preset positions are only available if the connection is established.
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3. Show Locally checkbox can be check to connect to the camera using local IP address and port
number (during configuration time only).

v" Show Locally checkbox is only visible if camera has both an internal and external
connections configured in the NVR Control Center — Cameras — Cameras Settings.
-\
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Fig 76. NVR Control Center — Tasks
(Configure Action — Move Camera — Define Camera.)

2) Setup PTZ Camera Move Position

When alarm condition is detected a PTZ camera can move in a predefined position, dwell a certain period

of time and than return to any other position if necessary. Both positions should be configured.

1. To setup camera recording position under the Set camera in position enter Pan, Tilt, Zoom

parameters or select a preset position from Preset drop-down list (Fig 77).

2. Enter Dwell time (s).

3. To move camera to another position after the alarm — check Reset camera in position checkbox

and enter Pan, Tilt, Zoom parameters or select a preset position from Preset drop-down list below

(optional).
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Fig 77. NVR Control Center — Tasks
(Configure Action — Move Camera — Setup Move Position.)

3) Check Camera Position with PTZ Control

To bring up a PTZ control — roll over the image and click on the button in the bottom right corner.
Getting PTZ values of the current position of the camera click on Get PTZ (Fig 78).
3. Change camera PTZ values —

v Or enter Pan, Tilt, Zoom values.
v" Use Zoom in/Zoom out buttons on the right of Zoom field.

v" Click on Set PTZ to set camera in a configured position.

4. Use direction buttons and Home button on the left.
5. Or select a preset position from drop-down list and click Go to Preset to set camera in the selected
position.

DETEXINVR 110-169



5. NVR Control Center
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Fig 78. NVR Control Center — Tasks
(Configure Action — Move Camera — Check Camera Position.)

d) Other Parameters

1. Check Use local connection checkbox to connect to the camera using local IP address/port number
during Move Camera action (Fig 79).

v" The checkbox is only visible if the camera has both an internal and external connections
configured in the NVR Control Center — Cameras — Cameras Settings.

2. Check Append to log checkbox to append action specific information to the existing log file each

time when Move Camera action is initiated (optional).

3. If necessary, enter a Start action in time (ms) — a delay between alarm detection and action
initialization.
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Fig 79. NVR Control Center — Tasks
(Configure Action — Move Camera — Parameters.)

In order to provide access control and activity (audit) logging the information
about any action or notification initiated in the system can be appended to the

system log.

3.Video Popup

Video Popup action launches specified camera’s live view video streaming on the defined DETEXI
Client computer. The Client must already be running on the defined computer.
When New — Action —Video Popup is selected the right panel will be populated with configuration

settings specific to the action. To configure the action:

1) Define Camera

1. Choose camera to configure from the Camera drop-down list (Fig 80).

2. When camera is selected, click on the Connect/Stop toggle-button in order to connect to the
selected camera (click again to disconnect). On successful connection live video from the camera
will appear.
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v

v

This connection is temporary and allows the camera’s settings to be configured and checked.

PTZ camera preset positions are only available if the connection is established.

3. Show Locally checkbox can be check to connect to the camera using local IP address and port
number (during configuration time only).

2) Define Remote Client

v" Show Locally checkbox is only visible if camera has both an internal and external connections
configured in the NVR Control Center — Cameras — Cameras Settings.
B NVR Control Center [;] O
izeneral | Cameras Llsers ] Tasks 10 Devices | Monitor | Feporks Synchranize
= [l
- Alam2400 : ] Task name: |[Alarmi2400 Wwhere used
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+-ta . R
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: ¥ Re ]
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+ Thszk_novl 4 A Procy
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+ TASK_TEST )
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4| i : (%] i
- . — ™ App
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Fig 80. NVR Control Center — Tasks
(Configure Action — Video Popup — Define Camera.)

When the trigger condition is met a Video Popup action alerts an operator by having a window with

streaming video popup on a viewing terminal. A viewing terminal running the Remote DETEXI Client

should be configured in the action.

1. Setup a viewing terminal Address and Port number (Fig 81).
2. Setup also Proxy Address and Proxy Port if necessary.

3. Check Can Be Rejected checkbox to allow operator to reject a video popup window (optional).

v

Yes/no question window. Continue based on answer.
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4. To ask for a confirmation enter a waiting time in the Confirmation required in field (optional).
v" OK confirmation window. If not confirmed will be closed in configured time, information about
missing confirmation recorded in a specific log, video popup will not appear.
5. Check Append to log checkbox to append action specific information to the existing log file each
time when Video Popup action is initiated (optional).
6. If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and
action initialization.

5L NVR Control Center E] O
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Fig 81. NVR Control Center — Tasks
(Configure Action — Video Popup— Define Remote Client.)

3) Video Popup on the DETEXI Client

Video Popup window is identical to the DETEXI Client single camera live view and has the same
navigation and other capabilities as if the operator launched this view (Fig 82).
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Fig 82. Remote DETEXI Client — Video Popup
(Identical to the Client Single Camera Live View.)

4. Control Relay

Any device that can toggle between an open and closed circuit can be connected to a network camera or
a video encoder. Control Relay action allows controlling the output relay of a specified camera — turning
on, turning off, or activating for a user-defined length of time.

When New — Action —Control Relay is selected the right panel will be populated with configuration
settings specific to the action. To configure the action:

1) Define Relay

1. Select arelay to trigger (external device connected to the camera output port) from the Relay drop-
down list. (Fig 83).

v"IP device outputs are only available for the selection if previously configured in the NVR
Control Center — Cameras — Cameras Settings — Outputs.
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Fig 83. NVR Control Center — Tasks
(Configure Action — Control Relay — Define Relay.)

2) Define Camera

Toggle behavior settings (Fig 84) —

1.
2.

Turn On — toggle the output to the ON state.

Turn On — Dwell — Reset Relay — toggle the output to the ON, wait for defined dwell time, than
reset the output to previous state (before task was executed).

Turn On — Dwell — Turn Off — toggle the output to the ON, wait for defined dwell time, than reset
the output to OFF (regardless of previous state).

Turn Off — toggle the output to the OFF state.

Turn Off — Dwell — Reset Relay — toggle the output to the OFF, wait for defined dwell time, than
reset the output to previous state (before task was executed).

Turn Off — Dwell — Turn On — toggle the output to the OFF, wait for defined dwell time, than reset
the output to ON (regardless of previous state).

Momentary behavior settings —

7.

Activate — activate the momentary behavior defined for the camera output (turn on for defined

period of time before turning back OFF).
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Other parameters —

8. Check Use local connection checkbox to connect to the camera using local IP address/port
number during Control Relay action (optional).

v" The checkbox is only visible if the camera has both an internal and external connections
configured in the NVR Control Center — Cameras — Cameras Settings.

9. Check Append to log checkbox to append action specific information to the existing log file each
time when Video popup action is initiated (optional).

10. If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and
action initialization.

iﬁ. MVR Control Center
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Fig 84. NVR Control Center — Tasks
(Configure Action — Control Relay — Set Parameters.)

3) Configure Camera Outputs

IP device outputs are only available for the selection if previously configured for the camera in the NVR
Control Center — Cameras — Cameras Settings — Outputs (Fig 85).
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Fig 85. NVR Control Center — Cameras — Cameras Settings

(Configure Camera Outputs.)

section.

O

4) Control Relay from DETEXI Client

For more information, refer to the NVR — Managing Cameras — Configure 1/0

After an IP device outputs were defined in the NVR Control Center — Cameras — Cameras Settings they
are ready for use in tasks triggered by alarms/events, or manually by operators in the DETEXI Client.

Relay Action buttons will be available on the DETEXI Client's camera live view allowing for external devices

(relays) to be triggered (Fig 86).
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Fig 86. DETEXI Client — Single Camera Live View
(Control Relay.)

v On Fig 85 the momentary relay only has been enabled for the output — only one
0 relay action button is visible.

v If multiple outputs are connected to and configured on the camera, a drop-down
list to choose the output number from will be available. When an output number is
chosen, the configured control buttons will be displayed for use.

5. Control Tour

A tour enables PTZ camera to automatically move from one pre-configured position to the next in a
predetermined order. The viewing time between one position and the next is configurable.

Control Tour action starts or stops a pre-configured tour on a specified camera for a user-defined period
of time if desired.

When New — Action — Control Tour is selected the right panel will be populated with configuration
settings specific to the action. To configure the action:

1) Define Tour

1. Select a Start Tour or Stop Tour on Camera radio button to configure an appropriate Control Tour
action (Fig 87).

2. Select camera’s pre-defined tour from the active drop down list.

v A PTZ camera tours are only available for the selection if previously configured for the camera
in the NVR Control Center — Tour — Setup Tour.
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3. When tour is selected, click on the Connect/Stop toggle-button in order to connect to the selected
camera (click again to disconnect). On successful connection live video from the camera will appear.

v' This connection is temporary and allows the camera’s tour settings to be configured and
tested.

4. Show Locally checkbox can be checked to connect to the camera using local IP address and port
number (during configuration time only).

v" Show Locally checkbox is only visible if camera has both an internal and external connections
configured in the NVR Control Center — Cameras — Cameras Settings.
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Fig 87. NVR Control Center — Tasks

(Configure Action — Control Tour — Define Tour.)

Connect

| Show Locally

The NVR Tour service should be running and monitored by the Monitor service in
order to enable cameras touring. All NVR services are visible and configurable in

the NVR Control Center — Monitor

Tour service moves PTZ cameras through a predefined series of locations
according to defined schedules or on alarms or events.
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2) Start Tour

If Start Tour is configured — when the trigger event is met the camera starts touring from one pre-
configured position to the next in a predetermined order.

Start tour settings (Fig 88) —

1.
2.

Select a Start Tour radio button and camera's pre-defined tour from the active drop down list.
Setup Reset touring after (sec) time to reset camera position according to the normal schedule
when time expires (optional).

v' If reset time is configured the Uninterruptible tour action checkbox can be checked to
prevent an alarm tour from the interruption by a new alarm.

Other parameters —

3. Check Use local connection checkbox to connect to the camera using local IP address/port
number during Control Tour action (optional).
v" The checkbox is only visible if the camera has both an internal and external connections
configured in the NVR Control Center — Cameras — Cameras Settings.
4. Check Append to log checkbox to append action specific information to the existing log file each
time when Control Tour action is initiated (optional).
5. If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and
action initialization.
i [ -~
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Fig 88. NVR Control Center — Tasks
(Configure Action — Control Tour — Start Tour.)
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3) Stop Tour

If Stop Tour is configured — when the trigger event is met the camera stops in the current position until
new alarms/events occur.

Stop tour settings (Fig 89) —

1. Select Stop Tour on Camera radio button and camera’s pre-defined tour from the active drop down

list.
v

Other para

The Uninterruptible tour action checkbox can be checked to prevent a camera stop position
being changed by the new alarms/events before specified time expires.

meters —

2. Check Use local connection checkbox to connect to the camera using local IP address/port number
during Control Tour action (optional).

v

The checkbox is only visible if the camera has both an internal and external connections
configured in the NVR Control Center — Cameras — Cameras Settings.

3. Check Append to log checkbox to append action specific information to the existing log file each time

when

Control Tour action is initiated (optional).

4. If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and
action initialization.
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Fig 89. NVR Control Center — Tasks
(Configure Action — Control Tour — Stop Tour.)
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4) Setup Tour

A PTZ camera tours are only available for the selection if previously configured for the camera in the NVR

Control Center — Tour — Setup Tour.

Relay Action buttons will be available on the DETEXI Client's camera live view allowing for external devices

(relays) to be triggered (Fig 90).
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Fig 90. NVR Control Center — Cameras — Tour
(Configure Action — Control Tour — Setup Tour.)

i v For more information, refer to the NVR — Managing Cameras — Configure
0 Tour section.

6. Execute Program

The Execute Program action allows you to execute any external program to do whatever you want and is
limited only by your imagination and the resources required to develop it. The Execute Program action
executes an external program on the NVR Server, with user-defined parameters if desired.

When New — Action — Execute Program is selected the right panel will be populated with configuration
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settings specific to the action. To configure the action:

1) Define Program to Execute

When the trigger condition is met an Execute Program action starts a defined program execution. The

input parameters must be provided if necessary.

1.

Enter the program name in the File to Execute or press the browse button and browse to the
directory containing the file (Fig 91).

Enter space-separated input parameters (if any) in the Parameters.

Under the Task’s Window Visibility select Hide, Show minimized, Show normal or Show
maximized option.

Check Append to log checkbox to append action specific information to the existing log file each
time when Execute Program action is initiated (optional).

If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and
action initialization.
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Fig 91. NVR Control Center — Tasks
(Configure Action — Control Relay — Define Relay.)
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Configure Notification

Before any task could be assigned to a specific alarm/event it should be defined in the NVR. Each task is
a list of preconfigured actions and/or notifications that define what is to happen.

1. Network Client

Network Client notification launches the camera in alarm (when applicable) video stream along with
alarm information and alarm video access, to the defined DETEXI Client computer. Alternatively,
sends a user-defined message to be displayed on this computer, disregarding any alarm-specific
information.

When New — Notification — Network Client is selected the right panel will be populated with
configuration settings specific to the notification. To configure the notification:

1) Configure Network Client

When the trigger condition is met a Network Client notification alerts the operator on the defined DETEXI
Client computer by two different ways:

o Ifthe Message can be changed automatically checkbox is checked — launches the camera in
alarm video stream along with alarm information and alarm video access (if alarm video recording
was configured in the task).

o Ifthe Message can be changed automatically checkbox is unchecked — sends a user-defined
message to be displayed.

To configure the Network Client notification —
1. Setup an operator terminal Address and Port number (Fig 92).
2. Setup also Proxy Address and Proxy Port if necessary.
3. The Send always checkbox can be checked.
v" Multiple Network Client notifications can be created under one task.

v"If the Send always checkbox is checked the natification always initiates, if not — just in case
the checked notification failed.

v' Atleast one Send always checkbox must be checked in a task notifications.

4. Check the Priority alarm checkbox to add new alarm information on the top of the Alarms list
otherwise it will be appended to the bottom.

5. Enter a message to the Message text box.

6. Depending on the response you desire the Message can be changed automatically checkbox can be
checked or unchecked.

7. Check Append to log checkbox to append notification specific information to the existing log file
each time when Network Client notification is initiated (optional).

8. If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and
action initialization.
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Fig 92. NVR Control Center — Tasks
(Configure Natification — Network Client — Define Network Client.)

2) Message

If the Message can be changed automatically checkbox was unchecked — the Network Client
notification alerts an operator on the defined Remote DETEXI Client computer by sending a user-defined
message, disregarding any alarm-specific information (Fig 93).

| Message

| Close |

Fig 93. Remote Detexi Client
(Network Client Alert Notification — Message.)
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3) Video Popup
If the Message can be changed automatically checkbox was checked —

the Network Client notification alerts operator on the defined Remote DETEXI Client computer (Fig 94):

e Launchesthe camera in alarm video stream. Video Popup window is identical to the DETEXI
Client single camera live view and has the same navigation and other capabilities as if
operator launched this view.

e Popsup alarm-specific information window and speaks the information.
e Adds alarm information to the Alarms List and pops up the list.

e Provides access to the recorded alarm video (Get Alarm button). If alarm video recording was
configured in the task (Record Video action), recording starts immediately at the moment alarm was
detected.

This allows remote monitoring stations (Remote DETEXI Clients) to become immediately aware of a
change in a monitored environment and respond to things that occur.

Contrals Carn Lis! Start Remrding | Stop Recording || Caphure

L] 108

1C 0| sET Zoon |

P —

I j o Panic &larm

FAMIC aLARW FOS "sony'!

Auko | Lighter | Darker |
E40:480a  » % High »

18 o) o

31.33fps [ 1 :"E EekAlarm | FullScreen

Fig 94. Remote DETEXI Client
(Network Client Alert Notification — Video Popup.)

4) Alarm List

To launch a live video popup from the Alarm List (Fig 95) —
1. Select a camera from the cameras drop-down list at the bottom.
2. Click the Get Site button.

To launch an alarm video from the Alarm List —

1. Select an alarm from the Alarms list.
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2. Click the Get Alarm button.

v" When Network Client notification adds new alarm information to the Alarms List it goes to
the top of the list if the Priority alarm checkbox was checked, otherwise it will be
appended to the bottom.

v" Verified alarms could be check marked. A check marked alarm gets “resolved” status
(useful for the operators and managers).

v" The Delete button deletes any selected alarm from the alarms list disregarding status.

B3 Alarm List ﬂ

Alarms Site Information Maotes

P 1026 =31 [zory] Sub=1 Zane=0
Py 10:26 >3 [zory] Sub=1 Zone=0
Py 10:25 »»1 [zory] Sub=1 Zone=0
Py 10:25 »31 [zory] Sub=1 Zone=0
Py 10:24 231 [zony] Sub=1 Zone=0

Delete i - zony ¥ | Getsite || Get Alarm

Fig 95. Remote DETEXI Client
(Network Client Alert Notification — Alarm List.)

5) Get Alarm Video

Clicking the Get Alarm button from the video popup window or alarms window launches the DETEXI
Archive Viewer playing the recorded alarm video (Fig 96).

v' If alarm video recording was configured in the task (Record Video action), recording starts
immediately at the moment alarm was detected.

" 4 For more information, refer to the Recorded Video Viewing, Retrieval, and
Export section.
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Fig 96. Remote DETEXI Client
(Network Client Alert Notification — Get Alarm Video.)

6) Client Settings

The DETEXI Client priority alarm popup settings allow the operator on the DETEXI Client computer to
change the way the Network Client notifications alert the operator (for this Client only).

In the DETEXI Client — Advanced Settings (Fig 97) under the ALARM POPUP SETTINGS
check/uncheck the following checkboxes:

1. Check the Advanced checkbox — the alarm popup information (including live and recorded alarm
video) shows up on the screen in a fixed full screen layout (eliminates windows overlapping).

2. Ifthe No Alarm List checkbox is checked, the Alarms List will not pop up on alarms.

3. Ifthe Close only empty list checkbox is checked, the Alarms List will be prevented from closing until
all alarms in the list are check marked as “resolved” or deleted.
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10.

Check the Mute sound checkbox — speak a message will be prohibited.

If the Write on Alarm checkbox is checked — recording starts locally (on the Client computer)
immediately at the moment alarm was detected until defined time expires.

Check the No popup on alarm checkbox — alarm popup will be prohibited.

If the Write on Alarm checkbox is checked — recording starts locally (on the Client computer)
immediately at the moment alarm was detected until defined time expires.

v" If arecording time was not defined (0), the recording will continue until the Stop Recording button
on the video pop is pressed.

If the Deja Vu checkbox is checked — the DETEXI Archive Viewer playing the recorded alarm video
will be launched automatically.

If the Overwrite in List checkbox is checked — a new alarm from the same camera will overwrite
previous in the Alarms List.

Check the Log-Alarm checkbox to keep track of all Network Client notification alerts received by the
Client. Local log file will be created.

Setting [version=5.5.0.14]

Lser Sekkings Serwers Setbngs

[ ]
[ |
itasi
el
=
=
=
=
=
[ ]
(-
[ ]
L]

GetfromGhbal | SaveGlobaly | Clse |

Fig 97. Remote DETEXI Client — Advanced Settings
(Configure Notification — Network Client — Client Settings.)
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2.Phone

When the trigger condition is met Phone notification calls a user-defined phone or pager and plays
alarm-specific or a user-defined WAV file or text-to-speech message (has the ability to attempt
multiple times on failure).

When New — Notification — Phone is selected the right panel will be populated with configuration
settings specific to the Phone notification.
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¥

¥
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¥

¥

¥

¥

¥

¥

¥

LaaiEs

Fig 98. NVR Control Center — Tasks
(Configure Notification — Phone.)

To configure the notification (Fig 98):

1. Select a location from the Location to phone message from: drop-down list if provided (for
advanced users).

v' The NVR Alarm Central service can run on any computer without the DETEXI NVR.

v"If there is more than one location running the Alarm Central service the Location to phone
message from list will be provided for the selection.

v' By default (if not other location is selected) the message will be phoned from the NVR
Server.

2. Enter arequired Phone/pager to call number.
3. Enter Number of attempts.
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4. The Send always checkbox can be checked.

v/ Multiple Phone notifications can be created under one task. At least one Send always
checkbox must be checked.

5. Check Append to log checkbox to append notification specific information to the existing log
file each time when Phone notification is initiated (optional).

6. If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and
action initialization.

3. Email

When the trigger condition is met Email notification sends alarm-specific or user-defined emails to one or
more user-defined email addresses (has the ability to attempt multiple times on failure).

When New — Notification — Email is selected the right panel will be populated with configuration settings
specific to the Email notification.
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Fig 99. NVR Control Center — Tasks
(Configure Notification — Email.)
To configure the notification (Fig 99):

1. Select a location from the Location to mail message from drop-down list if provided (for
advanced users).

v The NVR Alarm Central service can run on any computer without the DETEXI NVR.
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v' If there is more than one location running the Alarm Central service the Location to mail
message from list will be provided for the selection.

v' By default (if not other location is selected) the message will be mailed from the NVR
Server.

2. Enter arequired Subject line and Message.

3. Check the Message can be checked automatically checkbox to allow a user-defined message
to be replaced to the automatic alarm specific message (optional).

4. Entera number of attempts and the retry attempt interval in the Repeat if unsuccessful.

5. Check Append to log checkbox to append notification specific information to the existing log file
each time when Email notification is initiated (optional).

6. If necessary, enter Start action in time (ms) — a delay between trigger condition detection and
action initialization.

4 Before using the e-mail notification task — SMTP settings and e-mail account
“ settings must be setup in the NVR Alarm Listener.

4. Speak

When the trigger condition is met Speak notification plays alarm-specific or a user-defined WAV file or
text-to-speech message on the NVR Server or any other computer running the NVR Alarm Central service.
When New — Notification — Speak is selected the right panel will be populated with configuration
settings specific to the Speak notification. To configure the notification (Fig 100):

1. Select a location from the Location to play message from drop-down list if provided (for
advanced users).

v' The NVR Alarm Central service can run on any computer without the DETEXI NVR.

v If there is more than one location running the Alarm Central service the Location to mail
message from list will be provided for the selection.

v' By default (if not other location is selected) the message will be mailed from the NVR Server.
2. Select a Message radio button and enter a message to speak;

select a WAV file: radio button and enter the wav file nhame (or press the browse button and

browse to the directory containing the file to select it).

3. Check the Message can be checked automatically checkbox to allow a user-defined message
to be replaced to the automatic alarm specific message (optional).

4. Specify Audio channels used when playing message — check Left, Right or both
checkboxes.

5. Check Append to log checkbox to append noatification specific information to the existing log file
each time when Speak notification is initiated (optional).
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6. If necessary, enter a Start action in time (ms) — a delay between trigger condition detection and

action initialization.
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Fig 100. NVR Control Center — Tasks
(Configure Notification —Speak.)

Task Triggers — NVR Events and Alarms

In the NVR a trigger is a set of criteria that, when met, starts the execution of a predefined task. In order to
get advantage of receiving a natification and/or executing action defined in the task this task should be
assigned to a specific alarm/event in the NVR Control Center.

The following alarms/events can be raised in the NVR and start execution of assigned tasks:

General

System Health Alarms/Events

NVR Status Task — (if assigned) is executed once a day at a time you can predefine by yourself. If
this task HAS NOT BEEN executed at that time it means you have to check the system.

NVR Service Health Status — when any of the individual NVR Services encounter problems,
this event is raised.
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NVR Storage Errors

Archive Storage Writing Error — when video cannot be stored to the designated archive path due
to a writing error, such as insufficient permissions to write to the drive or if the path is invalid, this
event is raised.

Archive Storage Drive Limit Reached — when the drive limit defined in the If free space is
less than [XX] MB parameter is reached, and the Stop Saving option is set, this event is
raised. This alarm automatically causes the recording service to stop. User intervention is
required to restart the service when appropriate resources are available.

IP-Device Status

Check Alive service task — the Check Status Task can be triggered if the IP-device fails to
answer on the Check Alive service request.

Recovery Procedure tasks — when NVR loses connection to a camera it is scheduled to record,
it enters into a recovery procedure. Tasks can be executed at different points within the
procedure.

Task on First Error can be triggered when NVR first loses connection;
Task on Recovery Procedure Failure — initiates if all the attempts of recovery have failed;
Task on Restore initiates in case the IP-device comes back online.

NVR Network (Domain) Alarms

When NVR does not respond — the task should be setup for each child NVR in the NVR network
(domain) to be aware weather a child NVRs are alive and properly respond to the NVR
Domain Controller.

Log In/Out Events

General User Login/Logout

Login/Logout Task — when any user logs in or logs out, the event is raised with information
indicating the user and the action (login/logout).

Specific User Login/Logout

Login Task — indicates that a specific user has logged in. Used instead of or along with the general
login/logout event, allows different tasks to be assigned individually to users of interest.

Logout Task — indicates that a specific user has logged out. Used instead of or along with the
general login/logout event, allows different tasks to be assigned individually to users of interest.

IP-Device Alarms/Events

IP-Device Status (Part of System Health Monitoring Alarms/Events)

Check Alive service task — the Check Status Task can be triggered if the IP-device fails to
answer on the Check Alive service request.

Recovery Procedure tasks — when NVR loses connection to a camera it is scheduled to record,
it enters into a recovery procedure. Tasks can be executed at different points within it:
Task on First Error can be triggered when NVR first loses connection;
Task on Recovery Procedure Failure — initiates if all the attempts of recovery have failed,;
Task on Restore initiates in case the IP-device comes back online.

FTP Alarm

FTP Alarm— in some wireless configurations and other environments where constant streaming is
not possible, video can be uploaded via FTP based on decision making within the IP-device.
When video is uploaded to the DETEXI NVR FTP Server, the video is merged into the archives
as alarm video, and this event is raised.
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Alarm on Motion

Input Alarm — if an IP-device supports external /O, the Check Alarm (1O Listener) service
can monitor the status of the camera’s inputs. This event is raised when an IP-device’s defined
input is in an active (non-normal) state. A separate event is raised for each IP-device input that
has this feature enabled.

Soft Motion Alarm — when motion detection is enabled in the IP-device recording schedule, an
event is raised each time motion is detected on an IP-device by the DETEXI software. A
separate event is raised for each IP-device recording schedule if Alarm on Motion is
configured.

User Triggered Task

User Triggered Task— task execution can be added to a user’s permissions, by assigning users the
specific tasks they are allowed to trigger manually from the Remote DETEXI Client.

Configure System Health Monitoring Tasks

1. Assign NVR Status Task

DETEXI IP-Surveillance reliability checking is based on the Task Execution Engine. If something
happens to the system, hardware or one of the DETEXI NVR components, certain task assigned to this
event is executed.

But what if something happens to the Task Execution Engine by itself?

The obvious conclusion is — you will never have any task executed at all and you will never know that
something is wrong with the DETEXI NVR. To solve this issue a special NVR Status Task was
developed which (if assigned) is executed once a day at a time you can predefine by yourself. If this task
HAS NOT BEEN executed at that time it means you have to check the system.

The main purpose of the NVR Status task is to send out the current status of the NVR components
at predefined time. It is initiated once a day at a predefined time and provides the user a list of
the NVR components being monitored and their status.

To assign NVR status task (Fig 101).

1. Inthe NVR Control Center switch to the General — Global Setting.
2. Select an appropriate predefined task from the NVR status task drop-down list.

3. Set adesired time.
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Fig 101. NVR Control Center — General — Global Settings
(Assign NVR status task.)

a day or once a week or whatever you want) to send out notification that
the NVR is alive, you should create a Scheduled Task and use it for
checking if the Reliability System is functioning properly.

' v If you want to setup your own schedule with a different time interval (twice

2. Assign NVR Storage Errors Tasks

There are some problems that should not be tolerated. If the tasks associated with them are initiated you
have to seriously reconsider your NVR settings and/or the hardware you are using.

Writing error task initiates when the Recorder fails to record streaming data on the hard drive. It could
be because of a hard drive error,a Windows error or the Recorder could not do its job
because of lack of resources (usually an underpowered CPU).

Drive limit reached task initiates in case of free space for the system files or free space necessary for
NVR functioning becomes too low. In some circumstances the Recorder service could even be
stopped because the NVR cannot manage the given amount of information due to a lack of
system resources. In this case you should reconsider your IP-devices recording
schedule settings and /or Keep information for parameter and/or your hardware
configuration.
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In order to get advantage of getting a notification/action in case of any of the catastrophic errors occurs you

must setup the Writing error and Drive limit reached tasks —

1. Inthe NVR Control Center switch to the General — Global Settings.

2.

In the Tasks executed when section select an appropriate predefined task from the Writing error
drop-down list (Fig 102) and the Drive limit reached drop-down list.

— .
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Fig 102. NVR Control Center — General — Global Settings
(Assign NVR storage errors tasks.)

3. Assign NVR Service Health Monitoring Tasks

NVR

Service Health alarm is raised when any of the individual NVR services encounter problems. To

monitor the health of the DETEXI software components (services) you need to assign a predefined task that

will be executed in a case of failure to each component you wish to monitor (Fig 103).

1.
2.

In the NVR Control Center go to the Monitor.
Press blue Health monitor On/Off toggle button in the bottom right corner — the system health

monitor No answer task panel appears.
To assign a task to the component — select previously created task from the drop-down list next to

the component.

Assign the task to each system component you wish to monitor.
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Fig 103. NVR Control Center — Monitor
(Assign a predefined task to each service.)

v Component failure if any will be detected within 3 minutes and the assigned task
0 will be executed.

v System will check status only for the components with the checkbox checked.
v To learn more about NVR Services refer to NVR General Settings — NVR
Services.

4. Assign IP-Device Status Tasks

The DETEXI NVR streaming and records video information from the IP-cameras/video servers, which are
complex devices by themselves and can often be the source of problems.

There are two methods to deal with IP-devices errors —

1. Using a Check Alive service — the Check Status task can be triggered if the IP-device fails to answer
on the Check Alive service request.

2. Using a Recovery Procedure in the IP-device recording schedule — when NVR loses connection
to a camera it is scheduled to record, it enters into arecovery procedure. Tasks can be executed
at different points within the procedure. Task on First Error can be triggered when NVR first loses
connection; Task on Recovery Procedure Failure — initiates if all the attempts of recovery procedure
have failed; Task on Restore initiates in case the |IP-device comes back online.
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1) Assign Check Status Task for the camera using Check Alive service

The Check Alive service is relatively heavy on NVR resources and it should be used only in the case of
recording on |I/O ports when the recorder is off and starts to record when the signal from 1/O port is
received. First ensure that Check Alive service in the NVR Control Center — Monitor is checked.
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Cameras Lisk Cameras Settings  Securiby&dalarm IDescriptiDn i Recarding I Tour I ameras tasks i
" This Location ~Mames and Passwords
ke ? el User name | User pyd |
EEJJ axisFD
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detesxi adm narne ir-:u:ul: &dm pread i****
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Task on Recovery Procedure Fai
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Jusk Sound
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WAy file: | E.]
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Fig 104. NVR Control Center — Cameras — Security & Alarm
(Assign Check Status Task.)

1. Inthe NVR Control Center select a camera from the Cameras List.
2. Gotothe Cameras — Security & Alarm (Fig 104).

3. Under the Actions on alarm select an appropriate predefined task from the Check status task drop-
down list. Task initiates if the IP-device fails to answer on Check Alive request.

4. Repeat steps 1-3 for any camera from the Cameras List to setup actions on alarm.

there is a physical device failure. It could be a connection (network) error. From the
NVR reliability point of view it is irrelevant as to why there is no video stream but
from the point of view of the technician (who has to fix the problem) there is a big
difference.

' v It must be clear that if a device fails to answer this does not necessarily mean that
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2) Setup Recovery Procedure in a camera recording schedule

Another method to deal with IP-devices errors is to setup Recovery Procedure inside a camera recording

schedule. The Recovery Procedure fully describes how the Recorder will deal with the faulty camera.

1. Inthe NVR Control Center — Cameras select camera from the Cameras List and go to the
Recording — Schedule (Fig 105).
2. Selectaschedule fromthe schedules list to update existing schedule or press Add button below
the list to create a new schedule.
-
5. NVR Control Center g_ﬂ
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Fig 105. NVR Control Center — Cameras — Recording — Schedule — Recovery
(Setup Recovery Procedure.)

1.

2.

Switch to the Recovery tab to setup a recovery procedure parameters:

v

v

v

Attempts in Recovery Procedure (RP)
Delay Between Attempts (in sec)

Delay Between RP (in sec)

Select predefined tasks for events you are going to track (in any combination)—

4

Task on First Error — (if assigned) the Recorder initiates the corresponding task

immediately on the video stream failure;

Task on Recovery Procedure Failure — (if assigned) task initiates if all the attempts of

Recovery Procedure have failed;

Task on Restore — (if assigned) task initiates in case the IP-device comes back online.
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3. Press Save button below the schedules list.

4. Repeat for the other schedules.

u v Setting up a Recovery Procedure for many cameras with complicated recording
schedules could be time consuming. To make it easier use the recovery settings
template.

3) The Recovery Procedure Recommended Settings

Attempts in Recovery Procedure (RP) —5

Delay Between Attempts (in sec) — 30

Delay Between RP (in sec) — 600

Task on First Error — assigned

Task on Restore — assigned
According to the recommended settings the Recorder initiates the Task on First Error when the video
stream failure occurs. Than makes up to 5 attempts with 30 s interval to recover the stream. If any

of the attempts succeeds the Task on Restore will be initiated; if not — the next round of attempts to
connect to the faulty camera starts in 10min (600 s).

4) Create Template for Setting a Recovery Procedure

Setting up a Recovery Procedure for many cameras with complicated recording schedules could be time
consuming. To make it easier — a template enforcing particular settings in newly created schedules can be
created (Fig 106).

1. Inthe NVR Control Center go to the General — Advanced.

2. Under the Recorder Recovery Settings Template setup Recovery Procedure settings —
v/ Attempts in Recovery Procedure
v' Delay Between Attempts
v' Delay Between RP (in sec)

3. Select predefined tasks for events you are going to track (in any combination)—

v' Task on First Error — the Recorder initiates the corresponding task immediately on the video
stream failure;

v' Task on Recovery Procedure Failure — task initiates if all the attempts of Recovery Procedure
have failed;

v Task on Restore — task initiates in case the IP-device comes back online.

The Recovery Procedure settings from this template will be forced in to each newly created cameras
recording schedule and could be changed.
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5. NVR Control Center g O]
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Fig 106. NVR Control Center — General — Advanced
(Create Recorder Recovery Settings Template.)

0 v If the Recovery Procedure template was created a newly created schedule will use
the template parameters as default.

5. Assign Child NVR Status Tasks in the NVR Domain (Network)

Although every NVR in the NVR Domain Controller configuration should have its own reliability settings
there is a new intercommunication layer between the NVR Domain Controller and a child
NVR, which could also fail and therefore the system administrator must be able to check its status.

To be aware weather a child NVRs are alive and properly respond to the NVR Domain Controller you
should setup the Task when NVR does not respond for each child NVR in the NVR network (domain).

To assign child NVR Status task do the following steps (Fig 107):
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1. Inthe Domain Controller NVR Control Center go to the General — NVR Locations.
2. Selectachild NVR from the Servers Locations list.
3. Inthe NVR Locations switch to the Monitoring tab and input your setting to define
v" Interval for monitoring
v Number of Attempts
v'Interval between attempts Each
4. Select an appropriate predefined task from the Task when NVR does not respond list.
5. Check Check alive check box.
—,
5. NVR Control Center 1Q_D ﬁ
I General | Cameras | Lsers | Tasks | IO Devices | Manitor | Reports | Synchronize

Global Settings  M%H Locations | Camera Lu:u:ati-:uns' Woice Setupl FTF Serverl .ﬁ.dvancedl

— Servers Locations

Library -
Water Treatment Plant

Name|- Likirary Imactive [
— Camera Semver connect settings
Address 19216810206 Port {2080
Prowy &ddress ! Puort I

Host name I"v"L.f-‘-.D A92.168.10.206
IMTERMET Mame or address I1 9216810206

Connect | [mport | Llnregisterl Save

Controling MDr‘litDringl

[v Check alive

|nterval for monitaring [zec]: I Altempts: ! ean::hl ZEC

Fig 107. NVR Control Center — General — NVR Locations
(Assign Task When NVR Does Not Respond.)

u v If you know for a fact that the site is temporary down for maintenance or other

issues, simply uncheck the Check Alive check box. In this case the system wiill
NOT initiate unnecessary tasks for a known problem and will return to monitoring
only after you check the box again.
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Configure Login/Logout Tasks

1. Assign General User Login/Logout Task

Login/Logout Task — when any user logs in or logs out, the event is raised with information indicating
the user and the action (login/logout).

To assign General User Login/Logout task (Fig 108) —
1. Inthe NVR Control Center go to the General — Global Settings.

2. Select an appropriate predefined task from the Login/Logout Task drop-down list.

5. NVR Control Center ED -
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Fath |C:1F'r|:|gram FilegiCamServerArchives __-ﬁ_i
k.eep Infarmation for I"l| day(s] [ Use Temporam Space
If free space less than (5000 ME (" Stop saving {+ Overarite

T ask executed when
{ﬂriting err-:ur:i ;‘ Dirirve lirnik reached:l _;‘ i

1 [~ Connect carmera immediately
Log size it days I?_ [~ Besolve |P addrezzes I #isaGenvice f Stop MYR Service
[~ Custamer suppart

Login/Logout task:l ;I MWE status task:l j at I ] 2:00:00 &b j

Cratabaze Path llﬁi “sProgram Files\CamServer !‘

SCADA Path | =]

— MNYA Controller Settings for HOST MVEAS2168.10.233

Address: |'I 921681024 Thiz lozation name: |programmers

Port: IEEIEIEH [T Encrpted channel Fegizter site on Domain Controller I

Fig 108. NVR Control Center — General — NVR Locations
(Assign Login/Logout Task.)

' 4 Each individual event can only have one task assigned to it.

4 Any task can include one or more actions/notifications, allowing for multiple things
to happen when a single alarm or event is raised.

v An event can also have a composite task assigned to it. Any composite task
consists of several predefined tasks of the user’s choice.
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2. Assign Specific User Login/Logout Task

Login Task — indicates that a specific user has logged in. Used instead of or along with the general

login/logout event, allows different tasks to be assigned individually to users of interest.

Logout Task — indicates that a specific user has logged out. Used instead of or along with the general

login/logout event, allows different tasks to be assigned individually to users of interest.

To assign Specific User Login/Logout task (Fig 109) —

1. Inthe NVR Control Center go to the Users.
2. Choose a specific user from the Users List to upload user’s information.
3. Inthe Users Information select a predefined task from the Login Task drop-down list and/or select a
predefined task from the Logout Task drop-down list.
4. Click Save button below the Users List to save changes.
-
= v
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Fig 109. NVR Control Center — Users — User Information
(Assign Login Task. Assign Logout Task.)
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Configure IP Device Tasks

The following tasks if configured in the DETEXI NVR will keep you informed of the status of any IP device in
your IP-surveillance installation, alarms on the device 1/O (if supported), detected motion and more.

IP-Device Status Tasks

Check Alive service task — the Check Status Task can be triggered if the IP-device fails to answer
on the Check Alive service request.

Recovery Procedure tasks — when NVR loses connection to a camera it is scheduled to record, it
enters into a recovery procedure. Tasks can be executed at different points within it:
Task on First Error can be triggered when NVR first loses connection;
Task on Recovery Procedure Failure — initiates if all the attempts of recovery have failed;
Task on Restore initiates in case the IP-device comes back online.

FTP Alarm

FTP Alarm— in some wireless configurations and other environments where constant streaming is not
possible, video can be uploaded via FTP based on decision making within the IP-device. When
video is uploaded to the DETEXI NVR FTP Server, the video is merged into the archives as
alarm video, and this event is raised.

Alarm on Motion

Input Alarm — if an IP-device supports external /0, the Check Alarm (1O Listener) service can
monitor the status of the camera’s inputs. This event is raised when an IP-device’s defined input
is in an active (non-normal) state. A separate event is raised for each IP-device input that has this
feature enabled.

Soft Motion Alarm — when motion detection is enabled in the IP-device recording schedule, an event
is raised each time motion is detected on an IP-device by the DETEXI software. A separate event
is raised for each IP-device recording schedule if Alarm on Motion is configured.
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1. IP-Device Status Tasks

IP-Device Status Tasks as part of the DETEXI Health Monitoring System are described in details in the
Configure System Health Monitoring Tasks section.

2. Assign FTP Alarm Task

FTP Alarm Task — in some wireless configurations and other environments where constant streaming
is not possible, video can be uploaded via FTP based on decision making within the IP-device.
When video is uploaded to the DETEXI NVR FTP Server, the video is merged into the archives
as alarm video, and this event is raised.

To assign FTP Alarm task do the following —

1. Inthe NVR Control Center go to the Cameras.
2. Select camera to configure from the Cameras List and switch to the Security & Alarm (Fig 110).

3. Under the Actions on Alarm select an appropriate predefined task from the FTP Alarm Task drop-
down list.

4. Click Save button below the Cameras List to save settings.
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Fig 110. NVR Control Center — Cameras — Security & Alarm
(Assign FTP Alarm Task.)
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3. Assign Input Alarm Task

IP-device Input Alarm executes task on hard motion detection, when an external motion detector is
connected to the IP-device input. If a camera supports external /0, the Check Alarm (IO Listener)
service can monitor the status of the camera’s inputs. Input Alarm event is raised when an IP-device

defined input is in an active (non-normal) state. A separate event is raised for each IP-device input that has

this feature enabled.

1. Inthe NVR Control Center — Cameras (Fig 111).
2. Select camera to configure from the Cameras List and switch to the Recording — Schedule.
3. Selectaschedule from the schedule list and switch to the Alarm tag below the list.
4. Select Input Ports from the Alarm on drop down list and specific input port from the Port drop down
list.
5. Check Active checkbox — the Execute task drop down list activates — select a predefined task
from the list.
6. Click Save button below the schedule list to save settings.
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Fig 111. NVR Control Center — Recording — Schedule — Alarm
(Assign Input Alarm Task.)

0 v The Input Alarm applies to hard motion sensing (triggered by an external motion

detector) only. For soft motion sensing (residing in the software) the IP-device
Soft Motion Alarm should be configured.
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4. Assign Soft Motion Alarm Task

When motion detection is enabled in the IP-device recording schedule, the Soft Motion Alarm is raised
each time motion is detected on an IP-device by the DETEXI software. A separate event is raised for each
IP-device recording schedule if Alarm on Motion is configured.
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Fig 112. NVR Control Center — Recording — Schedule — Alarm
(Assign Alarm on Motion Task.)

In the NVR Control Center — Cameras (Fig 112).
Select camera to configure from the Cameras List and switch to Recording — Schedule.

Select a schedule from the schedule list and switch to the Alarm tag below the list.

A w0 NP

Check Alarm on Motion checkbox — the Execute task drop down list activates — select a
predefined task from the list.

5. Click Save button below the schedule list to save settings.

” v The IP-device Soft Motion Alarm applies to soft motion sensing (residing in the
software) only. For hard motion sensing (triggered by an external motion detector)
the IP-device Input Alarm should be configured.
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Configure User Triggered Tasks

User Triggered Task — task execution can be added to a user’'s permissions, by assigning users the
specific tasks they are allowed to trigger manually from the remote DETEXI Client.

1. Assign User Triggered Task

1. Inthe NVR Control Center go to the Users (Fig 114).
2. Select a user from the Users list and switch to the Tasks.

3. Select a task of interest in the Available list and press the direction button to move the selected
task to the Selected list.

4. Add more tasks to the Selected list if necessary.

5. Press Save button under the Users list to save changes.

-
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Fig114. NVR Control Center — Users — Tasks
(Assign User Triggered Task.)

u v Tasks configured with alarm-specific information should not be assigned as no
alarm-specific information will be available.
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2. Trigger Task from Remote Client

1. Login to the Remote DETEXI Client (Fig 115).

2. On the Client start page press the Tasks button to launch Execute Task panel with the tasks
available upon the user logged in permissions.

3. Select a task of interest and press Start Task button.
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Fig 115. Remote DETEXI Client — Execute Task
(Execute Available Task.)
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Access DETEXI NVR Video Archive

With the DETEXI NVR configured to record video, local and remote clients can access the recorded video.
There are two main tools that allow users to access the NVR video archive; search, view and export video

1. DETEXI Client Archive Tool
2. DETEXI Archive Viewer

Although the Client Archive Tool and Archive Viewer have very similar capabilities, they access and pull
the recorded video from the archive in very different ways allowing for both to excel in different
environments and for different needs. That is especially apparent when connecting over a network. There
are a few unique features in each as well.

DETEXI Client Archive Tool

Remote DETEXI Client Installed stand-alone on any PC, or/and included
m automatically with the DETEXI NVR installation enables connection to any
cl authorized DETEXI NVR available anywhere on the Internet or corporate

Remote DETEXI network for remote viewing and control. Requires NVR settings configuration
Client —
and authentication.

The ARCHIVE button on the Client Start Page launches the Archive Tool built into the Client (Fig 116).
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Fig 116. Remote DETEXI Client — Start Page

(Launch Client Archive Tool.)
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DETEXI Client Archive Tool pulls recorded video from the DETEXI NVR archive transferring all frames in
the time segment selected into local memory. For this reason, the amount of video that can be viewed at
once is limited, and the initial load time is very affected by the network the video is being pulled across.
Once loaded, however, this video can be viewed very quickly and efficiently at very high frame
rates. When users already know the time and date of interest and only need to review a small amount of
video, they might find the Client Archive Tool more efficient.

DETEXI Archive Viewer

DETEXI Archive Viewer included automatically with the DETEXI NVR and Remote

DT# DETEXI Client installation connects local and/or remote users to the DETEXI NVR
i~
Ar- recorded video (NVR archive) for video retrieval and export. For remote users
Archive Viewer permission/authentication is required.

b= 0

Choose direckory with MYR archive  Choose MNYR and camera
MNWh: vista L
Server axisi v [] slarm Diate; March 11, 2009 w
Video: Load  Time: 0308 » = - r -
R . L N R T R
— 17 1199 fps
pe| MWL D e 50597 AM

Fig 117. DETEXI Archive Viewer — Start Page
(View Recorded Video from the NVR Archive.)
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When large amount of video need to be scanned for events the Archive Viewer is the tool of choice.
Rather than loading a collection of video into local memory, the Archive Viewer streams video directly from
the NVR archive over the network. For this reason, a full 24 hours of data is at the user’s fingertips for
viewing at all times without requiring a large initial load time. However, this limits user to slower possible
playback speed — completely dependent upon the network connection between the Archive Viewer and
NVR. It is not uncommon to see pauses in video playback for buffering of the video stream.

4 When located on the NVR computer, the Archive Viewer is very efficient — limited
u only by the read speed of the hard drive and decoding speed of the video card.

Export Recorded Video

DETEXI NVR records video using proprietary file formats but enables users to export recorded video to
the standard file format — AVI (Audio Video Interleave) orthe proprietary file format along with
a proprietary player — restricted DETEXI Archive Viewer.

1. Export Video in AVI Format from Client Archive Tool

DETEXI Client Archive Tool can export recoded video in AVI format only. To export the video:

1) Search for Video of Interest

Archive Captured Image

Search | [EEiigulE

‘ Catmera s
@ axsl
R o
(B sonry
@ Sequence
B axishi1om
B £xisP33

March 2009

T 2 3 @ 5 B
o 9 10ga 12 12
J 15 16 17 18 13 20
R B
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Fig 118. Remote Detexi Client — Archive Tool
(Find Video of Interest.)
DETEXINVR 155-169



v

On the Client Start Page press ARCHIVE button — the Archive Tool built into the Client
launches (Fig 118).

Double-click on the camera of interest in the Search — Cameras listto turnityellow.

To choose the date of interest click on the down arrow next to today’s date and select the date
from the calendar.

Click Show button to show all recording activity for the chosen date. The timeline will be filled in
with the Video Bar Graph, indicating the recorded video available for the day.

v/ If motion detection is turned on in the recording schedule for the camera, the green bars
indicate the amount of motion detected within each minute of video.

The solid gray around the motion bars indicate continuous recording.
Red bars indicate alarm video (recorded due to alarm).

The height of each bar indicates how much video (of the given category) was recorded in
that minute.

v A combination of solid gray and green bars are seen when a continuous
recording with Motion Detection schedule is configured.

2) Select Segment of Video

To select the segment of video for viewing, right-click and drag on the time line above the Video
Bar Graph to highlight the time segment of interest. If no segment is selected, all video in
the current view is considered selected (Fig 118).

v" Be careful not to select too large period of time, since loading can take a long time

depending on the network resources. The maximum amount of video that can be loaded at
once is 10.000 frames.

With video selected, click the Get button to begin loading the section of video into memory.

v' Before clicking Get button, the Alarm checkbox can be checked to load only the alarm
video (recorded due to alarm) for that period of time rather than the continuous and motion
video.

v" While the video is loading, the Get button changes to a Break button, showing the current
status of the load. If the load is taking longer than desired, this button can be used to stop
the load, and whatever video was loaded to that point will be viewable.

3) Playback, Export

Once a segment of video is loaded for viewing, the video playback control panel appears, with all video
currently loaded in memory listed at the bottom. Many situations may call for multiple sections of video

listed there.
1. Double-click the portion of video listed to view the first frame (Fig 119).
2. Playback control panel includes the following buttons from left to right — Play Forward, Play
Backward, Pause, Frame Forward, and Frame Backward.
v' The frame slider can be used to quickly select a playback position within the video clip,
and speed slider — to adjust the playback rate in FPS (Frames Per Second).
3. Video can be exported in the form of a snapshot picture, or AVI format movie. Press Capture

button to save a single frame of the video and follow to the Captured Image panel to enhance
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and save the snapshot.

4. To export selected recordings as an AVI format movie — when playback is stopped, click the
Save AVI button to begin exporting the video from the current location until playback is stopped
again.

v" It may be necessary to apply compression during the export in order to lower the file size. A

compression type can be applied if desired in the Client Settings — Show Advanced
Settings in the Capture section.
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Fig 119. DETEXI Client — Archive Tool
(Playback. Export Video in AVI Format.)

4) Edit Captured Image

Once video of importance is found, it is often necessary to be able to export that video to a universal
format for distribution to management, the police, or other authority. This can be done with either the
Capture or Save AVI features.

Clicking Capture button will save a single frame of the video and transfer it into the Captured Image
panel for editing. This captured image can be adjusted as needed and saved as a JPEG file (Fig 120).
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Fig 120. Remote DETEXI Client — Archive Tool
(Edit Captured Image.)

2. Export Video in AVl Format from Archive Viewer

1) Select Camera and Date

Launch Archive Viewer (Fig 121).
Under the Choose NVR and Camera select the NVR to connect to from the NVR list. Once
connected, the Server list will be populated with the cameras / video encoders that currently
have a recorded video.

3. Select the camera of interest from the Server list. The Alarm checkbox can be checked before
the selection in order to search for alarm video only.
If a video encoder is specified — select a video input of interest from the Video list.

5.  When the camera is selected, the Date list will automatically be populated with all dates
containing recorded video for the selected camera. Choose the date of interest.

6. Press Load button — the Video Bar Graph and the Time list will both be populated with data
indicating when video for the date and camera selected was recorded.
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Fig 121. DETEXI Archive Viewer
(Select Camera and Date. Playback. Export Video in AVI Format.)

2) Video Bar Graph, Select Time

1. Select a minute of interest from the Time list (the position arrow moves to that time) — the first
frame of that minute video will be loaded; or drag and drop directly the position arrow on the time
line (Fig 121).
v" Video Bar Graph indicates the existence of archived video based on the time of the day.
Each bar equating to one minute in time. The color of the bar at any given time indicates the

category of video recorded: blue — continuous recording, yellow — recording on motion
detected.

v" A combination of solid blue and yellow bars is seen when a Continuous Recording with
Motion Detection schedule is configured.

v" The height of each bar indicates how much video (of the given category) was recorded in
that minute.
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3) Playback, Export

Use playback control panel to play video forward and backward, stepping one frame forward and
backward, and jumping to the beginning and end of the selected video (Fig 121).

Playback control panel from left to right —

e First frame in the current minute button — jump to the first frame in the currently selected
minute.

e One frame back button — step one frame backward in time.

e Play backward button — play the video backward from the current position.

e Play forward button — play the video forward from the current position.

e Pause button — pause the video in the current position.

e Stop playing button — stop the video playback.

e One frame forward button — step one frame forward in time.

° Last frame in the current minute button — jump to the last frame in the currently selected
minute.

Use Record button to record (export) video in AVI format from the current position until the playback is
stopped, at the selected speed (FPS).

v' Use the speed slider at the bottom left to adjust the playback/recording rate in FPS (Frames
Per Second).

v" When you click Record button you will be asked to define filename and path for the
exported video. The video file is available immediately after the recording was stopped in the
directory that you defined. This file can then be viewed in a media viewer such as Windows
Media Player, or distributed to other personnel.

v" Users can keep track of video time by watching the clock in the bottom right corner. This clock
follows the time of the video, as stamped on the files by the NVR archive.

4) Compression

The primary function of the DETEXI NVR is to record video, for search and replay at a later date. When
video of importance is found in the NVR archives, it is often necessary to be able to export that video in a
universal format for distribution to management, the police, or other authority. Before exporting retrieved
video, it is important to consider the size of the resulting file, to be sure that it can be delivered in an
acceptable way. Uncompressed video can result in a very large file such as 1GB for only 2 or 3 minutes of
video.

How to compress exported video (Fig 122):

1. Before exporting video, right-click on the Record button and choose the desired compression
type from the right-click menu.
2. Press Record button to start recording and continue as usual.

video from its original form, and can potentially prevent the video from

v Be aware that applying compression to video is often considered changing the
u being used in prosecution.
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Fig 122. DETEXI Archive Viewer
(Export Compressed Video in AVI Format.)

3. Export Video in Proprietary Format

DETEXI NVR records video using proprietary file format but enables users to export recorded video
to the standard file format — AVI (Audio Video Interleave). Video in the proprietary file format can
also be exported along with a proprietary player (restricted DETEXI Archive Viewer). Export NVR
Video Archive module included automatically with the DETEXI NVR installation allows users to export, or
back up the recorded video. The advantages of using the native recording format are — additional security
and data integrity as well as advanced playback features. Additionally, the proprietary format is more
difficult to edit and can be used to preserve the chain of evidence.

v" Video can be selected for user-definable periods of time and specified cameras
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v" File extension JPX is DETEXI proprietary file format

v" The module can export video or shots recorded by the NVR

To replay video exported in the proprietary file format on any computer the DETEXI Archive Viewer
module — ArchiveViewer.exe should be copied along with the video (no installation required). The
functionality will be restricted automatically.

1) Launch Export NVR Video Archive

DTZ On the DETEXI NVR PC server open Export NVR Video Archive from Start —
Af—-‘% All Programs or click the program icon on your desktop.

L '\
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Fig 123. Export NVR Video Archive
(Select Output File Format — Video or Image Sequence.)

2) Select Video Output Format

Selected video can be exported as video in the proprietary file format (JPX file format), or as image
sequence (JPG file format) (Fig 123).

1. Inthe Export NVR Video Archive Choose Export Video or Export Shots from the list.
2. Define the range of time to export video for — from dd1/mm1/yyyyl hh1:mm1 to
dd2/mm2/yyyy2 hh2:mm2

3) Export Video

1. When the range of time is defined, from the cameras list select the camera(s) from which to
export recorded video (Fig 124).

v" Hold the Ctrl key to select multiple cameras
2. Specify the directory to export video to in the Select Directory.
Select JPX output format from the Select Format drop-down list.
4. Finally, click Export to Directory button to begin export.
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v" The button will stay depressed while exporting — how long will depend upon the amount
being exported

-,
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Fig 124. Export NVR Video Archive
(Export Video.)

4) Export Shots

In some occasions it could be necessary to export video as a JPG image sequence (Fig 125).
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Fig 125. Export NVR Video Archive
(Export Shots.)
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Select JPG output format from the Select Format drop-down list — additional For Selected
Directory button will appear.

Click on it the For Selected Directory button to select video from directory, or click For Selected
Cameras button to select from the cameras list.
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